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Abstract 

 Terror attacks have steadily increased in correlation with increasing internet penetration 

rates and social media usage for over a decade.  This correlation is not mere coincidence, as 

literature cites terrorist organizations’ increasing use of the internet and social media for 

communication, financing, planning, recruitment, and execution of attacks.  Stemming from this 

evidence, it would seem logical that enacting more restrictive internet policies could either deter 

or possibly prevent the planning, funding, and execution of terror attacks.  However, no 

empirical research or theoretical consensus exists on whether international governments’ 

increased efforts to create more restrictive internet policies could be an effective 

counterterrorism strategy.  This thesis uses data from the Global Terrorism Database and 

Freedom House’s “Freedom on the Net” reports to analyze 65 countries from 2011 to 2016.  I 

use a two-stage least squares instrumental variables regression to identify whether there is a 

direct causal relationship between a country’s more restrictive internet policies and a decrease in 

the incidence or magnitude of terror attacks.  I find no significant correlational or causational 

relationships between a country’s internet freedom score and the incidence or magnitude of 

terror attacks.  
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1. Introduction 

This paper seeks to explore whether there is a direct causal relationship between the level 

of internet restriction in a country and both the number and magnitude of terror attacks.  I 

hypothesize that countries with more restrictive internet policies will be able to prevent, and 

thereby decrease, the occurrence of terror attacks in the country and/or may also reduce the 

magnitude of an attack if one does occur.1  To do so, I run a two-stage least squares instrumental 

variables regression using data from Freedom House’s “Freedom on the Net” reports and the 

University of Maryland’s Global Terrorism Database to analyze 65 countries from 2011 to 2016.  

I find that there are no significant correlational or causational relationships between the level of 

internet restriction in a country and the number or magnitude of terror attacks.  As such, I cannot 

support my hypothesis.  It is possible that the theoretical literature presented in this paper is 

correct in arguing that internet restriction may not be a key component in effective 

counterterrorism strategies.   

 In this peak age of the internet and social media, no citizen is immune to news headlines 

reporting on the terrorist threats facing the world each day.  The World Bank reports that 46% of 

the world population had internet access in 2016, and this number has only increased annually 

since the internet was introduced.  Additionally, Statista reports that 2.28 billion people 

worldwide used some form of social media in 2016.  These numbers show no sign of slowing, 

making it impossible (at least in developed countries) to ignore the frequent and numerous news 

headlines detailing terrorist attempts and attacks around the world.  The Western world is slowly 

learning that terrorism is no longer a Middle Eastern or African phenomenon.  Rather, highly 

                                                           
1 Countries are scored on a scale of 0-100 to determine their level of internet restriction.  This is called the “freedom 

score.”  A country with more restrictive internet policies, meaning it is less free, receives a higher freedom score. 
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feared groups often bred in politically volatile regions such as the Middle East, such as ISIS, 

have successfully infiltrated into European and American territory, bringing increased concern 

and heightened anxiety.  The threat is starting to hit too close to home, and there is increasing 

public demand for reassurance that effective counterterrorism strategies exist.     

 In 2016, the New York Times published an article titled, “Is Terrorism Getting Worse? In 

the West, Yes. In the World, No.”  Journalist Margot Sanger-Katz cites the Global Terrorism 

Database, explaining that the death toll from attacks such as the high-profile attacks in San 

Bernardino, California and Paris in 2015 have heightened Americans’ and Western Europeans’ 

attention to the incidence of terrorism (2016).  Though deaths resulting from terrorism in the 

Western world remain very low in comparison to deaths occurring worldwide, the very fact that 

this area of the world has seen large-scale impact from such high-profile and successful attacks 

has given the public the sense that the terrorist threat is worse now than ever before (Sanger-Katz 

2016).  The Central Intelligence Agency’s National Intelligence Council confirms this threat in 

its 2015 Global Trends report:  “We expect the trend toward greater lethality in terrorist attacks 

to continue.”  Sanger-Katz also notes that attacks carried out citizens in America and Western 

Europe are said by the attackers to be “inspired” by groups such as ISIS (2016).   

Though the United Nations warns of the danger of terrorists’ usage of the internet and 

advocates for global cooperation in creating an effective counterterrorism strategy for the 

internet, most theorists point to the various logistical, financial, and legal issues with restricting 

the internet in the name of counterterrorism.  Singer (2012) and Neumann (2013) argue that the 

logistical and financial issues of supervising the sheer amount of data produced daily and the 

cost inefficiencies of monitoring said data far outweigh any benefits of restricting the internet.  In 

fact, these authors argue that allowing terrorists to use the internet may serve to be an effective 
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intelligence gathering tool in the fight against terrorism.  Wu (2015) and Hassine (2016) discuss 

the legal issue of defining “terrorist content” as well as human rights violations committed by 

various governments under the guise of counterterrorism.  Finally, Elbahnasawy (2014) and 

Kanyam, Kostandini, and Ferreira (2017) find from their empirical research that increasing 

internet adoption did not decrease corruption, suggesting that increasing internet use and its 

associated freedoms did not reduce crime.  

As such, this paper takes this theoretical and empirical research as an opportunity to 

approach the alternative side of the internet’s role in crime: perhaps decreasing internet use and 

its associated freedoms could reduce crimes such as terrorism.  In addition, enough countries 

show a similar trend of high levels of internet restriction and a low incidence of terrorist attacks 

to cast at least some doubt on such opinions and to consider the validity of my alternative 

hypothesis:  increased internet restriction and regulation can decrease the number of terrorist 

incidents in a country.  This thesis will determine whether there is a causal link between 

increased internet restriction and a reduction in terror attacks, as well as various measurements of 

magnitude such as the number of deaths, injuries, and hostages resulting from an attack.   

Due to the nature of the relationship between internet restriction and terror outcomes, I 

suspected that using a simple ordinary least squares regression would be biased by two-way 

causation. If the error term is positive and non-zero, it is thus positively correlated with my 

regressor variable, the freedom score.  This may cause a positive bias such that the coefficient on 

the freedom score may be larger than the true value and will see a larger impact on terror 

outcomes than is actually true of the relationship.  This larger impact will therefore only increase 

the coefficient on the freedom score, resulting in biased estimates.  To address this endogeneity, I 
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use an instrumental variables regression with a combined binary instrumental variable indicating 

whether a country has laws against pornography and blasphemy.   

I use Freedom House’s “Freedom on the Net” reports for data related to internet 

restriction and the University of Maryland’s Global Terrorism Database for data related to terror 

attacks.  I created my own dataset for my instrumental variable with references from 

governments, encyclopedias, and legal texts to determine whether a given country in a certain 

year had laws prohibiting pornography and/or blasphemy.  A large vector of controls aids in 

isolating the causal link from other potential determinants of terrorism.   

I find no significant correlational or causational relationships between a country’s 

freedom score and the number or magnitude of terror attacks during the years 2011 to 2016.  I 

cannot support my hypothesis that increasing internet restriction will reduce the number or 

magnitude of terror attacks.  However, this analysis could potentially be used to support the 

theories that are argued in both the Background and Literature Review sections of this thesis, 

suggesting that internet restriction is neither an important nor viable contribution to an effective 

counterterrorism strategy.   

2. Background and Theories 

In this thesis, I examine whether countries with more restrictive internet policies have the 

direct effect of decreasing the incidence of terrorism, as well as the magnitude of an attack, in 

that country.  In just a matter of years, the internet has become a particularly effective and 

dangerous tool in a terrorist organization’s toolbox.  This is largely due to the increasingly easy 

accessibility to the internet, as well as the efficiency of the internet in disseminating information, 

which has aided in the successful planning, recruitment, and communications of terrorist 

organizations.  As such, these attacks seem to have spread so quickly and globally from the 
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terrorist “hotbeds” of the Middle East and Africa.  A report by the United Nations Secretary-

General in May 2017 discussed the danger of terrorist access to the internet:   

“The threat from ISI[S] has been exacerbated by its sophisticated use of the Internet and 

social media to disseminate online messages to a wide international audience. Since 

2014, ISI[S] has used its online publications to reach potential foreign terrorist fighters 

and social media to directly engage individuals, encouraging them to join its ranks.” 

(Guterres 2017).   

The United Nations estimates that nearly 90% of online terrorist activity takes place on a social 

networking platform (2011).  The United Nations Counter-Terrorism Implementation Task Force 

released a report in 2011, listing the numerous uses of the internet by terrorist organizations:  

planning attacks, fundraising, training, recruitment, data-mining, propaganda, and radicalization.  

The task force additionally reported that terrorist organizations’ technical capabilities were 

currently on par with that of the United States government (2011).   

2.1 Logistical and Financial Obstacles 

 Many obstacles arise in attempting to remove and block access to terrorist content on the 

Web.  First, the volume of data being produced every day is so large that it is increasingly easy 

for terrorists to hide their content amongst this vast ocean of information (United Nations CTITF 

2011).  Governments simply do not have the manpower or technology to effectively sift through 

the quantity of information available on the Web.  Second, encryption technology has made it 

virtually impossible for security and law enforcement agencies to break codes required to access 

content on cell phones and password-protected messaging forums and websites (United Nations 

CTITF 2011).  In addition, anonymity on the internet allows terrorist organizations to hide in 

plain sight:  any username can be used and tracking down the user of a site is nearly impossible 
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due to “fast-flux” (a system in which the location of a website, email, or domain name can be 

bounced from computer to computer to hide activity and user identity) (United Nations CTITF 

2011).   

Singer (2012) and Neumann (2013) argue that counterterrorism approaches for the 

internet that restrict freedom of speech and focus on removing terrorist content from the internet 

are the least effective methods in terms of costs and maintenance in the long-run.  Both Singer 

(2012) and Neumann (2013) explain the futility of attempting to track down and wipe out 

terrorist websites and posts.  Singer likens this process to “Whack-a-mole,” in which once one 

site has been shut down, another quickly surfaces (2012).  Neumann (2013) goes into more 

depth, explaining that internet censorship is only effective in the most repressive countries where 

the government has full control over internet access and devotes massive resources to policing its 

content.  However, even he stresses the high costs associated with such high repression, 

especially in the long-term (Neumann 2013).  With the advent of social media, the number of 

users, posts, and re-posts every day adds up to a massive amount of data being created that pose 

a tremendous challenge to effective monitoring and flagging of offensive material (Neumann 

2013).  Supporting such a large venture may be increasingly pointless as daily data uploads only 

seem to be increasing.  In addition, Neumann (2013) points out that knocking down one website 

only has short-term benefits, as security and intelligence agencies lose a wealth of potential 

information that could be mined from these sites and terrorists can simply migrate to a different 

site.  Unfortunately, Neumann (2013) supplies no concrete statistical evidence or cost-benefit 

analysis to back this claim.   
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2.2 Legal Obstacles 

In addition to a lack of technological methods and sheer manpower for singling out and 

eradicating terrorist activity on the internet, larger international legal differences and concerns 

also hinder internet regulation as a counterterrorism strategy.  Wu (2015) explains how the 

nature of the internet as a “global commons” without one owner presents great difficulty in 

determining who will regulate and how to do so.  Though every country would benefit from the 

collective action of regulating internet content to prevent terrorism, no individual country wants 

to pay the cost of doing so (Wu 2015).  Additionally, international differences in defining what 

constitutes terrorist content raise the question of what content is “terrorist” and what content is 

“objectionable” (Wu 2015).  Without a clear and universally agreed upon definition, deciding 

what content to restrict is problematic.   

Along the same lines, without a universal definition of terrorism, some governments use 

vague terminology in defining terrorist content or activity to imprison and quiet activists who 

speak out against the government (Hassine 2016).  This in turn raises the question of internet 

regulation as a human rights violation and the conflict between protecting citizens’ privacy and 

ensuring national security (The Economist, 2015).  These clear technological and legal barriers 

to specifically regulating terrorist content on the internet imply that any restrictions would have 

to be broader in scope to avoid being discriminatory.  Highly repressive countries are using 

counterterrorism laws to suppress dissent against the government, which effectively increases 

extremism and violence in the country.  

Hassine (2016) examines four Arab countries (Saudi Arabia, Jordan, Tunisia, and Egypt) 

and their respective cybercrime and counterterrorism laws to determine whether these laws are 

being used to fight terrorists or as a method of cracking down on activists against the 
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government.  He investigates instances of arrest and imprisonment of individuals who had 

spoken out online against the government from 2011-2016 and determines which laws are used 

to prosecute people in court.  The research is conducted in three phases.  The first is a “quasi-

legal policy-analysis” in which Hassine (2016) compiles legislation, orders, and government 

statements on counterterrorism and cybercrime policy, and then studies loopholes in the law that 

could allow for government abuse.  The second phase is compiling data on instances of arrest 

under counterterrorism and cybercrime laws from news alerts, articles, and non-governmental 

organizations (Hassine 2016).  The final phase tracks the process of executing the legislation and 

the judiciary’s response to the cases (Hassine 2016).  This analysis focuses on revealing trends 

and patterns in governments’ abuse of counterterrorism laws to quiet dissent.   

Hassine (2016) found that Saudi Arabia and Jordan use these counterterrorism laws to 

prosecute activists.  Egypt passed an anti-protest law in 2014 that is used to penalize activists, 

and Tunisia uses defamation and anti-drug laws that have been around for decades (Hassine 

2016).  Each of these countries has a history of wide censorship, random monitoring and 

blocking of websites, and penetration of opposition social media pages beyond tracking specific 

terrorist activity (Hassine 2016).  Hassine concludes that when governments restrict peaceful 

public dissent through channels such as the internet and social media, the state is indirectly 

increasing the political extremism it claims to be fighting (2016).  This conclusion is in direct 

opposition to my model, which is centered on the concept that increased restriction of the 

internet should decrease violent terrorist activities and the extremist sentiments potentially 

associated with it.  Interestingly, Hassine’s analysis of Saudi Arabia is in sharp contrast to an 

article written by Ansary (2008), which is more cohesive with my model and lauds the Saudi 
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Arabian government for its vast interdisciplinary effort to combat violent extremism in the 

country.  

A few examples of the programs and policies attempting to discourage and reduce rates 

of radicalization implemented by the Saudi Arabian government are:  counseling for prisoners, 

the Tranquility Campaign in which volunteers engage in online chat room discussions with 

extremists, a national solidarity campaign, and efforts to develop public education (Ansary 

2008).  Of particular interest is the extreme internet restriction imposed by the Saudi 

government.  Authorities claim to have blocked access to 400,000 websites to protect citizens 

from offensive content, which Hassine (2016) concludes could be anything from terrorists 

beheading citizens to a cartoon posted on Facebook mocking the current regime (Ansary 2008).  

The government also enacted the Law to Fight Cyber-Crime, which imposes a maximum 

sentence of 10 years imprisonment and/or a fine of $1.3 million on an individual who posts 

terrorist content, which again is determined at the discretion of the government (Ansary 2008).   

As Ansary (2008) is a third-party observer of the political situation and terrorist threat in 

Saudi Arabia (as a senior fellow of the Homeland Security Policy Institute of The George 

Washington University), it seems odd that he does not acknowledge in his article the potential 

for cybercrime laws to be abused, as Hassine (2016) clearly documents.  One potential 

explanation is the 8-year time lapse between Ansary’s article and Hassine’s research, suggesting 

that perhaps government abuse of laws to crack down on public dissent may be a more recent 

phenomenon.  However, data from Freedom House’s study, “Freedom on the Net,” would 

suggest otherwise.  Since the first year of the “Freedom on the Net” reports in 2011, Saudi 

Arabia’s internet freedom has been categorized as “not free.”  Though Ansary (2008) would 

likely claim that this is due to the government’s efforts to prevent terrorist content from 
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spreading on the internet, Hassine’s conclusion that such strict repression of speech on the 

internet may be indirectly increasing extremist ideology and violence in response to government 

policy is also plausible.    

A basic analysis of trends in terrorist incidents in Saudi Arabia from the Global Terrorism 

Database suggests that internet restriction in the name of counterterrorism in Saudi Arabia is 

ineffective, as the number of incidents has spiked since 2013.  Therefore, there is a strong chance 

that Hassine’s theory could be true:  in having their freedoms severely restricted, Saudis may be 

inclined to veer towards more extremist ideologies in opposition to the government.  However, 

the effect of strict counterterrorism and cybercrime laws on reducing terrorist activity could be 

potentially confounded by government abuse of these laws.  To investigate this possibility, this 

thesis explores the impact of internet restrictions on terrorism incidence, controlling for whether 

the government blocked political content, whether bloggers were arrested, and a numerical rating 

of press freedom as proxies for any human rights violations and their impact on ensuing violence 

and terrorist activity. 

2.3 Maintenance of Internet Freedom as a Counterterrorism Strategy 

Singer (2012) and Neumann (2013) go so far to argue that the most effective short-term 

solution to terrorist presence online is allowing such content to be posted and communications to 

continue to gather intelligence.  Specifically, Singer (2012) describes the usefulness of internet 

chat rooms in which intelligence departments can determine which tactics are becoming popular, 

map out social networks, and track the location of high-priority threats (2012).  Neumann adds to 

this strategy with a more long-term approach in which governments focus on reducing demand 

for radicalization and extremism on the internet.  Neumann suggests that governments should 

implement programs to educate parents on signs of radicalization in their child and monitoring 
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children’s internet use (2013).  He also suggests that governments launch campaigns focusing on 

countering radical and violent extremism with narratives of peace and community involvement 

(Neumann 2013).  In the same vein, Neumann (2013) suggests that educating children on 

radicalization, how to evaluate sources and how to judge the trustworthiness of the media could 

have the potential to prevent children from blindly following radical content posted on the 

internet.  

  However, despite these numerous theories arguing that the difficulties surrounding 

internet restriction as a counterterrorism strategy far outweigh the benefits of implementing such 

a strategy, the United Nations still advocates for an effective counterterrorism strategy for the 

internet:  

“Effective monitoring of terrorist exploitation of information and communications 

technology, conducted in accordance with human rights obligations, is important in order 

to identify other effective ways in which to prevent and suppress the dissemination of 

terrorist messages and the raising of funds for terrorist purposes” (Guterres 2017). 

Yet despite the necessity of determining whether such policies of internet restriction and 

regulation are even effective in reducing terrorist activity, there is little empirical research on this 

topic.  

3. Literature Review 

While these hypotheses are intriguing, none of the research on potential abuses of 

counterterrorism laws or the cost-effectiveness and maintenance of such restrictive policies 

present an empirical methodology to support the claims.  There seems to be little consensus as to 

why internet restriction would be ineffective, or which is the most effective alternative policy to 
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use to counteract terrorist threats and attacks.  With solutions ranging from infiltration of terrorist 

sites to the development of social and educational programs, it is reasonable to also consider and 

examine internet restriction as a strategy to reduce terrorist incidents.  This thesis will be one of 

the first attempts to empirically determine whether there is a negative causal relationship 

between internet restriction and terrorist activity. 

The existing literature closest to examining the relationship between internet use and 

criminal activity investigates the link between both increased internet access and the number of 

mobile phone subscriptions and the reduction of government corruption.  One of the benefits of 

the internet is the increased accessibility to information and its ability to increase participation in 

nearly any aspect of world issues despite remote access.  As such, the internet is usually seen as a 

positive force that invokes meaningful change, the ability for constructive conversation, and the 

opportunity for advancement.  In concordance with this conceptualization of the internet, the 

following papers will argue that increased internet adoption allows for transparency and 

participation in government activities, which should hypothetically reduce any suspicious 

criminal activities such as corruption.  If this hypothesis holds, then my alternative argument of 

the internet as a breeding ground for violence which would be more beneficial if it was restricted 

should be null and void.  However, both Elbahnasawy (2014) and Kanyam, Kostandini, and 

Ferreira (2017) find ambiguous results in testing the hypothesis that increased internet adoption 

reduces government corruption.  As such, it is possible my alternative hypothesis of reducing 

internet access and content may be effective in reducing criminal activities such as corruption 

and terrorism.   

Elbahnasawy (2014) and Kanyam, Kostandini, and Ferreira (2017) use random effects 

analysis and panel Granger causality tests to determine the effect of global internet adoption and 
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e-government and internet adoption and mobile phone subscriptions by the Sub-Saharan African 

population on government corruption, respectively.  Elbahnasawy (2014) hypothesizes that e-

government and increased internet access will reduce corruption by increasing transparency 

between a government and its citizens, providing higher quality information, and enhancing the 

speed at which information is delivered.  Elbahnasawy (2014) also investigates the interaction 

effect between e-government and internet adoption on corruption.  While Elbahnasawy (2014) 

has a broader dataset focusing on 160 countries globally between 1995 and 2009, Kanyam, 

Kostandini, and Ferreira (2017) focus on 44 countries in Sub-Saharan Africa between 2002 to 

2014.  Kanyam, Kostandini, and Ferreira (2017) hypothesize that mobile phone subscriptions 

and internet access, as well as the interaction between the two, will reduce corruption in Sub-

Saharan Africa.   

Elbahnasawy (2014) and Kanyam, Kostandini, and Ferreira (2017) use the number of 

internet users per 100 people as the measurement for internet adoption.  The data is obtained 

from the World Bank’s World Development Indicators.  Elbahnasawy (2014) then uses the 

Corruption Perceptions Index by Transparency International to measure corruption, where a 

higher score means a higher perceived level of corruption, and the UN e-governance readiness 

index to measure the willingness and capacity of governments to use online technology to 

execute government functions, where a higher score signifies better e-government.  Kanyam, 

Kostandini, and Ferreira (2017) use the “control of corruption” (CoC) measurement from the 

World Bank’s World Governance Indicators to measure level of corruption, where a more 

positive number implies a higher perceived level of corruption.   

 Elbahnasawy (2014) analyzes the effect of internet adoption and e-governance on 

corruption.  Similary, Kanyam, Kostandini, and Ferreira (2017) analyze the effect of internet 
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adoption and mobile phone subscriptions on corruption.  Both papers control for economic 

(while controlling for economic (e.g., GDP per capita, openness to trade, inflation), 

demographic, and other factors correlated with increased corruption.  The researchers run simple 

ordinary least squares regressions to determine correlation between their dependent and 

independent variables.  Panel Granger causality tests are run in both papers to determine if there 

is any reverse causality, as corruption could impede policies to increase internet adoption 

(Elbahnasawy 2014 and Kanyam, Kostandini, and Ferreira 2017).2   

 In addition to their similar methodologies, the studies have comparable results.  First, 

Elbahnasawy (2014) finds that the use of e-governance reduces corruption, such that a one 

standard deviation increase in e-government decreases perceived corruption by 0.43 of a point.   

This finding is reinforced by a panel Granger causality test confirming that the relationship is 

unidirectional, such that greater e-government reduces corruption (Elbahnasawy 2014).  Second, 

Kanyam, Kostandini, and Ferreira (2017) find that increased mobile phone subscriptions reduces 

perceived corruption, where a one standard deviation increase in mobile phone subscriptions 

reduces perceived corruption by 0.029 of a point.  A panel Granger causality test confirms that 

the causality between mobile phone subscriptions and corruption is unidirectional and runs solely 

from mobile phones to corruption (Kanyam, Kostandini, and Ferreira 2017).  More relevant to 

this paper, Elbahnasawy (2014) finds an ambiguous effect of internet adoption on corruption and 

confirms through a panel Granger causality test that the causality between internet adoption and 

                                                           
2 Granger causality is a statistical concept that is based off prediction.  Granger causality uses linear regressions to 

analyze whether past values of x and y are better at predicting current values of y than just past values of y predicting 

current values of y.  If this is so, then x is said to “Granger cause” y.  This test confirms the direction of causality, 

such that x always causes y, and not the other way around (Seth 2007).  
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corruption runs in both directions, hence reverse causality.  Kanyam, Kostandini, and Ferreira 

(2017) do not find a significant relationship between internet adoption and corruption.   

These papers are similar to my own in that they investigate the effects of the internet on 

reducing crime through the original method of OLS.  In addition, as is discussed further below, 

these papers also introduced numerous economic control variables which I use in my own 

analysis.  Many of these variables not only impact government corruption, but terrorism as well.  

However, my approach is motivated by concern that there would be two-way causation between 

my dependent and independent variables in this method.  Though Elbahnasawy (2014) finds 

reverse causality through panel granger causality tests between internet adoption and corruption, 

I chose to assume that there would be some sort of bias by the very nature of the relationship 

between the internet and terrorism.  If a country has a higher internet score, I was expecting to 

see a reduction in terror attacks and their magnitude.  However, if a country is seeing this impact 

on terror attacks and their magnitude, the government may make policies to either restrict the 

internet further or ease up on its policies, in which the variables would be having a simultaneous 

effect on each other.  Therefore, rather than testing for causality as in the papers above, I use an 

instrumental variable regression to try and establish a clear, unidirectional causal link from 

internet restriction to reduced terrorist activity, separate from any bias.  Lastly, the results in 

these papers provide uncertainty on the effect the internet can have on criminal activity.  Without 

clear evidence that increasing internet access can decrease crimes like corruption, my hypothesis 

is still a possibility that can be empirically tested.     

Of utmost importance and great difficulty in this thesis, is the issue of fully isolating the 

causal link between more restrictive internet policies and the incidence of terrorism, as research 

has shown that not only are many other factors merely associated with an increased incidence of 
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terrorism, but there are many factors which have been confirmed in multiple studies as being a 

determinant of terrorism.  Krieger and Meierrieks (2011) review the evidence from large 

country-sample empirical studies on the determinants of terrorism.  The authors stress that much 

of the existing research is highly conflictive on almost every potential causal factor of terrorism 

considered in their analysis.  Yet, despite these contradictions, they do strongly support evidence 

that names highly populated, non-democratic and unstable countries as most prone to terrorism.  

First, though there is not a direct causal link between population size and increased incidences of 

terrorism, the authors do support multiple studies that find a strong correlation between a larger 

population size and increased terrorism.  Therefore, this thesis will control for population size to 

mitigate the potential bias it could have on our causal link between stricter internet policies and 

the decreased incidence of terrorism.   

Second, though there is ambiguous evidence supporting a poor economy by itself as a 

cause of terrorism, Krieger and Meirrieks (2011) stressed the impact of poverty on terrorism 

when it was accompanied by political instability and weak political institutions in a country.  The 

authors find many studies that strongly support evidence that more liberal and democratic 

countries are less likely to experience terrorism.  Krieger and Meierrieks (2011) theorize that this 

is due to a democratic institution’s ability to reduce conflict by offering cost-efficient and non-

violent conflict resolution.  Additionally, Krieger and Meierrieks (2011) find multiple studies 

confirming that political instability breeds terrorism.3  As such, due to the uncertainty in the 

current research on whether poverty matters or not, this thesis will control for economic 

                                                           
3 Lai, B. (2007). “Draining the swamp”: an empirical examination of the production of international terrorism, 

1968–1998. Conflict Management and Peace Science, 24(4), 297–310.; 

Piazza, J. A. (2007). Draining the swamp: democracy promotion, state failure, and terrorism in 19 Middle Eastern 

countries. Studies in Conflict, Terrorism, 30(6), 521–539.; 

Piazza, J. A. (2008). Incubators of terror: do failed and failing states promote transnational terrorism? International 

Studies Quarterly, 52, 469–488. 
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indicators of a poor economy, namely real GDP, GDP per capita, unemployment, and inflation, 

as well as for the type of government regime and the stability of that regime.  

 Krieger and Meirrieks (2011) investigate numerous studies discussing the global 

exposure of a country and its risk for terrorism.  Research shows that increased ethnic tension 

and conflict is associated with higher incidences of terrorism. In addition, a country that receives 

foreign aid is also likely to experience more terrorism.  Countries that are engaged in interstate 

war are also likely to experience more terror attacks.  Lastly, Krieger and Meirrieks (2011) find 

strong evidence of a contagion effect: the closer a country is in proximity to another country 

suffering from terrorism, the more likely that country will experience terrorism itself.  Therefore, 

this thesis will control for the number of ethnic groups recognized by a country, whether a 

country receives foreign aid, whether a country is engaged in war with another country, whether 

a country is experiencing internal conflicts such as civil war, and whether a country borders 

another country which has experienced terrorism.   

Due to the lack of empirical literature and consensus on the most effective 

counterterrorism strategies for preventing terrorist internet use, the goal of this thesis is to 

provide an empirical examination of the efficacy of more repressive internet restriction as a 

potential counterterrorism strategy.  Using data from Freedom House’s “Freedom on the Net” 

report and the Global Terrorism Database, this paper will run an instrumental variables 

regression with a vector of controls to establish a causal link between strict internet regulation 

and a decreased incidence and magnitude of terrorist attacks.  
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4. Methodology 

The objective of this paper is to estimate the causal effect of the level of internet 

restriction on the impact of terrorism.  This paper controls for a broad range of determinants of 

terrorism in addition to the key independent variable.   

4.1 OLS Specification 

First, I consider a simple OLS regression:  

(𝑁𝑘𝑖𝑙𝑙)𝑖,𝑡 = 𝛽0 + 𝛽1(𝐹𝑟𝑒𝑒𝑑𝑜𝑚)𝑖,𝑡 + 𝛽2𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐𝑖,𝑡 + 𝛽3𝑃𝑜𝑙𝑖𝑡𝑖𝑐𝑎𝑙𝑖,𝑡 + 𝛽4𝑉𝑖𝑜𝑙𝑒𝑛𝑐𝑒𝑖,𝑡

+  𝛽5𝐷𝑒𝑚𝑜𝑔𝑟𝑎𝑝ℎ𝑖𝑐𝑖,𝑡 + 𝛼𝑖 + 𝛾𝑡 + 𝜇𝑖,𝑡 

The dependent variable Nkill stands for the number of people killed by a terrorist attack in 

country i in year t.  The variable Freedom is the “Freedom on the Net” numerical score in 

country i in year t.  The variable Economic is a vector of economic variables such as real GDP, 

inflation, unemployment, and more.  The variable Political is a vector of political variables such 

as regime type and the number of ethnic groups.  The variable Violence is a vector of variables 

related to the type of terror attack.  The variable Demographic is a vector of variables describing 

the population in each country such as the rate of secondary education completion and the 

majority religion.  A full table of control variables included in this thesis can be found in 

Appendix A.  Country and time fixed effects are represented by 𝛼𝑖 , 𝛾𝑡, respectively.  

 As there is a wealth of data measuring the specifics of the magnitude of each terrorist 

attack, I employ a range of dependent variables in addition to the number of annual deaths 

resulting from terror attacks.  These variables measure the total number of incidences per year, 

the total number of people killed per year, the total number of people wounded per year, the total 
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number of hostages/kidnapping victims per attack or per year, and the total ransom amount 

demanded per incident.   

4.2 Endogeneity  

 My hypothesis is that a country with more restrictive internet policies will see fewer acts 

of terrorism, as well as a lower magnitude in the outcomes of terror attacks.  Thus, I would hope 

to see a negative beta coefficient on my independent variable, freedom, implying that a one-point 

increase in a country’s freedom score (a stricter internet policy) is correlated with fewer 

incidences of terrorism and/or a lower magnitude in the outcomes of terror attacks.  However, 

this OLS regression presents the possibility for endogeneity, namely simultaneity bias between 

any dependent variable measuring the number or magnitude of terrorist attacks and the level of 

internet restriction.   

I believed this bias would occur because as freedom increases in a country (freedom 

score decreases), terrorist incidences would also increase, as terrorist organizations’ ability to 

communicate, plan, and execute attacks is unhampered.  Yet, as terrorist incidences are 

increasing, a government will be likely to respond by clamping down on freedoms and 

implementing more restrictive internet policies (freedom score increases).  Hence, my dependent 

and independent variables would be co-causing one another, resulting in the bias of reverse 

causation.  This endogeneity would cause a positive bias in my OLS regressions’ results, which 

would happen by the following mechanism.   

The error term can be positive or negative for each observation, but as the number of 

observations increases, the error term averages out to zero overall.  If the logic behind my 

suspicion of reverse causation is correct, the error term will be non-zero and positive.  Hence, it 

will be positively correlated with my regressor, the freedom score.  This occurs by the positive 
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error term increasing the terror outcome dependent variable.  As such, when the dependent 

variable is higher, meaning more terrorism, the government is then reacting by increasing 

restriction and hence the freedom score.  The error term is thus likely to be higher, which is 

positively biasing my estimate.  Hence, this will result in a larger impact on terrorist outcomes 

than is the true relationship between terrorist outcomes and freedom scores.   

4.3 Instrumental Variables Specification 

To isolate the causal link between internet restriction and both the number and magnitude 

of terrorist incidences, as well as to solve for potential endogeneity, the most accurate estimation 

would be an instrumental variable regression.  An instrumental variable must be uncorrelated 

with the error term and the dependent variable but correlated to the independent variable.  In this 

way, it will isolate the relationship between the freedom score and terrorist outcomes while also 

minimizing the impact of error.  I use a combined binary variable as my instrumental variable.  It 

is comprised of four parts: a dummy variable indicating whether a country has laws prohibiting 

pornography, a dummy variable indicating whether a country has laws prohibiting blasphemy, a 

dummy variable indicating whether the references for determining the existence of pornography 

laws is high-quality or low-quality, and a dummy variable indicating whether the references for 

determining the existence of blasphemy laws is high-quality or low-quality.  This variable will 

therefore theoretically meet the requirements for a strong instrumental variable: the existence of 

such laws will have a direct influence on how free the internet is in a country (thus correlated 

with the independent variable of freedom score) but these laws are also uncorrelated to our 

dependent variable in that they are irrelevant towards the planning, execution, and impact of 

terrorist attacks.   
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Because I have more instruments than I do regressors, I will collapse them by using a 

two-stage least squares instrumental variables regression to estimate whether there is a causal 

effect between the level of freedom on the internet and terrorist outcomes.  The first stage 

consists of a binary indicator of the existence of laws against pornography and blasphemy in 

country i in year t.  The first stage takes the following form:  

(𝑓𝑟𝑒𝑒𝑑𝑜𝑚 𝑠𝑐𝑜𝑟𝑒)𝑖,𝑡 = 𝛾0 + 𝛾1(𝑙𝑎𝑤𝑠)𝑖,𝑡 +  𝑥′𝑖,𝑡𝛾2 + 𝜇𝑖,𝑡 

The estimated value of internet freedom score is then used in the second stage by entering the 

value into the original OLS estimation to predict an outcome variable, such as the number of 

deaths resulting from terrorist attacks in country i in year t.   

 To check for instrument relevance, I run an F-test in the first stage regression testing that 

jointly all the coefficients on the instrumental variables are equal to zero.  If I can reject the null 

hypothesis, then the instrumental variable is relevant and strong.  The coefficient on freedom in 

the second stage will determine whether a one-unit increase in the internet freedom score, or a 

stricter national internet policy, will have a causal effect on the number or impact of terrorist 

incidences.  

5. Data 

This paper is the first, to my knowledge, to investigate the causal impact of internet 

restriction on terrorism. This contribution uses two existing data sources: Freedom House’s 

“Freedom on the Net” reports provide information on countries’ internet policies, freedoms, and 

restrictions, while the National Consortium for the Study of Terrorism and Responses to 

Terrorism’s Global Terrorism Database (GTD) provides event-level data on every terror attack 

occurring globally from 1970.  Data for the instrumental variable was created through my own 



25 

 

research, and multiple data sources were used to create control variables.  The final dataset 

analyzed in this thesis cumulates into an unbalanced panel dataset.   

5.1 “Freedom on the Net” Reports 

Freedom House releases an annual report called “Freedom on the Net,” which was 

transcribed into an unbalanced panel dataset.  This data is used to determine the extent of 

government restriction on internet content and access.  The data set has grown from 37 countries 

in 2011 to 65 countries in 2017; hence, making for an unbalanced data set.  For the purposes of 

this study, only the data from years 2011 to 2016 are analyzed, as other data sources used in this 

paper have not yet been updated.  This report gives each country a categorical ranking of “free” 

(0-30 score), “partly free” (31-60 score), or “not free” (61-100 score) in addition to their 

coinciding numerical score.  The methodology also includes numerical scores in three 

subcategories breaking down how the internet is restricted in each country: obstacles to access 

(scale from 0-25), limits on content (scale from 0-35), and violations of user rights (scale from 0-

40).  Additionally, data on country population, internet penetration, whether social media/ICT 

apps were blocked, whether political/social content is blocked, whether bloggers/ICT users were 

arrested, and press freedom status is available for each country and each is included in the 

regression as control variables.4    

Researchers selected the countries in the reports based on the size of their internet 

population, as well as to provide a representative sample with regards to geographical diversity, 

economic development, and varying levels of political and media freedom. The countries 

selected cover 87 percent of the global internet population. Such determinations on freedom 

                                                           
4 ICT apps stands for information and communications technology applications.  This is a broad term encompassing 

any communication device or application such as radio, television, cellular phones, computer and network hardware 

and software, and satellite systems.  Mobile phone applications would also be included in this definition.   
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scores are made by over 70 local researchers living in each country who are experts in the fields 

of academia, journalism, and technology.  These experts examine laws and practices relevant to 

the internet, test the accessibility of websites and services, and interview a wide range of local 

sources.  They then answer a survey of 21 questions with 100 sub-questions which are then 

scored with strict guidelines and a point system to determine the final overall rating.  Ratings are 

reviewed before publication in one-on-one interviews with researchers from the Freedom House 

headquarters and the experts in each country.   

5.2 Global Terrorism Database (GTD) 

The second main data source is the Global Terrorism Database from the National 

Consortium for the Study of Terrorism and Responses to Terrorism (START) at the University 

of Maryland.  This is an unbalanced panel data set recording details 170,351 terrorist attacks 

across 184 countries from 1970 to 2016 and is updated in real time.  All data from the year 1993 

is missing and has not been able to be recovered.  Only data from 2011 to 2017 from the 65 

countries covered by Freedom House’s Freedom on the Net reports is included in the compiled 

data set.   

Because START records and codes terrorist attacks in real time, this data set is constantly 

evolving.  START uses a wide variety of international media news sources to confirm details of 

attacks.  The researchers manually review a double-filtered pool of media articles, which has 

been run through a sorting software, to identify unique incidences.  The organization reports 

reviewing about 16,000 articles per month.  START then assesses the quality of media sources 

and prioritize reports from high-quality sources (independent, externally verifiable, and primary 

sources), over poor sources.  An event is only recorded in the database if it is documented by at 

least one high-quality source. Six coding teams specialize in each domain of the codebook: 
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location, perpetrators, targets, weapons and tactics, casualties and consequences, and general 

information.  A distinct increase in the total number of worldwide terrorist attacks from 2011 to 

2012 is due to a revamped data collection and coding process.   

The Global Terrorism Database (GTD) records information at the event level.  However, 

the rest of the data used in this thesis is recorded at the country-year.  To make the unit of 

observation uniform and to set my dataset as panel data, I collapse each variable used in this 

thesis from the GTD from event-level observations to country-year observations.  Each 

numerical variable, such as the number of people killed per event, is collapsed into sums per 

country-year.  The variable is then the total number of people killed from terrorist attacks per 

country-year.  Each dummy variable is collapsed into means per country-year.  The unique 

identifier variable eventid is collapsed into sums per country-year, going from identifying each 

terror attack to the number of terror attacks occurring per country-year.  Finally, all categorical 

variables are collapsed into modes per country-year to capture the category occurring most often 

per country-year.  When multiple modes per country-year existed, the lowest value is kept as the 

mode.   

I use five different dependent variables of interest to predict the effect of internet 

restriction on both the number and magnitude of terror attacks per country-year.  The variable 

events indicates the total number of terror attacks per country-year.  The variable nkill indicates 

the total number of people killed per country-year.  The variable nwound indicates the total 

number of people injured per country-year.  The variable nhostkid indicates the total number of 

hostages or kidnapping victims per country-year.  Finally, the variable ransomamt indicates the 

total amount of ransom demanded in U.S. dollars per country-year.  This thesis also uses several 

variables from this dataset as controls, which are listed and described in Appendix A.  
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Descriptive statistics for all continuous independent and dependent variables of interest from the 

two main data sets used in this thesis can be found in Table 1 below.  

Table 1: Descriptive Statistics 

Variable Mean Std. Dev. Min Max 

freedom 46.35866 20.85166 6 91 

events 94.31959 254.7037 0 2214 

nkill 169.7887 652.3952 0 7781 

nwound 204.9794 595.6388 0 5770 

nhostkid 28.98454 211.0628 0 3634 

ransomamt 2718394 2.70E+07 0 4.00E+08 

 

5.3 Instrumental Variable Data 

This thesis also uses a combined binary instrumental variable.  The first part of this 

combined variable is the variable porn, which is a binary variable indicating whether a country 

prohibits or restricts pornographic content, use, and/or access.  The second part of the combined 

variable is the variable blasphemy, which indicates whether a country has laws punishing 

blasphemy.  As no such dataset capturing this information currently exists, I created my own 

dataset using information compiled from numerous news sources, academic journals, and 

encyclopedias.  Appendix E lists the sources used to determine the existence of such laws by 

country.  Despite my best efforts to only use information from reputable sources, I was 

sometimes required to use information from a source like a blog, which I would be hesitant to 

put my full confidence in, in terms of its accuracy.  To control for any differences caused by the 

different quality of my sources, I created two variables as the final part of my combined 

instrumental variable.  The variables qualityb and qualityp receive a 1 if the information for each 

type of law comes from a high-quality source such as a well-known and reputable news outlet, 
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an encyclopedia, or an academic journal.  These variables receive a 0 if the information came 

from a blog or a less reputable or well-known news source.   

Significant judgments were made in determining whether a country restricted or 

prohibited pornographic content, access, or use.  To ensure transparency in these judgments, I 

provide three examples of text interpretations and the resulting coding. Some countries had very 

clear-cut interpretations of laws against pornography.  The source on Belarus reads:  

  “Pornography is illegal in Belarus. Production, distribution, promotion, exposition as well 

as possession with intent of distribution or promotion of pornographic materials or 

objects of pornographic nature is punished by Belarusian criminal law and results in 

compulsory community service, fine or up to 4 years of imprisonment” (Aliaksandrau 

2013).  

From this text, it is clear that Belarus upholds a nationwide ban on the distribution and 

possession of pornography.  Therefore, Belarus and any country with a similar definition of its 

pornography laws received a “1”, indicating the country prohibited pornography from 2011 to 

2016.   

 Russia is an example of text in which the rules on pornography were vague, but I coded 

the law as a “0”, meaning the country did not prohibit pornography from 2011 to 2016.  The 

source reads, 

  “The legal status of pornography in Russia is uncertain. The law criminalizes only the 

'illegal' production and selling of pornography (which implies that it sometimes can be 

legal), but two circumstances make enforcement of the law difficult: (1) the lack of a 
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legal definition of pornography, and (2) no law defining when production or selling is 

legal” (World Heritage Encyclopedia 2017).   

As there does not seem to be a clear-cut consensus on the legality and definition of pornography 

in general, Russia or any country with similar vague wording in its text, received a “0.”    

 Lastly, Malaysia is an example in which a country had vague text on its pornography 

laws, but I decided to code the country as a “1” for a few years from 2011 to 2016.  The source 

for Malaysia reads, 

  “In Malaysia, it is illegal to sell or possess pornography. Possessing pornographic 

material is subject to prosecution with fine up to RM10,000. Internet pornography-

viewing however is not a crime under the Multimedia Act” (World Heritage 

Encyclopedia 2017).   

As the text states that pornography possession and distribution is clearly illegal, Malaysia 

received a “1” for the years 2011 to 2014.   

However, for the years 2015 to 2016, I coded Malaysia as a “0”, because the Multimedia 

Act was enacted in 2015.  From that point on, there was no internet censorship of porn and 

citizens were free to view pornographic content on the internet.  As my thesis centers around 

internet censorship and its impact on terrorism, I felt that coding Malaysia as a “1” for the years 

2015 to 2016 would not be an accurate reflection of how the pornography laws affected internet 

restriction.  The text clearly states that the government did not restrict the viewing of 

pornography on the internet once this act was passed.  Countries with similar internet restriction 

or lack thereof were always accounted for in the appropriate years, regardless of the laws on 

possession or distribution of pornography, due to the direct link it holds with internet restriction, 
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or lack thereof.  Fortunately, blasphemy laws across countries were always written in a political 

or religious context and little to no judgment making was necessary in coding that variable.    

The logic behind this combined instrumental variable is that a country which is 

designated as having laws against pornography in a given year will block pornography content 

and access to sites which post pornography, hence affecting the level of internet freedom.  It 

seems unlikely that laws against pornography will be related to planning or execution of terrorist 

attacks in a country.  I chose to include blasphemy laws as well in the instrumental variable, as 

pornography laws are highly unlikely to change within a country from year to year and may not 

provide enough information to serve as a strong instrumental variable on its own.  In the interest 

of providing as much information as possible, and by the same logic in that whether a country 

has laws against blasphemy should not affect whether a terrorist attack occurs, this second 

variable is included.   

5.4 Control Data 

To further isolate the causal link between the incidence of terrorism and the level of 

internet restriction, this thesis controls for a variety of factors related to increased terrorist 

activity in a country.  Most research has found that poverty is correlated with terrorism such that 

countries with a lower national income have a higher incidence of terrorism (Krieger and 

Meierrieks 2011).  However, this is usually due to poverty increasing political instability and 

civil conflict, which thereby results in increased terrorist activity (Krieger and Meierrieks 2011).  

As such, this thesis controls for relevant economic indicators, the level of political stability, and 

the type of regime in each of the 65 countries from 2011 to 2016.   

The economic indicators controlled for are real GDP, GDP per capita, unemployment, 

and inflation.  This data comes from the World Bank’s World Development Indicators, an annual 
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unbalanced time series data set.  Not all countries have all data needed over all 5 years analyzed 

in this paper.  Real GDP is measured by GDP in current U.S. dollars, GDP per capita is 

measured by GDP per capita in current U.S. dollars, unemployment is measured by the total 

unemployment as a percent of the total labor force at the national estimate, and inflation is 

measured by the annual percent of inflation in consumer prices.   

Krieger and Meierrieks (2011) confirm in their analysis of the available research on the 

determinants of terrorism the importance of controlling for the effects of political instability and 

the type of regime on terrorist activity.  To do so, this thesis uses data from the Polity IV Project.  

The Polity IV Project is an annual cross-sectional data set from 1800-2016 which studies 

political regime characteristics and transitions.  Countries are included in the data set if they are 

independent and have a total population greater than 500,000 in 2016, which totals to 167 

countries in 2016.  This thesis uses the POLITY2 variable to determine the type of regime:  a 

country is scored between 10 and -10, with 10 being the most democratic and -10 being the most 

autocratic.  This thesis also uses the DURABLE variable to determine political stability.  This 

variable denotes the number of years since the most recent regime change (defined by a 3-point 

change in the POLITY2 score over a duration of three years or less), logically meaning that the 

fewer years since a regime change, the more politically unstable the country is.    

To fully control for the overall stability of a country, this thesis also controls for whether 

a country was engaged in a war with another country and whether a country was engaged in an 

internal conflict, such as civil war, from 2011 to 2016.  The variables war and internalconflict 

are created from the Uppsala Conflict Data Program’s UCDP/PRIO Armed Conflict 1946-2016 

Dataset (version 17.2).  This dataset includes the variable type_of_conflict, which is coded into 4 

categories.  If the variable was coded as a 1 or a 2, UCDP considered the country to be in a type 
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of interstate armed conflict or war.  Thus, my war variable, is coded as a 1 indicating the country 

was engaged in an interstate armed conflict or war and as a 0 if otherwise.  If type_of_conflict 

was coded as a 3 or a 4, UCDP considered the country to be engaged in an internal conflict, such 

as a civil war.  Thus, my internalconflict variable is coded as a 1 indicating that the country was 

engaged in an internal conflict and as a 0 if otherwise.  The UCDP dataset also includes the text 

variables side_a and side_b, indicating which countries were primarily involved in an interstate 

war or conflict.  These variables were used to identify countries involved in these types of 

conflicts.    

Krieger and Meierrieks (2011) also cite evidence that proximity to other nations who 

have experienced terrorism and whether a country receives foreign aid are strong determinants of 

terrorism.  This thesis controls for proximity to other nations experiencing terrorism by using the 

Global Terrorism Database to determine if a country borders another who has experienced a 

terrorist incident between the years 2011 and 2016.  A dummy variable was created with the 

variable equaling one if the country does border another who has experienced terrorism within 

those 5 years and zero if it does not.  To control for receipt of foreign aid, this thesis uses data 

from ForeignAssistance.gov to determine whether a country receives foreign aid from the United 

States. This data set supplies the start and end dates of foreign aid rewards by country and was 

used to create a dummy variable for each country-year indicating whether the country received 

foreign aid from the United States.   

Increased immigration is likely to introduce more diversity to a country.  As such, if 

native and immigrant political values, ethnicities, and religions differ, violence is more likely to 

occur between the two groups as discrimination and stereotyping increase.  This paper controls 

for violence potentially associated with increased immigration by using the World Bank’s World 
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Development Indicators annual time series data set.  The specific variable used is the refugee 

population by country or territory of asylum from 2011 to 2016, meaning the number of refugees 

who have filed for and been granted asylum in the country listed.  In addition, Krieger and 

Meierrieks (2011) find evidence that increased ethnic fractionalization and is a strong 

determinant of terrorism.  As such, this thesis attempts to control for ethnic fractionalization by 

including a variable denoting the number of ethnic groups recognized by a country from 2011 to 

2016.  This variable is created from the Central Intelligence Agency’s World Factbook, which 

lists the ethnic groups recognized by each country from 2011 to 2016.  By the same logic, with 

cultural tensions usually comes ideological tensions.  To control for conflict brought upon by the 

clashing ideologies of religion, this thesis uses data from the Central Intelligence Agency’s 

World Factbook to determine the first and second most followed religion in each country from 

2011 to 2016.   

Lastly, this study controls for education.  Neumann (2013) theorized that increasing 

access to education and developing an educational program discussing use of the internet, 

trustworthy media and internet sources, and radicalization for schoolchildren may be beneficial 

in reducing the incidence of terrorism.  If educational attainment is higher in a country, perhaps 

children have learned what to trust on the internet and have had positive moral training which 

would steer them away from the influence of radical internet sites and violence.  In addition, 

Krieger and Meirrieks (2011) find that the current research is ambiguous on whether increased 

education has a positive impact on reducing terrorism.  Therefore, this thesis controls for 

education level in each country using data from the World Bank’s World Development 

Indicators, specifically the measurement of total lower secondary completion rate as a percentage 

of the relevant age group from 2011 to 2016 in the 65 countries studied.  Not all data is available 
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for all countries across the six years analyzed in this paper.  Completion of secondary school is 

the most appropriate measurement as internet use increases as children age, and this is the most 

sensitive period of cognitive and moral development when children are especially vulnerable to 

ignoring parental warnings and begin to become more independent in their decision making.    

6. Results 

Tables 2-4 show results for the linear regressions with “Freedom on the Net” scores 

regressed on the five dependent variables events, nkill, nwound, nhostkid, and ransomamt.  Table 

2 shows results with no control variables included, Table 3 shows results with all control 

variables included, and Table 4 shows results with both control variables and country and time 

fixed effects included.  The full results can be found in Appendix B. 

Table 2: OLS Results with No Controls 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 2.714** 4.700 7.269** 2.089** 211,325* 

 (1.187) (3.112) (2.832) (0.881) (113,246) 

Constant -22.07 -29.78 -108.6 -62.75 -6.438e+06 

 (61.99) (158.6) (146.1) (44.55) (5.725e+06) 

      

Observations 329 329 329 329 329 

R-squared 0.005 0.022 0.044 0.044 0.057 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 3: OLS Results with Controls 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 37.32** 37.45** 76.27** 0.912 172,365 

 (16.54) (18.90) (32.13) (5.784) (166,929) 

Constant -909.3 -698.4 -626.8 133.6 -2.037e+06 

 (581.8) (662.9) (1,183) (220.3) (6.357e+06) 

      

Observations 72 72 72 72 72 

R-squared 0.594 0.450 0.719 0.873 0.388 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 

 

 
 

Table 4: OLS Results with Controls and Fixed Effects 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 

 

 

For all variants of the dependent variable, freedom has a positive correlation with terrorist 

outcomes, with or without controls, absent fixed effects.  This means that as a country’s internet 

policies become stricter, the likelihood of terror attacks increases as well as the magnitude 

resulting from these attacks.  These correlations are often, though not always, significant.  This 

contrasts with my hypothesis, but is not unexpected, given the anticipated bias in the OLS 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score -6.790 0.256 -21.05 -7.600 112,881 

 (16.82) (17.43) (41.14) (16.29) (527,718) 

Constant -1.353e+06*** -1.190e+06*** -2.959e+06*** -927,320*** -1.148e+10** 

 (141,922) (169,526) (509,526) (130,996) (4.256e+09) 

      

Observations 72 72 72 72 72 

R-squared 0.885 0.856 0.767 0.809 0.395 

Number of groups 30 30 30 30 30 
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regressions.  However, upon adding fixed effects, the results become more ambiguous.  In some 

cases, the correlation remains positive, while in others, it is negative.  Yet, none of these 

correlations are statistically significant.     

As I want my results to control for as many factors as possible in order to more fully 

isolate the correlation between freedom and terrorist outcomes, I focus on the regressions which 

include both control variables and fixed effects (Table 3).  Thus, this table shows that a country’s 

freedom score is positively correlated with the total number of people killed and the ransom 

amount demanded per country-year.  However, a country’s freedom score is negatively 

correlated with the total number of terror attacks, the number of people wounded, and the 

number of hostages kidnapped per country-year.  This negative correlation supports my 

hypothesis, such that a one-point increase in freedom is correlated with a decrease in the number 

of terror attacks, people wounded, and hostages kidnapped per country-year.  However, none of 

these correlations are statistically significant at the 10% or lower significance levels.   

 Tables 5-7 show results for the two-stage least squares instrumental variables regressions, 

with the combined instrumental binary variable indicating the existence of pornography and 

blasphemy laws.  The full results tables can be found in Appendix B.  
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Table 5: IV Results with No Controls 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 0.593 19.94*** 19.45*** 11.54*** 1.520e+06*** 

 (1.894) (5.402) (4.813) (2.089) (276,493) 

Constant 80.70 -729.2*** -667.8*** -503.8*** -6.743e+07*** 

 (89.35) (254.9) (227.1) (98.56) (1.305e+07) 

      

Observations 326 326 326 326 326 

R-squared 0.007 0.147 - - - 

F-statistic 13.85 13.85 13.85 13.85 13.85 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
 

 

 

 

Table 6: IV Results with Controls 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 148.8 147.7 278.3 14.56 1.104e+06 

 (124.0) (136.9) (241.6) (35.74) (1.228e+06) 

 (0.521) (0.576) (1.016) (0.150) (5,164) 

Constant -1,240 -1,137 -1,630 33.67 -6.649e+06 

 (913.8) (1,009) (1,781) (263.5) (9.051e+06) 

      

Observations 70 70 70 70 70 

R-squared 0.473 0.562 0.498 0.456 - 

F-statistic 111.55 111.55 111.55 111.55 111.55 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 7: IV Results with Controls and Fixed Effects  

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 127.6 132.4 274.9 -9.738 1.859e+06 

 (94.84) (109.4) (200.7) (28.28) (1.405e+06) 

Constant 26,269 47,834 246,409 -38,692 2.118e+09 

 (190,315) (219,615) (402,774) (56,754) (2.819e+09) 

      

Observations 70 70 70 70 70 

R-squared 0.572 0.612 0.519 0.527 - 

F-statistic 113.05 113.05 113.05 113.05 113.05 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
 

When no controls were included in the regressions, freedom had a positive causal impact 

on nkill, nwound, nhostkid, and ransomamt.  These causal relationships were significant at the 

1% significance level.  This means that a one-point increase in freedom increased these terrorist 

outcomes.  This is the direct opposite of my hypothesis, as I was hoping to see a decrease in the 

impact of terrorist outcomes.  The negative causal relationship between freedom and events was 

not significant at any significance level.   However, once controls and fixed effects were added 

into the regressions, there were no significant causal relationships.  In addition, only nhostkid 

resulted in a negative causal relationship once controls and fixed effects were added in.  This is 

the only result consistent with my hypothesis, but again, it does not have any statistical 

significance.   

 This lack of significance in both the linear and instrumental variables regressions across 

all dependent variables could be due to the very low number of observations analyzed.  When the 

control variables and fixed effects are added into a regression, only 70 observations are analyzed.  

This is likely due to missing data.  I reran both types of regressions with a revised control list to 
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try to find significant correlations and causal relationships, as well as to better determine if the 

instrumental variables regression does correct for the positive bias I had predicted would occur in 

the linear regressions.  Tables 8-12 show the results of re-running these regressions.  The 

variables educ, the rate of secondary education completion, and inflation were not included in 

these regressions.  These variables were omitted because they had the most missing values out of 

all the control variables.  The full results tables can be found in Appendix B.  

Table 8: Reduced Controls for events 

 DV: Number of terror attacks 

per country-year (events) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score -10.05 -230.9 

 (13.51) (617.7) 

   

Constant -74,696 -21,407 

 (48,988) (41,029) 

   

Observations 164 161 

R-squared 0.230 0.623 

F-statistic - 36,018 

Fixed Effects? Yes Yes 
Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 9: Reduced Controls for nkill 

 DV: Number of people killed 

per country-year (nkill) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score 16.96 1,679 

 (45.50) (2,024) 

   

Constant 41,964 -187,029 

 (84,634) (134,423) 

   

Observations 164 161 

R-squared 0.326 0.363 

F-statistic - 36,018 

Fixed Effects? Yes Yes 
Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 

 

 

 

 

Table 10: Reduced Controls for nwound 

 DV: Number of people wounded 

per country-year (nwound) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score 60.57 814.0 

 (48.43) (1,482) 

   

Constant -63,460 -52,355 

 (104,286) (98,453) 

   

Observations 164 161 

R-squared 0.237 0.509 

F-statistic - 36,018 

Fixed Effects?  Yes Yes 
Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 11: Reduced Controls for nhostkid 

 DV: Number of hostages 

kidnapped per country-year 

(nhostkid) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score 15.34 -347.9 

 (13.79) (301.4) 

   

Constant -10,127 14,998 

 (8,437) (20,022) 

   

Observations 164 161 

R-squared 0.144 - 

F-statistic - 36,018 

Fixed Effects?  Yes Yes 
Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 

 

 

 

 
Table 12: Reduced Controls for ransomamt 

 DV: Ransom amount demanded 

per country-year (ransomamt) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score -147,420 1.512e+07 

 (359,337) (2.182e+07) 

   

Constant -1.251e+09 -1.798e+09 

 (9.440e+08) (1.450e+09) 

   

Observations 164 161 

R-squared 0.049 0.026 

F-statistic - 36,018 

Fixed Effects?  Yes Yes 
Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Once these regressions excluded the control variables educ and inflation, the number of 

observations increased from 72 to 164 in the OLS regressions.  The OLS regressions ran with 

this reduced control list maintain the same sign of the correlation between freedom and the 

dependent variables of the number of terror attacks and the number of people killed per country-

year: the correlation is negative and positive, respectively.  However, the sign of the correlation 

changed once the reduced control list was ran for the dependent variables of the number of 

people wounded, the number of hostages kidnapped, and the ransom amount demanded per 

country-year: the coefficients changed to positive, positive, and negative, respectively.  Yet, still 

none of these correlations are statistically significant at any significance level.   

 The number of observations increased from 70 to 161 with the reduced control list in the 

IV regressions.  With this reduced control list, the IV regressions remained largely the same as 

the IV regressions ran with the full control list.  Though again none of the relationships were 

significant at any significance level, nkill, nwound, and ransomamt maintained their positive 

causal relationship with freedom and nhostkid maintained its negative causal relationship.  Only 

events changed the sign of its causal relationship from positive to negative once the control list 

was amended.  However, the relationship is still insignificant at all significance levels.   

7. Discussion 

This thesis hypothesized that increasing internet restriction would directly decrease the 

number of terror attacks occurring per country-year, as well as the magnitude of the outcomes 

from these attacks.  However, no correlational or causational claims can be drawn from the data 

due to a lack of significance.  Before I firmly agree that the data clearly rejects my hypothesis, I 

wanted to investigate any potential confounding factors that may have resulted in a lack of 
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significance and/or the ineffectuality of my instrumental variables regression in correcting for the 

positive bias anticipated in the ordinary least squares regression.   

First, I immediately noticed that my observations in both my OLS and IV regressions 

dropped significantly from about 300 to 70 once the control variables and time and year fixed 

effects were added to the regressions.  As seen in the above Results section, I removed the 

variable educ, which measured the rate of secondary education completion, and inflation from 

the control variables list.  These were the two control variables with the highest amount of 

missing data.  Once I re-ran both the OLS regressions and IV regressions with this reduced 

controls list, the number of observations doubled from 70 back up to about 160.  However, this is 

still only about half of the original observations analyzed in the regressions without controls or 

fixed effects.  In addition, as discussed in the Results section, the correlational and causational 

relationships remained insignificant.  The low number of observations did not seem to be the 

reason for my lack of results.   

Second, I noticed that my IV regression was not correcting for the positive bias I 

anticipated in the OLS regression.  Rather than the values of my coefficient of interest, the 

coefficient on freedom, in my IV regressions moving closer to zero, the values either grew in 

magnitude (becoming more positive or more negative) or simply remained the same as in the 

OLS regressions.  This suggests that the IV regression did not necessarily correct for the positive 

bias I was expecting to find in the linear regression.  If the IV regression had corrected for the 

bias, I would have expected to see coefficient values that were closer to zero.  Instead, the values 

either became more positive, more negative, or remained the same.  This then led me to think 

that perhaps my instrument was not strong enough to correct for the bias.  Yet, in looking at the 

F-statistic in each IV regression, I found that it was the same across all dependent variables.  The 
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F-statistic is 36,018, which is a very high F-statistic and proves that the instrument is a strong 

one and is uncorrelated with my independent variable, freedom, and the error term as is required 

of a good instrumental variable.   

If the IV data was correcting for the bias in the right direction, maybe I could argue that 

this is an issue of significance attributable to too few observations.  However, with both a 

seemingly ineffective IV regression and a lack of significance despite increasing observations, 

the last confounding factor I could think of to test is whether any endogeneity existed in the OLS 

regression in the first place.  To confirm whether any endogeneity did exist in the OLS 

regressions, I took the residuals from simply regressing my dependent variables on freedom and 

then plotted those residuals against freedom.  I looked to see whether any visible pattern or 

correlation existed between the residuals and my independent variable, freedom, which would 

prove endogeneity.   These graphs can be found in Appendix C.  In each case, there was a 

distinct negative linear relationship between the residuals of each regression and freedom.  If 

there was no endogeneity, the plots of the residuals would have needed to have looked much 

more random rather than the linear relationship that does exist.   

Thus, the endogeneity I was expecting to see in the OLS regressions was there and was in 

the direction I had expected.  In Graph 1 below, the true relationship between terror attack 

outcomes and freedom scores is in green and the predicted relationship is in orange.  Terror 

outcomes are on the y-axis and freedom score is on the x-axis.   
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Graph 1: Endogeneity 

 

As I was expecting to see a positive bias, the predicted relationship was much more negative on 

the left-hand side of the graph and much more positive on the right-hand side of the graph than is 

the actual true relationship between the two variables.  As such, the difference between the true 

relationship and the predicted relationship is the residual (True – Predicted).  The residual is thus 

positive on the left-hand side, as True is greater than Predicted, and negative on the right-hand 

side, as True is less than Predicted.  As such, I would expect to see a negative correlation 

between the residuals and freedom, as is proven in the graphs in Appendix C and is as I 

hypothesized the endogeneity would play out.   

These graphs prove that I was correct in using an IV regression to correct the positive 

bias and that endogeneity does exist, despite the fact that the IV regression did not work.  There 

are only two conclusions I can come to as why this may be: perhaps there are not enough 

observations in this data set to garner significant results; or, there is still the potential that I may 

have neglected to include some covariates which I would ideally control for.  I would be 

Predicted  

True 
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interested in attempting this same analysis again in a few years, once more data is available.  

However, for the time being, I must reject my hypothesis.   

8. Conclusion 

In the absence of any existing empirical literature on internet restriction as an effective 

counterterrorism strategy, this thesis attempts to contribute to this field of research by analyzing 

65 globally representative countries from 2011 to 2016 using data from the Freedom House’s 

“Freedom on the Net” reports and the Global Terrorism Database to determine whether more 

restrictive internet policies directly decrease the number and magnitude of terror attacks in a 

country.   However, despite numerous attempts to understand and ameliorate the potential 

limitations of my analysis, I must reject this hypothesis.   

The theories presented in this paper believe that due to a number of legal, financial, and 

logistical obstacles, attempts to restrict the internet as a counterterrorism strategy would be 

ineffective.  Their arguments cannot be ruled out, as my data provides some preliminary 

evidence that my alternative theory is incorrect.  Increased internet restriction does not decrease 

the number or magnitude of terror attacks.  It seems that this strategy is not as key to countering 

terrorist organizations and their activities as agencies, such as the United Nations, believe.  This 

may come as a relief to those such as Wu (2014) and Hassine (2016) who argue that restricting 

the internet in the name of counterterrorism not only presents various legal issues, such as 

defining internet ownership and what constitutes as “terrorist content,” but also allows 

governments to imprison activists who dissent against the government.  This inhibits free speech 

and may only serve to breed extremist views.   

In addition, other advocates for a “free” internet such as Singer (2012) and Neumann 

(2013) may be correct in arguing that allowing for such freedom could serve as an effective 
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counterterrorism strategy on its own.  As technology only improves, the ability to infiltrate 

terrorist communications and finances, as well as to track organizations’ locations, is becoming 

much easier to accomplish than attempts to shut down one terrorist user at a time.  For those who 

hold this opinion, it certainly may be true that knowledge is power, and the more national 

security agencies can find out about these organizations, the easier it will be to proactively 

prevent attacks.  Perhaps it may also be true that in those countries where internet policies are 

extremely repressive, terrorist organizations are simply finding other vehicles in which to carry 

out their day-to-day operations.  However, until further research either replicates or improves 

upon the methodology used in this thesis, the current theoretical opinion is still probable: internet 

restriction as a counterterrorism strategy may be largely ineffective.     
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Appendix A: Table of Control Variables 

Control Variables 

ECONOMIC 

realGDP Real GDP in country i in year t 

GDPcap GDP per capita in country i in year t 

unemploy Unemployment in country i in year t 

inflation Inflation in country i in year t 

faid A dummy variable indicating whether country 

i receives foreign aid in year t 

POLITICAL  

stability Degree of political stability in country i in 

year t. 

regime Regime type in country i in year t 

numethgrps The number of ethnic groups recognized by 

country i in year t 

war A dummy variable indicating whether country 

i was engaged in armed conflict (war) with 

another country in year t 

internalconflict A dummy variable indicating whether country 

i was engaged in armed internal conflict in 

year t 

social_media A dummy variable indicating whether social 

media/ICT apps were blocked in country i in 

year t 

political_content A dummy variable indicating whether 

political/social content was blocked in 

country i in year t 

arrest A dummy variable indicating whether 

bloggers/ICT users were arrested in country i 

in year t 

press_freedom A categorical variable indicating press 

freedom status in country i in year t 

VIOLENCE  

INT_LOG A categorical variable where 1 = “Yes” 

meaning the attacks for country i in year t 

were logistically international and where 0 = 

“No” meaning the attacks were logistically 

domestic 
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INT_IDEO A categorical variable where 1 = “Yes” 

meaning the attacks for country i in year t 

were ideologically international and where 0 

= “No” meaning the attacks were 

ideologically domestic 

gname A categorical variable indicating the mode 

perpetrator group name for country i in year t 

DEMOGRAPHIC  

immig Immigration rate in country i in year t 

educ Rate of secondary education completion in 

country i in year t 

prox A dummy variable indicating whether country 

i borders another country that has experienced 

a terror attack in year t 

religion A categorical variable indicating the majority 

religion in country i in year t 

religion2 A categorical variable indicating the second 

most-followed religion in country i in year t 

population The population of country i in year t 

penetration The level of internet penetration in country i 

in year t 
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Appendix B: Results Tables 

OLS Results 

Table 2: OLS Results with No Controls  

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 2.714** 4.700 7.269** 2.089** 211,325* 

 (1.187) (3.112) (2.832) (0.881) (113,246) 

Constant -22.07 -29.78 -108.6 -62.75 -6.438e+06 

 (61.99) (158.6) (146.1) (44.55) (5.725e+06) 

      

Observations 329 329 329 329 329 

R-squared 0.005 0.022 0.044 0.044 0.057 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
 

 

 

 

 

 

 

 

 

 

 



55 

 

Table 3: OLS Results with Controls 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 37.32** 37.45** 76.27** 0.912 172,365 

 (16.54) (18.90) (32.13) (5.784) (166,929) 

realGDP -6.39e-11 0 -9.24e-11 -0 -5.91e-07 

 (6.33e-11) (7.39e-11) (1.18e-10) (0) (6.20e-07) 

GDPcap 0.00729 0.00269 0.0215 0.00166 93.44 

 (0.00942) (0.0112) (0.0173) (0.00312) (90.05) 

unemploy -39.60** -35.79 -45.35 1.361 -126,886 

 (19.03) (22.90) (33.71) (5.879) (169,661) 

inflation -1.973 2.871 -11.56 -2.364 82,426 

 (9.597) (10.08) (23.72) (4.723) (136,301) 

regime 37.18* 43.59* 52.91 1.707 115,056 

 (19.60) (23.45) (35.89) (6.485) (187,144) 

stability 3.138 4.739 2.077 -1.202 12,115 

 (6.236) (7.723) (9.971) (1.647) (47,544) 

immig 4.07e-05 0.000169 0.000675** 6.62e-05 -0.338 

 (0.000202) (0.000243) (0.000342) (5.72e-05) (1.650) 

educ 1.566 0.449 -2.781 0.0782 -32,906 

 (3.838) (4.744) (6.589) (1.176) (33,927) 

faid 79.04 106.0 489.1 15.10 2.003e+06 

 (199.5) (213.7) (464.1) (90.72) (2.618e+06) 

prox 59.04 12.91 -347.1 -54.85 -484,473 

 (197.6) (218.9) (411.7) (75.85) (2.189e+06) 

numethgrps 0.0242 0.317 1.932 -0.0571 -987.7 

 (1.969) (2.529) (2.943) (0.473) (13,650) 

war -7.341 -132.1 -245.6 16.12 -849,506 

 (126.5) (134.7) (305.8) (61.07) (1.762e+06) 

internalconflict 180.1 168.5 408.7 50.54 -527,201 

 (119.5) (131.6) (256.0) (48.07) (1.387e+06) 

religion -4.864 -25.24 -37.91 3.382 -118,103 

 (22.93) (29.37) (35.83) (6.116) (176,519) 

religion2 -0.501 0.453 5.643 1.741 -15,321 

 (6.818) (8.541) (10.79) (1.786) (51,540) 

access 21.18 14.59 -54.74 -16.50 -52,458 

 (37.47) (43.87) (72.81) (13.53) (390,543) 

content -63.83** -62.78* -127.8** -2.827 -297,678 

 (29.68) (33.80) (57.79) (10.39) (299,948) 

o.user_rights - - - - - 

      

population 4.04e-08 -3.69e-07 3.53e-07 3.00e-07** 0.00222 

 (4.53e-07) (5.55e-07) (7.71e-07) (1.35e-07) (0.00390) 



56 

 

penetration -2.277 -2.911 -8.318 -1.487 20,029 

 (4.335) (5.048) (8.052) (1.414) (40,806) 

social_media 2.522 6.558 385.2 108.6* -309,259 

 (123.8) (132.2) (288.3) (56.19) (1.622e+06) 

political_content -28.72 -54.01 -224.5 -8.179 1.219e+06 

 (106.5) (112.4) (263.7) (53.22) (1.536e+06) 

arrest -141.7 -209.9* -670.3** 1.709 -1.224e+06 

 (112.0) (118.0) (272.8) (54.32) (1.568e+06) 

press_freedom -105.3 -49.31 202.6 30.20 1.127e+06 

 (130.7) (143.9) (272.8) (49.60) (1.432e+06) 

INT_LOG -234.9 -296.3 -616.7 -2.465 -799,430 

 (210.0) (221.6) (515.8) (103.3) (2.982e+06) 

INT_IDEO 220.9 288.6 594.7 -1.094 918,933 

 (207.1) (218.8) (507.3) (101.5) (2.930e+06) 

gname 0.00493 0.142 -0.480 -0.0583 -4,458 

 (0.356) (0.381) (0.802) (0.152) (4,376) 

Constant -909.3 -698.4 -626.8 133.6 -2.037e+06 

 (581.8) (662.9) (1,183) (220.3) (6.357e+06) 

      

Observations 72 72 72 72 72 

R-squared 0.594 0.450 0.719 0.873 0.388 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 4: OLS Results with Controls and Fixed Effects 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score -6.790 0.256 -21.05 -7.600 112,881 

 (16.82) (17.43) (41.14) (16.29) (527,718) 

realGDP 3.32e-10*** 4.16e-10*** 1.05e-09*** 2.65e-10*** 2.67e-06 

 (0) (7.72e-11) (3.03e-10) (5.67e-11) (2.19e-06) 

GDPcap -0.0132 -0.0138 -0.0250 -0.0127 192.3 

 (0.0151) (0.0164) (0.0345) (0.00781) (405.4) 

unemploy 18.49 40.53 182.1 4.278 1.666e+06 

 (19.98) (35.10) (165.6) (26.61) (1.257e+06) 

inflation 3.673 7.779 18.29 -0.216 16,349 

 (7.393) (8.086) (15.83) (4.759) (110,107) 

regime 16.86 39.30 132.3 -8.109 -4.707e+06** 

 (66.87) (77.08) (308.6) (39.49) (2.107e+06) 

stability -618.6*** -552.9*** -1,436*** -419.9*** -5.640e+06** 

 (60.01) (85.71) (290.2) (64.69) (2.443e+06) 

immig -0.000344 -7.86e-05 0.000955 -2.21e-05 -2.956 

 (0.000347) (0.000395) (0.00107) (0.000221) (6.616) 

educ 0.335 -2.755 1.979 -3.370 -311,342 

 (6.381) (8.983) (28.41) (10.64) (403,797) 

faid 14.66 124.0 467.4 -7.703 2.909e+06 

 (79.77) (95.24) (336.7) (88.23) (3.689e+06) 

prox 590.9*** 484.4*** 1,195** 70.56 5.050e+06 

 (126.1) (130.4) (458.3) (90.22) (4.184e+06) 

o.numethgrps - - - - - 

      

war -827.9*** -889.1*** -2,227*** -301.1*** -8.534e+06*** 

 (87.57) (70.15) (182.5) (41.62) (2.088e+06) 

internalconflict -188.7*** -190.1** -575.1* 36.65 -5.005e+06* 

 (48.26) (70.25) (328.3) (65.54) (2.757e+06) 

o.religion - - - - - 

      

o.religion2 - - - - - 

      

access 191.5*** 158.3*** 372.2** -14.32 1.555e+06 

 (45.64) (49.06) (136.5) (39.54) (1.322e+06) 

content 30.51 22.08 87.81 60.21* 877,392 

 (22.02) (34.67) (119.3) (35.27) (798,294) 

o.user_rights - - - - - 

      

population -1.93e-05*** -1.84e-05*** -4.79e-05*** -1.36e-05*** -0.186 

 (2.61e-06) (4.03e-06) (1.47e-05) (2.82e-06) (0.111) 
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penetration 1.709 1.873 -2.093 -6.914 58,666 

 (4.366) (5.418) (18.55) (4.631) (100,138) 

social_media -228.3*** -181.1 -157.3 171.0 -568,055 

 (65.69) (121.1) (452.1) (147.2) (2.669e+06) 

political_content 87.63 69.91 232.5 -87.51 2.973e+06 

 (63.77) (79.51) (287.9) (60.41) (1.784e+06) 

arrest 84.87 4.625 -159.8 40.86 591,199 

 (61.17) (61.05) (276.6) (42.99) (1.733e+06) 

press_freedom 20.43 43.48 330.7 52.50 770,190 

 (91.63) (79.78) (286.6) (67.66) (2.271e+06) 

INT_LOG 78.33 48.63 -144.6 37.10 2.557e+06 

 (91.96) (77.65) (285.7) (70.93) (2.756e+06) 

INT_IDEO -107.2 -68.64 64.76 -35.13 -2.543e+06 

 (92.83) (73.90) (269.2) (64.85) (2.374e+06) 

gname 0.260 0.288** 0.511 -0.0206 2,604 

 (0.167) (0.133) (0.398) (0.132) (3,854) 

Constant 1.353e+06*** 1.190e+06*** 2.959e+06*** -927,320*** -1.148e+10** 

 (141,922) (169,526)  (509,526) (130,996) (4.256e+09) 

      

Observations 72 72 72 72 72 

R-squared 0.885 0.856 0.767 0.809 0.395 

Number of groups  30 30 30 30 30 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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IV Results 

Table 5: IV Results with No Controls 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 0.593 19.94*** 19.45*** 11.54*** 1.520e+06*** 

 (1.894) (5.402) (4.813) (2.089) (276,493) 

Constant 80.70 -729.2*** -667.8*** -503.8*** -6.743e+07*** 

 (89.35) (254.9) (227.1) (98.56) (1.305e+07) 

      

Observations 326 326 326 326 326 

R-squared 0.007 0.147 - - - 

F-statistic 13.85 13.85 13.85 13.85 13.85 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
 

 

 

 

 

 

 

 

 

 

 

 



60 

 

Table 6: IV Results with Controls 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 148.8 147.7 278.3 14.56 1.104e+06 

 (124.0) (136.9) (241.6) (35.74) (1.228e+06) 

realGDP -1.39e-10 -7.43e-11 -2.32e-10 -0 -1.24e-06 

 (1.08e-10) (1.19e-10) (2.11e-10) (0) (1.07e-06) 

GDPcap 0.0158 0.0179 0.0268 0.00336 37.90 

 (0.0110) (0.0121) (0.0214) (0.00317) (108.9) 

unemploy -57.11 -51.49 -94.10 -0.554 -428,366 

 (40.43) (44.63) (78.79) (11.66) (400,437) 

inflation 0.624 3.696 -4.235 -2.056 131,121 

 (14.92) (16.47) (29.08) (4.302) (147,801) 

regime 72.27 80.56 130.1 6.844 499,881 

 (53.48) (59.05) (104.2) (15.42) (529,746) 

stability 8.779 6.208 19.52 -1.247 152,487 

 (16.88) (18.64) (32.90) (4.868) (167,229) 

immig -0.000129 0.000132 4.29e-07 2.78e-05 -4.669 

 (0.000565) (0.000624) (0.00110) (0.000163) (5.596) 

educ -5.680 -5.085 -17.34 -0.512 -114,888 

 (10.62) (11.73) (20.71) (3.063) (105,236) 

faid 416.4 522.1* 853.7 59.04 1.879e+06 

 (280.9) (310.1) (547.3) (80.98) (2.782e+06) 

prox -162.2 -316.8 -377.6 -55.05 629,719 

 (255.3) (281.8) (497.5) (73.60) (2.529e+06) 

numethgrps 1.144 1.572 3.888 0.0674 8,072 

 (1.819) (2.008) (3.544) (0.524) (18,014) 

war 279.3 331.5 96.85 48.01 -319,483 

 (209.4) (231.2) (408.2) (60.39) (2.074e+06) 

internalconflict 105.1 131.6 78.73 21.56 -2.182e+06 

 (263.9) (291.4) (514.4) (76.10) (2.614e+06) 

religion -15.56 -34.80 -57.38 1.635 -179,291 

 (20.11) (22.20) (39.20) (5.799) (199,209) 

religion2 -3.984 1.097 -9.546 1.676 -143,984 

 (15.82) (17.47) (30.83) (4.562) (156,704) 

access -126.2 -147.8 -255.4 -32.07 -726,569 

 (104.7) (115.6) (204.0) (30.19) (1.037e+06) 

content -213.5 -211.9 -394.3 -19.85 -1.529e+06 

 (163.9) (180.9) (319.4) (47.25) (1.623e+06) 

o.user_rights - - - - - 

      

population -1.06e-07 -2.25e-07 -4.16e-07 3.03e-07 -0.00426 

 (8.43e-07) (9.30e-07) (1.64e-06) (2.43e-07) (0.00835) 
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penetration -3.784 -6.055 -6.395 -1.854 59,100 

 (5.931) (6.548) (11.56) (1.710) (58,749) 

social_media 147.9 253.0 408.5 108.0** -888,005 

 (176.7) (195.1) (344.3) (50.94) (1.750e+06) 

political_content -32.02 -104.5 -152.5 -0.996 1.535e+06 

 (161.2) (177.9) (314.1) (46.47) (1.596e+06) 

arrest -584.5 -690.5 -1,351 -39.88 -4.462e+06 

 (448.7) (495.4) (874.4) (129.4) (4.444e+06) 

press_freedom -127.5 27.67 -58.84 1.160 -609,767 

 (274.3) (302.9) (534.6) (79.10) (2.717e+06) 

INT_LOG -273.5 -387.5 -684.3 -24.90 -1.015e+06 

 (307.6) (339.6) (599.4) (88.68) (3.046e+06) 

INT_IDEO 293.3 410.9 723.0 23.59 1.444e+06 

 (311.1) (343.5) (606.3) (89.70) (3.082e+06) 

gname -0.718 -0.719 -1.252 -0.107 -6,338 

 (0.521) (0.576) (1.016) (0.150) (5,164) 

Constant -1,240 -1,137 -1,630 33.67 -6.649e+06 

 (913.8) (1,009) (1,781) (263.5) (9.051e+06) 

      

Observations 70 70 70 70 70 

R-squared 0.473 0.562 0.498 0.456 - 

F-statistic 111.55 111.55 111.55 111.55 111.55 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 7: IV Results with Controls and Fixed Effects 

 Dependent Variables 

 (1) (2) (3) (4) (5) 

VARIABLES events nkill nwound nhostkid ransomamt 

      

freedom_score 127.6 132.4 274.9 -9.738 1.859e+06 

 (94.84) (109.4) (200.7) (28.28) (1.405e+06) 

realGDP -1.22e-10 -5.70e-11 -2.01e-10 -0 -1.55e-06 

 (7.43e-11) (8.57e-11) (1.57e-10) (0) (1.10e-06) 

GDPcap 0.0152 0.0156 0.0132 0.00621 -100.4 

 (0.0160) (0.0185) (0.0339) (0.00477) (237.2) 

unemploy -48.79** -44.08 -77.58 4.130 -514,944 

 (24.35) (28.10) (51.53) (7.261) (360,691) 

inflation -1.068 1.856 -10.28 -2.248 115,008 

 (12.63) (14.58) (26.74) (3.767) (187,134) 

regime 63.16 76.76 137.9 -4.385 877,807 

 (48.46) (55.92) (102.6) (14.45) (717,837) 

stability 5.671 3.347 14.55 -3.607 209,166 

 (10.67) (12.31) (22.59) (3.182) (158,080) 

immig -1.28e-05 0.000231 0.000188 0.000106 -6.450 

 (0.000339) (0.000391) (0.000718) (0.000101) (5.025) 

educ -3.825 -3.642 -16.00 1.286 -166,717 

 (7.644) (8.821) (16.18) (2.280) (113,234) 

faid 423.9 555.6 1,042 20.29 3.769e+06 

 (306.7) (353.9) (649.0) (91.45) (4.543e+06) 

prox -185.3 -339.7 -415.0 -74.27 1.107e+06 

 (213.8) (246.8) (452.5) (63.77) (3.167e+06) 

numethgrps 0.825 1.271 3.036 -0.0382 8,232 

 (1.333) (1.538) (2.820) (0.397) (19,738) 

war 277.7 343.0 222.4 7.292 1.430e+06 

 (239.5) (276.3) (506.8) (71.41) (3.547e+06) 

internalconflict 139.9 174.4 138.9 58.06 -3.148e+06 

 (192.1) (221.7) (406.6) (57.30) (2.846e+06) 

religion -11.16 -30.39 -38.95 0.585 -76,543 

 (19.13) (22.08) (40.49) (5.705) (283,383) 

religion2 -0.895 5.018 0.615 3.021 -151,102 

 (8.167) (9.424) (17.28) (2.435) (120,975) 

access -114.5 -147.4 -309.4 -4.109 -1.802e+06 

 (119.9) (138.4) (253.8) (35.76) (1.776e+06) 

content -185.1 -187.8 -372.4 9.334 -2.375e+06 

 (114.3) (131.9) (241.9) (34.09) (1.693e+06) 

o.user_rights - - - - - 

      

population 2.79e-08 -1.40e-07 -3.96e-07 4.44e-07** -0.00858 

 (6.80e-07) (7.85e-07) (1.44e-06) (2.03e-07) (0.0101) 
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penetration -4.316 -6.587 -6.526 -2.609* 82,876 

 (5.071) (5.851) (10.73) (1.512) (75,109) 

social_media 163.8 267.9 446.4 115.2** -974,723 

 (150.8) (174.0) (319.0) (44.96) (2.233e+06) 

political_content -22.92 -85.62 -23.89 -30.47 2.942e+06 

 (193.5) (223.3) (409.5) (57.70) (2.866e+06) 

arrest -500.9 -625.9* -1,270* 31.98 -6.425e+06 

 (309.7) (357.3) (655.4) (92.35) (4.587e+06) 

press_freedom -89.51 42.91 -113.5 56.65 -2.546e+06 

 (257.3) (296.9) (544.6) (76.73) (3.812e+06) 

INT_LOG -260.1 -382.4 -684.3 -13.70 -1.356e+06 

 (277.0) (319.7) (586.3) (82.62) (4.104e+06) 

INT_IDEO 272.2 396.8 702.7 7.884 1.856e+06 

 (274.6) (316.8) (581.1) (81.88) (4.067e+06) 

gname -0.647 -0.619 -0.935 -0.0995 -5,448 

 (0.412) (0.475) (0.871) (0.123) (6,099) 

Constant 26,269 47,834 246,409 -38,692 2.118e+09 

 (190,315) (219,615) (402,774) (56,754) (2.819e+09) 

      

Observations 70 70 70 70 70 

R-squared 0.572 0.612 0.519 0.527 - 

F-statistic 113.05 113.05 113.05 113.05 113.05 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Reduced Controls Results 

Table 8: Reduced Controls for events 

 DV: Number of terror attacks 

per country-year (events) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score -10.05 -230.9 

 (13.51) (617.7) 

realGDP -6.67e-11 -0* 

 (0) (0) 

GDPcap 0.00884 0.00373 

 (0.00648) (0.00362) 

unemploy -2.713 -10.69*** 

 (8.203) (4.043) 

regime 0.272 23.32*** 

 (7.226) (7.734) 

stability -4.808 -1.120 

 (7.352) (1.098) 

immig 1.79e-05 0.000208*** 

 (0.000115) (5.51e-05) 

faid 55.33** 40.96 

 (27.25) (87.99) 

prox -103.5 -182.1*** 

 (138.9) (64.46) 

numethgrps  0.733* 

  (0.384) 

war -1.824 128.7* 

 (223.3) (66.77) 

internalconflict 50.87 191.5*** 

 (30.61) (55.83) 

religion  -0.669 

  (6.131) 

religion2  5.047*** 

  (1.499) 

access 31.48 245.6 

 (31.68) (619.3) 

content -7.582 196.9 

 (13.51) (613.6) 

user_rights 32.44** 255.5 

 (14.97) (616.9) 

population 1.43e-06 4.17e-07*** 

 (9.85e-07) (1.13e-07) 
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penetration -4.752** -1.621 

 (2.175) (1.543) 

social_media -48.00 129.1** 

 (66.90) (59.04) 

political_content -27.70 12.24 

 (52.34) (76.23) 

arrest -89.90 -172.2*** 

 (59.95) (53.52) 

press_freedom -25.50 75.71 

 (87.76) (47.30) 

INT_LOG -178.7 -114.5 

 (154.4) (141.1) 

INT_IDEO 182.5 101.7 

 (157.0) (139.7) 

gname -0.0619 -0.0832 

 (0.104) (0.179) 

o.numethgrps -  

   

o.religion -  

   

o.religion2 -  

   

Constant -74,696 -21,407 

 (48,988) (41,029) 

   

Observations 164 161 

R-squared 0.230 0.623 

F-statistic - 36,018 

Fixed Effects? Yes Yes 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 9: Reduced Controls for nkill 

 DV: Number of people killed 

per country-year (nkill) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score 16.96 1,679 

 (45.50) (2,024) 

realGDP -0 0 

 (1.13e-10) (7.01e-11) 

GDPcap 0.00802 0.00441 

 (0.0118) (0.0119) 

unemploy -129.6** -42.05*** 

 (52.78) (13.25) 

regime -15.76 35.34 

 (32.04) (25.34) 

stability 29.80 -4.287 

 (23.87) (3.598) 

immig 0.000536** 0.000250 

 (0.000237) (0.000181) 

faid 117.1* -68.90 

 (68.99) (288.3) 

prox 129.1 -4.760 

 (399.2) (211.2) 

numethgrps  7.452*** 

  (1.257) 

war 220.0 674.8*** 

 (315.3) (218.8) 

internalconflict -110.5 21.39 

 (176.3) (182.9) 

religion  -39.55** 

  (20.09) 

religion2  9.207* 

  (4.911) 

access 40.56 -1,646 

 (68.26) (2,029) 

content -58.37 -1,710 

 (44.41) (2,010) 

user_rights -21.18 -1,648 

 (43.55) (2,021) 

population 1.42e-06 3.57e-08 

 (2.71e-06) (3.72e-07) 

penetration 2.372 -1.921 

 (7.486) (5.056) 

social_media 17.72 325.4* 
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 (73.07) (193.4) 

political_content -32.98 -487.1* 

 (163.4) (249.7) 

arrest 329.6 -173.5 

 (397.8) (175.3) 

press_freedom 157.5 -82.51 

 (176.7) (155.0) 

INT_LOG -83.53 -47.74 

 (350.5) (462.4) 

INT_IDEO 82.34 50.04 

 (354.6) (457.6) 

gname -0.508 -0.704 

 (0.678) (0.586) 

o.numethgrps -  

   

o.religion -  

   

o.religion2 -  

   

Constant 41,964 -187,029 

 (84,634) (134,423) 

   

Observations 164 161 

R-squared 0.326 0.363 

F-statistic - 36,018 

Fixed Effects? Yes Yes 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 10: Reduced Controls for nwound 

 DV: Number of people wounded 

per country-year (nwound) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score 60.57 814.0 

 (48.43) (1,482) 

realGDP 0 0 

 (1.10e-10) (5.14e-11) 

GDPcap -0.00284 0.00227 

 (0.0142) (0.00869) 

unemploy -34.87 -28.26*** 

 (22.55) (9.701) 

regime 13.14 46.45** 

 (43.96) (18.56) 

stability -16.91 -2.613 

 (29.65) (2.635) 

immig 0.000479 0.000694*** 

 (0.000308) (0.000132) 

faid 85.17 220.5 

 (60.63) (211.1) 

prox -144.0 -246.5 

 (306.3) (154.7) 

numethgrps  3.222*** 

  (0.921) 

war -410.8 265.0* 

 (470.6) (160.2) 

internalconflict -12.34 228.2* 

 (109.7) (134.0) 

religion  -19.61 

  (14.71) 

religion2  11.86*** 

  (3.597) 

access -38.91 -809.2 

 (58.30) (1,486) 

content -86.75** -861.5 

 (40.31) (1,472) 

user_rights -22.20 -763.5 

 (55.21) (1,480) 

population 1.18e-06 1.70e-07 

 (2.96e-06) (2.72e-07) 

penetration -4.826 -4.599 

 (4.878) (3.703) 

social_media 23.76 300.9** 
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 (151.1) (141.7) 

political_content -29.77 -144.2 

 (72.36) (182.9) 

arrest -125.2 -352.8*** 

 (201.1) (128.4) 

press_freedom -133.1 86.59 

 (200.9) (113.5) 

INT_LOG -380.3 -255.2 

 (334.2) (338.7) 

INT_IDEO 381.3 232.6 

 (335.4) (335.2) 

gname -0.249 -0.361 

 (0.414) (0.429) 

o.numethgrps -  

   

o.religion -  

   

o.religion2 -  

   

Constant -63,460 -52,355 

 (104,286) (98,453) 

   

Observations 164 161 

R-squared 0.237 0.509 

F-statistic - 36,018 

Fixed Effects?  Yes Yes 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 11: Reduced Controls for nhostkid 

 DV: Number of hostages 

kidnapped per country-year 

(nhostkid) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score 15.34 -347.9 

 (13.79) (301.4) 

realGDP 0 -0* 

 (0) (0) 

GDPcap -0.000923 0.00119 

 (0.00178) (0.00177) 

unemploy 2.053 -0.124 

 (3.839) (1.973) 

regime 3.283 2.258 

 (2.715) (3.774) 

stability -1.120 0.0622 

 (2.038) (0.536) 

immig 5.03e-06 3.10e-05 

 (2.72e-05) (2.69e-05) 

faid -9.267 3.671 

 (14.37) (42.94) 

prox -1.450 -13.30 

 (46.08) (31.46) 

numethgrps  -0.0465 

  (0.187) 

war 65.19 28.41 

 (151.9) (32.58) 

internalconflict -3.355 9.740 

 (13.49) (27.24) 

religion  1.973 

  (2.992) 

religion2  0.292 

  (0.732) 

access -25.21 349.2 

 (25.38) (302.2) 

content -12.65 343.0 

 (10.83) (299.4) 

user_rights -15.97 348.7 

 (16.17) (301.1) 

population -3.08e-06** 1.67e-07*** 

 (1.35e-06) (5.53e-08) 

penetration -0.515 -0.0671 

 (0.665) (0.753) 
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social_media 68.63 38.25 

 (78.15) (28.81) 

political_content 10.92 19.68 

 (15.78) (37.20) 

arrest -4.092 3.770 

 (14.69) (26.12) 

press_freedom 0.146 21.57 

 (25.36) (23.08) 

INT_LOG -39.28 5.514 

 (55.08) (68.87) 

INT_IDEO 38.21 -6.994 

 (53.14) (68.16) 

gname 0.0335 0.0552 

 (0.0356) (0.0873) 

o.numethgrps -  

   

o.religion -  

   

o.religion2 -  

   

Constant -10,127 14,998 

 (8,437) (20,022) 

   

Observations 164 161 

R-squared 0.144 - 

F-statistic - 36,018 

Fixed Effects?  Yes Yes 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Table 12: Reduced Controls for ransomamt 

 DV: Ransom amount demanded 

per country-year (ransomamt) 

 (1) (2) 

VARIABLES OLS IV 

   

freedom_score -147,420 1.512e+07 

 (359,337) (2.182e+07) 

realGDP -1.04e-06 7.34e-07 

 (9.35e-07) (7.56e-07) 

GDPcap 224.0 -196.5 

 (182.5) (128.0) 

unemploy 401,357 5,329 

 (592,273) (142,830) 

regime 266,209 49,664 

 (314,578) (273,236) 

stability 63,704 -1,293 

 (100,731) (38,801) 

immig -1.056 -2.053 

 (1.940) (1.947) 

faid 302,909 -2.558e+06 

 (751,976) (3.109e+06) 

prox 2.747e+06 -5.749e+06** 

 (4.727e+06) (2.278e+06) 

numethgrps  -17,569 

  (13,558) 

war -1.386e+06 -1.157e+06 

 (3.004e+06) (2.359e+06) 

internalconflict -2.636e+06* 2.749e+06 

 (1.405e+06) (1.972e+06) 

religion  331,179 

  (216,595) 

religion2  18,858 

  (52,961) 

access 568,955 -1.485e+07 

 (651,157) (2.188e+07) 

content -194,939 -1.532e+07 

 (263,502) (2.168e+07) 

user_rights 304,406 -1.512e+07 

 (587,898) (2.180e+07) 

population 0.00918 -0.00320 

 (0.0241) (0.00401) 

penetration 40,666 52,445 

 (41,513) (54,522) 

social_media -301,858 554,977 
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 (689,855) (2.086e+06) 

political_content 579,689 1.126e+06 

 (1.606e+06) (2.693e+06) 

arrest -520,453 -1.390e+06 

 (1.377e+06) (1.891e+06) 

press_freedom 2.126e+06 209,660 

 (2.726e+06) (1.671e+06) 

INT_LOG 1.468e+06 1.902e+06 

 (2.949e+06) (4.986e+06) 

INT_IDEO -1.241e+06 -1.702e+06 

 (3.084e+06) (4.935e+06) 

gname -8,846 -13,024** 

 (8,528) (6,318) 

o.numethgrps -  

   

o.religion -  

   

o.religion2 -  

   

Constant -1.251e+09 -1.798e+09 

 (9.440e+08) (1.450e+09) 

   

Observations 164 161 

R-squared 0.049 0.026 

F-statistic -  

Fixed Effects? Yes Yes 

Standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
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Appendix C: Graphs Proving Endogeneity 

Residuals from Regressing events and freedom_score 

 

 

Residuals from Regressing nkill and freedom_score 

 

 

 

 

 

 

 

 

0

5
0
0

1
0
0

0
1

5
0

0
2

0
0

0

R
e
s
id

u
a
ls

0 20 40 60 80 100
freedom_score

0

2
0
0

0
4

0
0

0
6

0
0

0
8

0
0

0

R
e
s
id

u
a
ls

0 20 40 60 80 100
freedom_score



75 

 

Residuals from Regressing nwound and freedom_score 

 

 

Residuals from Regressing nhostkid and freedom_score 
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Residuals from Regressing ransomamt and freedom_score 
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Appendix D: Code for Terrorist Organization Name 

gname 

In year t, country i receives the following categorical enumeration for the terrorist organization 

that committed the most terror attacks:  

4 = Gunmen 

8 = Tehrik-i-Taliban Pakistan (TTP) 

11 = Army of Islam 

12 = Boko Haram 

14 = New People’s Army (NPA) 

15 = Al-Shabaab 

16 = Communist Party of India – Maoist (CPI-Maoist) 

17 = Revolutionary Armed Forces of Colombia (FARC) 

19 = Al-Qaida in the Islamic Maghreb (AQIM) 

21 = Abu Sayyaf Group (ASG) 

23 = Sudan People's Liberation Army (SPLA) 

24 = Al-Qaida in the Arabian Peninsula (AQAP) 

29 = Paraguayan People's Army (EPP) 

32 = Corsican National Liberation Front (FLNC) 

36 = Real Irish Republican Army (RIRA) 

37 = Caucasus Emirate 

43 = National Liberation Army of Colombia (ELN) 

48 = Oromo Liberation Front 

49 = Takfir wal-Hijra (Excommunication and Exodus) 

54 = Kurdistan Workers' Party (PKK) 

55 = Anarchists 

60 = Jihadi-inspired extremists 

65 = National Democratic Front of Bodoland (NDFB) 

66 = Jemaah Islamiya (JI) 
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72 = Informal Anarchist Federation 

74 = Kurdistan Free Life Party 

75 = Oglaigh na hEireann 

83 = Jamaah Ansharut Tauhid (JAT) 

96 = Earth Liberation Front (ELF) 

99 = Right-wing extremists 

108 = Animal Liberation Front (ALF) 

113 = Uighur Separatists 

121 = Runda Kumpulan Kecil (RKK) 

127 = Hekla Reception Committee-Initiative for More Social Eruptions 

132 = Soldiers of the Caliphate 

134 = Maoists 

138 = Free Papua Movement (OPM-Organisasi Papua Merdeka) 

139 = Sunni Muslim extremists 

142 = Separatists 

143 = Revolutionary Insurgent Armed Forces of Ecuador (FAIRE) 

148 = Individuals Tending Toward Savagery 

149 = Abdullah Azzam Brigades 

151 = Zintani Militia 

154 = Core Conspirators for the Extension of Chaos (Núcleo de Conspiradores por la 

Extensión de Kaos) 

156 = Anti-Muslim extremists 

157 = Muslim extremists 

159 = Al-Nusrah Front 

161 = Afar Revolutionary Democratic Unity Front 

162 = Dissident Republicans 

166 = Sudan People's Liberation Movement – North 

168 = Bedouin tribesmen 

169 = Movement for the Emancipation of the Niger Delta (MEND) 
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170 = Left-wing extremists 

188 = Allied Democratic Forces (ADF) 

190 = Kachin Independence Army (KIA) 

191 = Bangladesh Nationalist Party (BNP) 

192 = Pro Hartal Activists 

194 = Force Etudiante Critique 

199 = United People's Democratic Front (UPDF) – Bangladesh 

211 = Fulani extremists 

217 = Brigade of al-Mukhtar al-Thaqafi 

224 = Ansar Bayt al-Maqdis (Ansar Jerusalem) 

235 = Black Eagles 

243 = Mujahidin Indonesia Timur (MIT) 

244 = Democratic Front for the Liberation of Rwanda (FDLR) 

247 = The New Irish Republican Army 

248 = Hezbollah 

255 = Jamaat-E-Islami (Bangladesh) 

260 = National Liberation Front of Provence (FLNP) 

263 = Anti-Police extremists 

264 = Ansar al-Sharia (Tunisia) 

265 = February 14th Movement 

267 = Zimbabwe African Nationalist Union (ZANU) 

275 = Islamic State of Iraq and the Levant (ISIL) 

287 = Al-Ashtar Brigades 

292 = Yekbun 

299 = Eastern Turkistan Islamic Movement (ETIM) 

300 = National Liberation Front (Ecuador) 

301 = Shuar extremists 

305 = Sinai Province of the Islamic State 
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312 = Tepi Youth 

314 = Murle Tribe 

316 = Comite d'Action Viticole 

322 = German Resistance Movement 

354 = Jamaah Ansharut Daulah 

357 = Jaish al-Adl 

358 = Suqour al-Ahvaz 

360 = Anti-Nuclear extremists 

361 = Opponents of disabled people 

363 = Kazakhstan Liberation Army 

381 = Tripoli Province of the Islamic State 

385 = Pagan Sect of the Mountain 

386 = Karen National Union 

387 = Democratic Karen Buddhist Army (DKBA) 

389 = Ta'ang National Liberation Army (TNLA) 

401 = Caucasus Province of the Islamic State 

403 = Jaish al-Mukhtar 

404 = Houthi extremists (Ansar Allah) 

408 = People Against Gangsterism and Drugs (PAGAD) 

409 = Economic Freedom Fighters 

410 = Anti-Park extremists 

411 = Buddhist Monks 

412 = Janjaweed 

422 = Okba Ibn Nafaa Brigade 

428 = Donetsk People's Republic 

430 = Anti-Government extremists 

432 = Chama Pueblo en Rebelion 

435 = Front for the Liberation of Cabinda / Cabinda Armed Forces (FLEC-FAC) 



81 

 

436 = Sasna Tsrer 

-999 = Unknown 
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Appendix E: Code for “Freedom on the Net” Data 

arrest 

In year t, country i receives a:  

1, if bloggers/ICT users are arrested in the country 

0, if otherwise  

category 

In year t, country i receives a:  

 0, if the status of internet freedom in the country is designated as “free” 

 1, if the status of internet freedom in the country is designated as “partly free” 

 2, if the status of internet freedom in the country is designated as “not free”  

political_content 

In year t, country i receives a:  

1, if the country blocks political/social content 

0, if otherwise  

press_freedom 

In year t, country i receives a:  

 0, if the status of press freedom in the country is designated as “free” 

 1, if the status of press freedom in the country is designated as “partly free” 

 2, if the status of press freedom in the country is designated as “not free”  

social_media  

In year t, country i receives a:  

1, if the country blocks social media/ICT apps 

0, if otherwise 
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Appendix F: Code for Control Variables 

religion and religion2  

In year t, country i receives the following categorical enumeration for the majority religion and 

second largest religious following:  

1 = Armenian Apostolic  

2 = Protestant  

3 = Muslim 

4 = Orthodox 

5 = Buddhist  

6 = Eth iopian Orthodox  

7 = Evangelical Lutheran Church of Iceland 

8 = Hindu 

9 = Shintoism 

10 = Christian 

11 = Russian Orthodox 

12 = Evangelical 

13 = Roman Catholic or Catholic  

14 = Lutheran 

15 = Calvinist 

16 = Pentecostal 

17 = Ukrainian Greek Catholic 

18 = Eastern Orthodox 

99 = none 
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Appendix G: Code for Instrumental Variables Dataset 

blasphemy 

In year t, country i receives a: 

 1, if the country does block pornographic content, use, or access 

 0, if otherwise 

 -99, if no information is available 

porn 

In year t, country i receives a:  

 1, if the country does block pornographic content, use, or access 

 0, if otherwise 

 -99, if no information is available 

qualityb 

In year t, country i receives a:  

1, if the resource for determining whether a country has blasphemy laws was judged as a 

“high quality” source (i.e., newspaper, encyclopedia, academic journal) 

0, if the resource was judged as a “low quality” source (i.e., blog, uncommon news 

source) 

-99, if no information is available  

qualityp 

In year t, country i receives a:  

1, if the resource for determining whether a country has laws restricting pornography was 

judged as a “high quality” source (i.e., newspaper, encyclopedia, academic journal) 

0, if the resource was judged as a “low quality” source, (i.e., blog, uncommon news 

source) 

 -99, if no information is available  
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Appendix H: References for Instrumental Variables Dataset 

References are in the following order:  

1. Reference on pornography laws 

2. Reference on blasphemy laws 

Angola 

Freedom House. (2016). Angola. Retrieved from https://freedomhouse.org/report/freedom-

net/2016/angola 

Theodorou, A. E. (2016, July 29). Which countries still outlaw apostasy and blasphemy? 

Retrieved from http://www.pewresearch.org/fact-tank/2016/07/29/which-countries-still-

outlaw-apostasy-and-blasphemy/ 

Argentina 

Freedom House. (2016). Argentina. Retrieved from https://freedomhouse.org/report/freedom-

net/2016/argentina 

Theodorou, A. E. (2016, July 29). Which countries still outlaw apostasy and blasphemy? 

Retrieved from http://www.pewresearch.org/fact-tank/2016/07/29/which-countries-still-

outlaw-apostasy-and-blasphemy/ 

Armenia 

OpenNet Initiative. (2010, November 17).  Armenia. Retrieved from 

https://opennet.net/research/profiles/armenia.  

International Press Institute. (2015). Armenia. Retrieved from http://legaldb.freemedia.at/legal-

database/armenia/?target=criminal-blasphemy 
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Australia 

(2017).  Parliament of Australia.  Retrieved from 

http://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22library

%2Fprspub%2FG1610%22 

Theodorou, A. E. (2016, July 29). Which countries still outlaw apostasy and blasphemy? 

Retrieved from http://www.pewresearch.org/fact-tank/2016/07/29/which-countries-still-

outlaw-apostasy-and-blasphemy/ 

Azerbaijan 

Geybullayeva, Arzu. (2018, January 3). Will We Ever See the End of Information Control in 

Azerbaijan? Retrieved from https://advox.globalvoices.org/2018/01/03/will-we-ever-see-

the-end-of-information-control-in-azerbaijan/ 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 13, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

Bahrain 

OpenNet Initiative. (2009, August 6). Bahrain. Retrieved from 

https://opennet.net/research/profiles/bahrain 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 32, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

 



87 

 

Bangladesh 

Jillani, Shahzeb. (2012, January 2).  Bangladesh cabinet approves anti-pornography law. 

Retrieved from http://www.bbc.com/news/world-asia-16385812 

Theodorou, A. E. (2016, July 29). Which countries still outlaw apostasy and blasphemy? 

Retrieved from http://www.pewresearch.org/fact-tank/2016/07/29/which-countries-still-

outlaw-apostasy-and-blasphemy/ 

Belarus 

Aliaksandrau, A. (2013). Belarus: Pulling the Plug (pp. 11-13, Rep.). 2013: Index on Censorship. 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 14, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

Brazil 

Martinez-Moncada, Diego. (2011, January 24). Porn Laws Around the World. Retrieved from 

http://www.dailyinfographic.com/porn-laws-around-the-world-infographic 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 30, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

Burma 

Freedom House. (2016). Burma. Retrieved from https://freedomhouse.org/report/freedom-

net/2016/burma 
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The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 8, Rep.). The Law Library of Congress, Global Legal 

Research Center. 

Cambodia 

Freedom House. (2016). Cambodia. Retrieved from https://freedomhouse.org/report/freedom-

net/2016/cambodia 

World Watch Monitor. (2017, October 4). ASEAN nations told to ‘end blasphemy laws that 

inspire violence.’ Retrieved from https://www.worldwatchmonitor.org/coe/asean-nations-

told-end-blasphemy-laws-inspire-violence/ 

Canada 

Casavant, Lyne and James R. Robertson. (2007, October 25).  The Evolution of Pornography 

Law in Canada.  Retrieved from https://bdp.parl.ca/content/lop/researchpublications/843-

e.htm 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 45, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

China 

Reuters. (2014, April 21).  China steps up purge of online porn amid wider censorship push.  

Retrieved from https://www.reuters.com/article/us-china-internet-pornography/china-

steps-up-purge-of-online-porn-amid-wider-censorship-push-idUSBREA3K07B20140421 

I find no evidence that China does or does not have active blasphemy laws. 
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Colombia 

Freedom House. (2016). Columbia. Retrieved from https://freedomhouse.org/report/freedom-

net/2016/columbia 

Osorio, David A. (2017, June 7). Colombia Also Has A Blasphemy Law. Retrieved from 

https://www.skepticink.com/avant-garde/2017/06/07/colombia-blasphemy/ 

Cuba 

World Heritage Encyclopedia. List of Pornography Laws by Country. Retrieved from 

http://self.gutenberg.org/articles/list_of_pornography_laws_by_country 

International Press Institute. (2015). Cuba. Retrieved from http://legaldb.freemedia.at/legal-

database/cuba/?target=criminal-blasphemy 

Ecuador 

I find no evidence that Ecuador either prohibits or allows pornography.  

I find no evidence that Ecuador does or does not have active blasphemy laws.  

Egypt 

World Heritage Encyclopedia. List of Pornography Laws by Country. Retrieved from 

http://self.gutenberg.org/articles/list_of_pornography_laws_by_country 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 33, Rep.). The Law Library of Congress, Global 

Legal Research Center. 
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Estonia 

World Heritage Encyclopedia. List of Pornography Laws by Country. Retrieved from 

http://self.gutenberg.org/articles/list_of_pornography_laws_by_country 

International Press Institute. (2015). Estonia. Retrieved from http://legaldb.freemedia.at/legal-

database/estonia/?target=criminal-blasphemy 

Ethiopia 

Carlson, Kimberly. (2016, June 9). Ethiopia’s New Cybercrime Law Allows for More Efficient 

and Systematic Prosecution of Online Speech. Retrieved from 

https://www.eff.org/deeplinks/2016/06/ethiopias-new-cybercrime-law-allows-more-

efficient-and-systematic-prosecution-online 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 51-52, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

France 

World Heritage Encyclopedia. List of Pornography Laws by Country. Retrieved from 

http://self.gutenberg.org/articles/list_of_pornography_laws_by_country 

International Press Institute. (2015). France. Retrieved from http://legaldb.freemedia.at/legal-

database/france/?target=criminal-blasphemy 

The Gambia 

Freedom House. (2017). Gambia. Retrieved from https://freedomhouse.org/report/freedom-

net/2017/gambia 
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The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 52, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

Georgia 

Freedom House. (2016). Georgia. Retrieved from https://freedomhouse.org/report/freedom-

net/2016/georgia 

International Press Institute. (2015). Georgia. Retrieved from http://legaldb.freemedia.at/legal-

database/georgia/?target=criminal-blasphemy 

Germany 

World Heritage Encyclopedia. List of Pornography Laws by Country. Retrieved from 

http://self.gutenberg.org/articles/list_of_pornography_laws_by_country 

The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 16, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

Hungary 

World Heritage Encyclopedia. List of Pornography Laws by Country. Retrieved from 

http://self.gutenberg.org/articles/list_of_pornography_laws_by_country 

International Press Institute. (2015). Hungary. Retrieved from http://legaldb.freemedia.at/legal-
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World Heritage Encyclopedia. List of Pornography Laws by Country. Retrieved from 
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The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 

Laws in Selected Jurisdictions (pp. 47-49, Rep.). The Law Library of Congress, Global 

Legal Research Center. 

Indonesia 
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The Law Library of Congress, Global Legal Research Center. (2017). Blasphemy and Related 
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