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It is by the goodness of God that in 
our country we have those three 

unspeakable precious things: freedom 
of speech, freedom of conscience, and 
the prudence never to practice either 

of them. 

- Mark Twain 
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Chapter 1: Introduction 

Everybody knows that you don’t say “bomb” on an airplane.  This unspoken rule is 

ubiquitous enough that it is the center of a joke in the 2000 film Meet the Parents.  But how do 

people know this rule?  Invariably they know because someone else told them, but, with the 

exception of Ben Stiller’s character in the film (a pre-9/11 film) no one questions the reason.  It 

is assumed that if you say bomb, the authorities will hear you and they will not hesitate to take 

you away for questioning or worse.  You are innocent until proven guilty, unless you say 

“bomb”.  It is self-evident that the word “bomb” triggers the paranoia that Americans feel about 

terrorism, especially since 9/11 and that insecurity about transportation security is exacerbated 

by this fear.  But what is interesting is the thought process behind this precautionary measure.  

People in airplanes self-consciously modify what they say in order to adhere to an expected 

standard.  A standard that is not put forth explicitly by the airline, but is expected from its 

passengers all the same.  Could this phenomenon repeat itself with other words?  What about 

ideas?  And is there an actual danger of being overheard by authorities in spaces other than 

airplanes?  What would happen if people watched what they said all of the time?  I will 

investigate these questions and more as I flesh out the nature of surveillance and its potential for 

engendering self-censorship in American society.    

The rise of technology is a pervasive phenomenon that worldwide has grown 

exponentially in the past decades.  Technology helps facilitate communication, education, trade, 

leisure, and almost every aspect of our lives.  Over time our devices have gotten smaller, more 

portable, so that technology never has to be left behind when we leave the home.  Data and 

software can be transported between computers physically on a USB drive that is literally the 
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size of a thumb or virtually through email or cloud computing storage.  In other words, the work 

one does on any computer or smartphone can be continued almost anywhere else where there is 

internet access.  And there is internet access of some kind almost everywhere.  In developed 

countries fifty-one percent was covered by 3G and seventy percent of households had internet 

access by the end of 2011.1  Even buses, trains, and planes provide Wi-Fi for passengers.   

Personal technology has also become more accessible, not just more available.  Phones, 

laptops, tablets, cameras, and other electronics can be bought in any department, electronics, or 

office supply store.  And if one of those is not nearby, they of course can also be purchased 

online.  In a self-fulfilling prophecy that was first articulated by Gordon Moore in 1965, 

electronics technology has become exponentially cheaper over time for almost five decades 

straight.2  Smart phones and tablets seek to unify the various services that used to be handled by 

separate devices.  With a streamlined functionality and a look to match, it is no wonder that 

personal electronics are so popular.  By the end of 2011 eighty-six percent of the global 

population had a cellular phone subscription, and 2.3 billion people were online.3   Technology 

has been accepted and encouraged almost universally by society because it makes our lives more 

convenient and therefore more expedient.  There are those who question whether or not 

technology has normatively benefitted society, but overall technology is appreciated for the 

opportunity of growth offered to any person or business that can afford it.    

                                                           
1 ITU World Telecommunication/ICT Indicators Database, "Key statistical highlights: ITU data release 
June 2012." Last modified 2012. Accessed February 10, 2013. http://www.itu.int/ITU-
D/ict/statistics/material/pdf/2011 Statistical highlights_June_2012.pdf. 
2 Original article: Moore, Gordon E. "Cramming more components onto integrated circuits." Electronics. 
38. no. 8 (1965). ftp://download.intel.com/museum/Moores_Law/Articles-
Press_Releases/Gordon_Moore_1965_Article.pdf (accessed February 10, 2013).  A more recent update: 

Moore, Gordon E. "A Conversation with Gordon Moore." Intel Corporation, 2005. 
DOI:ftp://download.intel.com/museum/Moores_Law/Video-
Transcripts/Excepts_A_Conversation_with_Gordon_Moore.pdf.  
3 ITU World Telecommunication/ICT Indicators Database http://www.itu.int/ITU-
D/ict/statistics/material/pdf/2011 Statistical highlights_June_2012.pdf. 
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Part of the rise of technology is the infiltration of technology into government and 

government affairs.  It affects the day-to-day functioning in the same way that it affects all 

businesses and bureaucracies- expediting communication, making resources and information 

more available, increasing accuracy by decreasing human error, and countless other ways of 

maximizing efficiency.  The added significance of this is that business conducted technologically 

is traceable.  For example, emails can typically be read by the provider, so business conducted 

over email is traceable even when deleted.  The keeping of records is not in and of itself an act of 

surveillance, but if those records are read, sent, or analyzed in any way then they become 

surveillance.  Since no one would keep records without the intent of using them, the collection of 

data is an act of surveillance.  Surveillance is defined by Kirstie Ball and Frank Webster in their 

book The Intensification of Surveillance: Crime, Terrorism and Warfare in the Information Age 

as “the observation, recording and categorization of information about people, processes and 

institutions.  It calls for the collection of information, its storage, examination and – as a rule – 

its transmission.”4  In the private sector, businesses use surveillance for anything from ensuring 

that employees are being productive to protecting themselves against liability claims.  Within the 

government, surveillance can be used for the same purposes as well as to enforce policy and 

increase security on all levels.  Technology is used by the government and private companies to 

monitor and facilitate its own activities as well as those of its constituents and customers.   

In a broader sense, technology affects not only the day-to-day functioning of government, 

but policy decisions as well.  Whereas free market factors such as the cultural priorities that 

create demand guide the invention, innovation, and distribution methods of personal technology, 

political factors such as national security, political climate, and balance of power guide policy 

                                                           
4 Ball, Kirstie and Frank Webster. The Intensification of Surveillance: Crime, Terrorism and Warfare in 
the Information Age. Sterling, VA: Pluto Press, 2003, 1. 



7 
 

decisions about technology.  The development of technologies has always been aided by the 

government in different ways, and the United States government has particularly prioritized 

technological advancement.  The first communications satellite was built and launched by the 

National Aeronautics and Space Administration (NASA), a government agency.5  The internet in 

its infant stages was created with subsidies from the U.S. government, and the first users of the 

internet were military and Department of Defense personnel.6  The government influences 

technological development by influencing the way in which technology develops.  Specifically, 

technologies have developed to be conducive to surveillance.  Hence, technological development 

is prioritized, sponsored, utilized, and manipulated by the government. 

Technology is not necessarily an exclusively government tool.  It can and is used to 

empower ordinary citizens all over the world.  The internet in particular has led to empowerment 

of the people, doing everything from providing a forum for free expression to facilitating 

revolutions like the Arab Spring.7  The possibilities for internet usage are practically endless, 

considering the amount of innovation and expansion that has already taken place on it over the 

past three decades.  It has created new industries and made others obsolete.  It has changed the 

way we conduct business and the way we have fun. It has changed the way we socialize, the way 

we shop, bank, read, watch the news, find restaurants, and write letters, just to name a few.   

The internet has also affected our relationship with the government.  It has allowed for 

increased transparency in the government as well as increased accountability.  All government 

agencies now have websites on which they report on their own operations.  Additionally 
                                                           
5 Invent Now, "Hall of Fame: Induction Info." Last modified 2012. Accessed February 10, 2013. 
http://www.invent.org/hall_of_fame/1_3_0_induction_commsat.asp. 
6Miller, Steven E. Civilizing Cyberspace: Policy, Power, and the Information Superhighway. New York: 
ACM Press Books, 1996. 
7 Miller, Claire Cain, and Ravi Somaiya. "Free Speech on Twitter Faces Test." The New York Times, May 
22, 2011. 
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watchdog groups and media can publish voting records and other actions taken by elected 

officials online, available to constituents with the click of the mouse.  In regards to free speech, 

the internet has provided the opportunity to express dissent in new forums across a range of 

media.  Dissent can be defined as any form of speech that expresses disapproval of, disagreement 

with, or contrasting views from the government or the government’s actions.   Scholars agree 

that never before has it been so easy for U.S. citizens to express dissent and find others who 

share similar points of view.  The internet, originally intended to facilitate government 

communications, has become the ultimate free speech machine, allowing anyone with an internet 

connection to broadcast their views to the entire public.   

So what is the problem?  The American government influences technology but it also 

allows it to empower the people… for now.  In countries like China the government is intolerant 

of dissentful speech and vigorously censors websites.  As technology has developed in America, 

it has been used to empower the people and facilitate free speech, but it also has been used for 

surveillance.  Surveillance empowers the state, not the people.  It empowers the state because it 

provides the government with information about its constituents that it can use for any purposes 

it deems necessary, without the approval or consent of the constituents.  How does the use of 

technology for surveillance affect free speech, especially free speech on the internet?   

The debate about the affects of technology on free speech is defined by the tension 

between how technology is both the means of free speech and the means of surveillance.  Writes 

Raymond Wacks,  

On the one hand, recent advances in the power of computers have 
been decried as the nemesis of whatever vestiges of our privacy 
still survive.  On the other, the Internet is acclaimed as a Utopia.  
When clichés contend, it is imprudent to expect sensible 
resolutions of the problems they embody, but between these two 
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exaggerated claims, something resembling the truth probably 
resides.8 
 

 These two forces exist in a balance that allows for a free exchange of ideas and also allows the 

government to use surveillance to benefit the populace.  However, when surveillance is overused 

by the government, it can endanger the populace in a variety of ways.  Most commonly 

mentioned by scholars is the encroachment upon the privacy of citizens.  This is certainly a 

dangerous infringement on civil liberties, and will be discussed in more detail later.  But another, 

less-examined result of overusing surveillance is censorship.  Censorship can be defined as “The 

use of the state and other legal or official means to restrict speech.”9  Surveillance is an enemy to 

free speech for several reasons.  It allows the government to locate dissent more easily and 

therefore facilitates censorship.  It also allows the government to target repeat-dissenters and 

proactively concentrate surveillance on them, thus also facilitating censorship.  And finally, 

surveillance can create a disciplinary atmosphere that is hostile to free speech.  Creating an 

atmosphere that is hostile to free speech censors the speech before it is even spoken.  It does this 

by encouraging self-censorship.   

Self-censorship is the act of deciding to not speak even though one is inclined to.  It is a 

can be either conscious or subconscious in motivations.  Self-censorship in the context of this 

issue refers primarily to dissent, and occurs as a result of the creation of an environment that is 

hostile to free speech.  The government can create this environment with the overuse of 

surveillance, hence encouraging self-censorship.  Will people be willing to exercise their civil 

liberties if they feel they are being watched all the time?  For the same reason that people refrain 

from saying negative things about others in front of them, they will refrain from dissenting when 

                                                           
8 Wacks, Raymond. Privacy: A Very Short Introduction. Oxford: Oxford University Press, 2010, 8. 
9 PBS, "Culture Shock: Who Decides? How and Why?: Definitions of Censorship." Last modified 1999. 
Accessed February 11, 2013. http://www.pbs.org/wgbh/cultureshock/whodecides/definitions.html. 



10 
 

they know that the government is listening or watching.   To what extent is free speech really in 

danger from surveillance?  It is hard to imagine the government restraining surveillance simply 

because it makes dissenters uncomfortable.  But increasing surveillance is not a benign 

phenomenon.  My hypothesis is that the tension between would-be dissenters and an overbearing 

government will substantiate until self-censorship is normalized, and dissent is not only no 

longer a right, but a threatening anomaly.  When the government exercises direct censorship 

(censorship of a citizen’s speech by the government or other institution through official means) 

of any brave soul who does dissent in the face of an environment hostile to free speech, self-

censorship will not only be motivated by discomfort, but by fear.  Fear of punishment will 

become the greatest disincentive to free speech, making the normalization of self-censorship a 

reaction to the exercise of disciplinary power.   

Free speech is one of the pillars of American democracy.  Amendment I of the 

Constitution of the United States says plainly that “Congress shall make no law… abridging the 

freedom of speech, or of the press.”  Without free speech, the free exchange of ideas that drives 

our society will be crippled.  The consequences of this will be dire; in a society where alternative 

ideas are not expressed, they eventually cease to exist, setting us on the path to authoritarianism. 

Raymond Wacks writes,  

…apart from the doors this intrusion opens to totalitarianism, a 
surveillance society can easily generate a climate of mistrust and 
suspicion, a reduction in the respect for law and those who enforce 
it, and an intensification of prosecution of offences that are 
susceptible to easy detection and proof.10 
 

                                                           
10 Wacks, 8-9. 
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This is not to say that governmental use of technology will always lead to authoritarianism.  But 

when the government uses technology for surveillance, then abuses that ability, an environment 

that is hostile to free speech is created, leading to self-censorship and the halt of the free 

exchange of ideas which can result in authoritarianism.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



12 
 

Chapter 2. How Technology Affects Free Speech in America 

Modern panopticism is characterized by the use of advanced technological tools.  In order 

to fully understand how surveillance will lead to the normalization of self-censorship, we must 

ascertain how technology is involved.  First we will look at the technology used for surveillance 

and what the implications are based on how these technologies function.  Then we will examine 

the literature on the affect of technology on free speech.   

Technology takes many forms in American society today, many of which are useful for 

surveillance.  One of the types of technology frequently adapted for surveillance is “biometrics”.  

Biometrics is defined as, “The range of technologies designed to measure and classify unique 

human attributes.”11  Examples of biometric technologies include fingerprinting systems, hand-

geometry scanning, odor identification, voice recognition, face-recognition, iris and retinal scans, 

and thermal face print scans.  Biometric surveillance is supported by another important type of 

technology: “information and communications technology”.  When communication technology, 

like the telephone, is used to distribute information, it becomes an example of what is known as 

information and communications technologies, or ICTs.  Examples of ICTs include wireless 

media, high-speed internet, and web applications.12  Between biometric technology and ICTs, 

there is little of society left untouched by technological surveillance.  

 Arguably the most significant technological innovation to date has been the internet.  It is 

a tool used by most of society in an infinite number of ways, in essence becoming an extension 

of our society.  It has created a platform for many people to exercise free speech, but it also has 

created channels for surveillance.  When the internet was created, there was no intent for it to be 

                                                           
11 Monahan, 7. 
12 Dutton, William H., and Brian D. Loader. Digital Academe: The New Media and Institutions of Higher 
Education and Learning. New York: Routledge, 2002, 1. 
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used as a national security tool.  Neither was there concern about it posing a risk to national 

security.  When it was created by the American government, its purpose was only to facilitate 

communication within the government.  After it became public, initially it was still just a 

communications tool, like telephones or fax machines.  The possibility that it could become a 

point of contention related to national security was speculated on at this point.   It was predicted 

that the internet could lead to the spread of weapons and “rhetoric embracing violence and hate” 

and other dangers that could facilitate terrorism.  But scholars were careful about making drastic 

predictions, typically claiming that it was too early to tell how the internet would be monitored 

by the government in the future.13  

 The majority of scholarship about government surveillance and its effects on society 

deals with the loss of privacy.  Before 9/11, the scholarship merely expresses a worry that new 

technologies provide the capability for surveillance.14  As technology has developed, especially 

in recent decades, there has always been debate over whether or not developers should channel 

new technologies towards a surveillance-friendly path.  In other words, should creators 

incorporate the ability to have surveillance applied into the design of technology?  Dorothy 

Denning, an expert in information security said “It would be folly to let the capability to do 

electronic surveillance be completely overridden by technology.”  On the other hand, Janlori 

Goldman, director of the American Civil Liberties Union’s Privacy and Security Project, said 

                                                           
13 Clark, Charles S. "Regulating the Internet: Can the use of cyberspace be governed?." The CQ 
Researcher. 5. no. 24 (1995): 561-584. http://library.cqpress.com/cqresearcher/ (accessed October 1, 
2012).  
14 Pre-9/11 sources concerning the loss of privacy include Burnham; Freedman, Warren. The Right of 
Privacy in the Computer Age. Westport, CT: Quorum Books, 1987.; Hoffman, Lance J. Computers and 
Privacy in the Next Decade. New York: Academic Press, 1980.; Linowes, David F. Privacy in America: 
Is Your Private Life in the Public Eye?. Chicago: University of Illinois Press, 1989.; Rule, James, 
Douglas McAdam, Linda Stearns, and David Uglow. The Politics of Privacy: A Disturbing, Completely 
Documented Study of the Invasion of Privacy in America. New York: New American Library, 1980.  
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that technology should not develop “in a way to make [surveillance] its first priority.”15  If the 

capability for surveillance is built into technology, then by using any technology we are 

implicitly agreeing to subject ourselves to surveillance.   

One product of this conflict was the Clipper chip, a tool invented by the National Security 

Agency (NSA) and National Institute of Standards and Technology that was unveiled for public 

and private use in 1993.  The chip used Skipjack, a formerly classified algorithm that encrypts 

data.  Intended for use by telecommunication companies, the Clipper chip made it so that 

transmitted data could be scrambled and therefore private, but the one key to unscramble the data 

belonged to federal law enforcement.16  This was a concept called ‘key escrow’, in which 

government agencies have “established their authority to acquire the content of those 

communications that have been encrypted”, with the Attorney General having legal review.17  

Escrowed encryption was meant to become the privacy standard of the Clinton administration.18  

However, after public outcry from private industry that it would seriously damage tech trade and 

from the general public that it would infringe on privacy rights, the Skipjack algorithm was 

declassified in 1998, and the Clipper chip subsequently became defunct.   

Post-9/11 scholarship primarily discusses the “trade-off” between privacy, a civil liberty, 

and national security, the reason for the invasion of privacy.19  However the evidence that 

                                                           
15 Clark, 3. 
16 Ibid.. 
17 “PRIVACY Forum Archive Document - (priv.02.13).” Accessed March 2, 2013. 
http://www.vortex.com/privacy/priv.02.13. 
18 Miller, 253. 
19 For arguments in favor of national security, see Barrell, John. The Spirit of Despotism: Invasions of 
Privacy in the 1790s. New York: Oxford University Press, 2006.; Bovard, James. Terrorism and 
Tyranny: Trampling Freedom, Justice, and Peace to Rid the World of Evil. New York: Palgrave 
Macmillan, 2003.; Breyer, Stephen. Making Our Democracy Work: A Judge's View. New York: Alfred A. 
Knopf, 2010.; Etzioni, Amitai. The Limits of Privacy. New York: Basic Books, 1999.; Posner, Richard A. 
Not a Suicide Pact: The Constitution in a Time of National Emergency. New York: Oxford University 
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surveillance is becoming permanent in American society has been mounting in the past decade, 

and questioning what is now a social fact seems ineffectual.20  The question of privacy invades 

discussion of every related question, and as a result will be in the background of the research and 

analysis of the present issue of free speech.  However, a more nuanced aspect of the tension 

between surveillance and civil liberties will presently be examined: how free speech is affected 

by technology.  This debate is defined by the tension between how technology is both the means 

of free speech and the means of surveillance.   

There are four main schools of thought regarding the affect that technology has on free 

speech in America.  The first is the Promotional school.  The Promotional school claims that the 

development of technology, especially the internet, has unleashed the most free and public 

speech our nation has ever seen.  They maintain that the unlimited potential of the internet has 

the power to overcome governmental oppression.21  The second school of thought is the 

                                                                                                                                                                                           
Press, 2006.; Sulmasy, Glenn. The National Security Court System: A Natural Evolution of Justice in an 
Age of Terror. New York: Oxford University Press, 2009.  
For arguments that prioritize civil liberties over national security, see Chang, Nancy. How Democracy 
Dies: The War on Our Civil Liberties. Lost Liberties: Ashcroft and the Assault on Personal Freedom. 
Edited by Cynthia Brown. New York: The New Press, 2003.; Walters, Gregory J. Human Rights in an 
Information Age: A Philosophical Analysis. Toronto: University of Toronto Press, 2001.; Xhelili, Besar, 
and Emir Crowne. "Privacy & Terrorism Review: Where Have We Come in 10 Years?." Journal of 
International Commercial Law and Technology. 7. no. 2 (2012): 121-135.  
20 Sources that detail the increase of surveillance in America include Davies, Simon G. Surveying 
Surveillance: An Approach to Measuring the Extent of Surveillance. Computers, Surveillance, & Privacy. 
Edited by David Lyon & Elia Zureik. Minneapolis, MN: University of Minnesota Press, 1996.; Gill, 
Stephen. "The Global Panopticon? The Neoliberal State, Economic Life, and Democratic Surveillance." 
Alternatives: Global, Local, Political. 20. no. 1 (1995): 1-49.; Gordon, Diana. "The Electronic 
Panopticon: A Case-Study of the Development of the National Crime Records System." Politics & 
Society. 15. no. 4 (1987): 483-511.; Gotlieb, Calvin C. Privacy: A Concept Whose Time Has Come and 
Gone. Computers, Surveillance, & Privacy. Edited by David Lyon & Elia Zureik. Minneapolis, MN: 
University of Minnesota Press, 1996.; Lyon, David. "An electronic panopticon? A sociological critique of 
surveillance theory." The Sociological Review. 41. no. 4 (1993): 653-678. and The Electronic Eye: The 
Rise of Surveillance Society. Minneapolis, MN: University of Minnesota Press, 1994.; Wacks, Raymond. 
Privacy: A Very Short Introduction. New York: Oxford University Press, 2010. 
21 Abrams, Floyd. Speaking Freely: Trials of the First Amendment. New York: Viking Penguin, 2005.; 
Chesterman, Simon. One Nation under Surveillance: A New Social Contract to Defend Freedom without 
Sacrificing Liberty. New York: Oxford University Press, 2011.; Clark, Charles S. "Regulating the 



16 
 

Censorship school.  These scholars depict governmental surveillance as an institution that 

endangers free speech because it provides the government with the means to find dissent and 

censor it.  They point to the Patriot Act as the enabling legislation.  Whether or not the 

censorship is arbitrary or if it actually helps preserve national security is not of concern to 

Censorship scholars.  Rather the Censorship school draws the connection between more 

advanced technology and more advanced capabilities for surveillance and censorship, implying 

that more advanced technology causes more censorship.22  The third school of thought is the 

Reflectionist school.  Reflectionists see technology as a reflection of society, not a neutral tool.  

They object to drawing causalities between the development of technology and any decline or 

increase in free speech.  Instead Reflectionists contend that if the development of technology has 

affected free speech in any way, it is because the way in which technology was developed is 

biased either towards protecting civil liberties or enabling the state, depending on which is 

prioritized by society at the time.23  In other words, if national security is important to society as 

                                                                                                                                                                                           
Internet: Can the use of cyberspace be governed?." The CQ Researcher. 5. no. 24 (1995): 561-584. 
http://library.cqpress.com/cqresearcher/ (accessed October 1, 2012).; Ibrahim, Anjum. "WikiLeaks: Who 
are the good guys?." Business Recorder, December 13, 2010.; MacKinnon, Rebecca. Consent of the 
Networked: The Worldwide Struggle for Internet Freedom. New York: Basic Books, 2012.; McDonald, 
Jason. The Benefits of Society Online: Civic Engagement. Digital Citizenship: The Internet, Society, and 
Participation. Edited by Karen Mossberger, Caroline J. Tolbert, and Ramona S. McNeal. Cambridge: The 
MIT Press, 2008.; Miller, Steven E.; Rosenau, James N., and Miles D. Townes. People on the internet as 
agents of change. Governance, Regulations and Powers on the Internet. Edited by Eric Brousseau, 
Meryem Marzouki and Cécile Méadel. Cambridge: Cambridge University Press, 2012.; Stone, Geoffrey 
R. "WikiLeaks and the First Amendment." Federal Communications Law Journal. 64. no. 3 (2010): 477-
492. 
22 O'Neil, Robert. Academic Freedom in the Wired World: Political Extremism, Corporate Power, and the 
University. Cambridge: Harvard University Press, 2008.; Wilson, John K. Patriotic Correctness: 
Academic Freedom and its Enemies. Boulder, CO: Paradigm Publishers, 2008. 
23 Black, Edwin R. Preface: Digital Democracy or Politics on a Microchip. Digital Democracy: Policy 
and Politics in the Wired World. Edited by Cynthia J. Alexander and Leslie A. Pal. Toronto: Oxford 
University Press, 1998.; Ellul, Jacques. The Technological System. New York: Continuum, 1980.; Lyon, 
David. Introduction. Surveillance as Social Sorting: Privacy, Risk and Digital Discrimination. Edited by 
David Lyon. New York: Routledge, 2003.; Winner, Langdon. Autonomous Technology: Technics-out-of-
Control as a Theme in Political Thought. Cambridge: The MIT Press, 1977. and Technology Studies for 
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technology is developing, the technology developed will incorporate elements that make 

surveillance easier.  If protecting civil liberties is what is most important to society as technology 

is developing, the technology developed will have features that facilitate that, for example 

privacy protection or encryption software.  The final school of thought is the Self-Censorship 

school.  The Self-Censorship school holds that governmental use of technology to supervise and 

censor free speech can lead the citizenry to censor themselves.24  Citizens avoid deviancy as a 

rule, and when dissent becomes associated strongly with deviancy then citizens will refrain from 

dissenting.  This is the process of normalization of self-censorship.  We will now more closely 

examine each school and identify their strengths and weaknesses. 

Promotional: Technology Promotes Free Speech 

Promotional school scholars argue that since its inception, the internet has facilitated free 

speech, for better and for worse.  Jason McDonald reasons, “…consuming political information 

online helps citizens obtain higher levels of political knowledge, become more interested in 

politics, and deliberate with their fellow citizens about politics more frequently.”25  Free speech 

can result in extreme speech and dissent.  One example is Rabbi Marvin Hier’s project at the 

Simon Wiesenthal Center of Los Angeles.  Hier tracked Nazi and supremacist groups’ internet 

activity.  On his findings he said:  

                                                                                                                                                                                           
Terrorists. Surveillance and Security: Technological Politics and Power in Everyday Life. Edited by 
Torin Monahan. New York: Taylor & Francis Group, 2006. 
24 Horton, John. "Self-Censorship." Res Publica. 17. (2011): 91-106.; Marmura, Stephen. Security vs. 
Privacy: Media Messages, State Policies, and American Public Trust in Government. Surveillance, 
Privacy, and the Globalization of Personal Information. Edited by Elia Zureik, L. Lynda Harling Stalker, 
Emily Smith, David Lyon, and Yolande E. Chan. Montreal: McGill-Queen's University Press, 2010.; 
Loury, Glen C. “Self-Censorship in Public Discourse.” Rationality and Society 6 (1994): 428-461.; 
Sniderman, Paul M. "Two Theories of Self-Censorship," chap. 9 in Academic Freedom at the Dawn of a 
New Century: How Terrorism, Governments, and Culture Wars Impact Free Speech, ed. Evan Gerstmann 
and Matthew J. Streb (Stanford, CA: Stanford University Press, 2006).   
25 McDonald, 48. 
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Cyberspace offers direct, instantaneous, cheap mainstream 
communications in the marketplace of ideas… Cyberspace has 
suddenly empowered marginal local groups, be they overt white 
supremacists or militias with racist ties… who market nationally, 
inflammatory videos and computerized files which fuel a 
conspiratorial, rabidly anti-government and often violent view of 
the world.26   
 

One of the caveats of free speech is that not all of the speech one hears is agreeable, and could in 

fact be offensive.  However, for Promotional scholars, tolerating inaccurate, disagreeable, or 

offensive speech is a necessary sacrifice for preserving the free market of ideas.  As stated by 

journalist Julene Allen-Dell’Amor, “If we do not stand behind our freedom to speak, our 

freedoms to protest, we will cripple our liberties.”  For the most part, though, Promotional 

scholars celebrate the effect that technology has had on free speech. 

The authors of the Promotional school vary widely in their reasoning for holding that 

technology promotes free speech.  In One Nation Under Surveillance: A New Social Contract to 

Defend Freedom Without Sacrificing Liberty, Simon Chesterman outlines a new social contract 

in which the citizenry accepts surveillance as a part of the government’s role in protecting them.  

The social contract he proposes strikes a balance between the oversight and operational freedom 

of government surveillance and the preservation of the personal security of American citizens.  

His reasoning is that if the national security of America is compromised, then privacy protection 

will be the least of Americans’ worries.  Therefore, citizens should take for granted that the 

government collects data about them, and instead be concerned with how the government uses 

that information.  In other words, it is futile to protest against surveillance; reforming the way 

that data collected through surveillance is shared between the private sector and government 

should be the focus of debate on this issue.  Chesterman is a member of the Promotional school 

                                                           
26 Wacks., 7. 



19 
 

because he advocates the use of technology for surveillance to preserve our national security, 

which in turn guarantees us the freedoms set down in the Constitution.  In other words, freedom 

is contingent on national security, which is contingent on the use of technology.27  Therefore, 

using technology helps guarantee freedom.   

 Most of the other Promotionalists take another tack on this point of view- that because 

the internet presents the single most accessible forum for free speech that the world has ever seen 

and it is a direct result of technological development, technology promotes free speech.28  

Despite the fact that technology has facilitated communication in other ways besides the internet, 

Promotionalist scholars tend to disregard those examples.  One such Promotionalist is Charles S. 

Clark.  Clark’s writing from the early days of the internet helps provide the perspective of 

technological developers on the issue of surveillance.  Clark maintains that the internet is an 

advanced communication tool, but a communication tool nonetheless (just like the telephone or 

fax machine).  This means that while communication over the internet could be subjected to 

surveillance, it does not mean that is must be.  Clark gives an account of the way in which 

internet technologies developed.  He goes into detail on the debate over whether or not the 

capacity for surveillance should be built into systems while acknowledging that in practice 

during the development of the internet it was.  However he points to how counter-surveillance 

programs were developed and distributed privately as the internet became used publicly.  Clark 

recognizes the possibility of surveillance through the internet but maintains that there is potential 

for internet users to exchange information through surveillance-proof channels.29   
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Some Promotionalists use the WikiLeaks controversy as a recent example of technology 

promoting free speech.30  The technology of the internet allowed Julian Assange to gather and 

virtually distribute government documents in a controversial exercise of free press, free speech, 

and government accountability.  Ex post facto judgments about the morality of Assange’s actions 

are not important to Promotionalists.  What is important is the scale of his speech in proportion 

with the advanced level of technology that was needed to create and utilize WikiLeaks.  The fact 

that Assange was able to communicate his dissent throughout the world because of the internet is 

evidence that technology facilitates free speech. 

 Promotionalists not only see the internet as a place to express ideas, they see it as a place 

to discover new ones. 31   The availability of online news encourages civic engagement online in 

the form of discussion.  The logic behind this assertion is that online news can be more targeted 

and more easily available for individuals, so individuals are more likely to read or watch online 

news.  More informed individuals become more interested in politics, causing them to seek to 

engage through discussion, hence exercising free speech.32   

There are strengths in the Promotional arguments.  However, one thing that 

Promotionalists fail to take into account is the “chilling” effects of censorship on constituents.  If 

people witness censorship in their community, it will make them disinclined to speak freely 

either because they want to avoid being censored or punished themselves or because speaking 

freely could become something that society seeks to avoid. In addition, Promotionalists rely 

simply on the internet being more powerful than surveillance or censorship.  This is problematic 

because surveillance and censorship are exercises of power by the government.  Foucault’s 
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underestimation of the strength of the state when empowered by surveillance is echoed here.  

Free speech empowers citizens, but it does not have the same directly applicable nature that 

surveillance and censorship have.  When a citizen dissents, the state is not immediately 

destabilized.  The only way for speech to have direct, immediate effects on the government is if 

it causes someone in power to act on the speech or if it causes revolution.  It takes the circulation 

of ideas expressed in speech to affect change in a concrete way.  Censorship and surveillance 

might not silence dissent from everywhere, but they have the ability to silence dissent at the 

source.  Therefore, it is not enough to say that free speech and surveillance will balance each 

other out when they do not necessarily exist on the same two-dimensional power continuum.   

Censorship: Technological Development Results in Censorship of Free Speech   

 The Censorship school of thought maintains that technology results in the censorship of 

free speech.  Scholars like Rebecca MacKinnon point to legislation like the Patriot Act and the 

Cyber-Security and Internet Freedom Act as evidence of the government’s ability to survey its 

citizens and censor free speech through technology.33  Their logic is that if technology had not 

progressed as much as it has, then the government would not have the capability to survey its 

citizens as much as it does, these laws could not have been passed because they would not have 

even been thought of, and free speech would be thriving, uninhibited by censorship.  The 

Censorship school does not deny the expansion of free speech as a result of the internet, but it 

maintains that censorship is a result of it.  Members of the Censorship school hold that because 

surveillance covers the range of speech, from public to private, so does censorship.  From a 

personal email conversation between two people to a publicly advertised and accessible website, 
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any online speech is fair game for surveillance and censorship.  The internet merely provides 

new opportunities for people to get onto the government’s radar and consequently be censored.   

Scholars of the Censorship school have uncovered many different ways in which 

technology has led to or facilitated censorship.  One example is the “greater flexibility of digital 

messages,” as Robert O’Neil calls is.  The “greater flexibility of digital messages” refers to the 

conduciveness of online communication methods to surveillance.34  Mail sent through the postal 

system is federally protected from other people opening it, phone calls and messages are difficult 

to intercept and trace, but email and instant messages are constantly archived by online 

providers.  In addition, online communication is frequently ‘shared’ with others in its original 

form, without explicit consent of the original author.  The implicit public-ness of online 

communication makes it easier for the government to survey.   

Another example of Censorship school reasoning is the effect of technology on academic 

freedom.  Academic freedom is a sub-issue of free speech that was heavily affected by post-9/11 

policy changes about surveillance and censorship.  In his volume Patriotic Correctness, John K. 

Wilson provides examples of professors who were fired for expressing their personal political 

views, either on a website, in an email, or out loud in class shortly after 9/11.  For the professors 

who used technology to express their dissentful views, the Censorship school argument held true 

– technology enabled the speech and also the censorship thereof.  In most of the academic 

freedom examples the censoring and surveilling party is the college or university and not the 

government, but the same model can apply to society at large.   

Wilson uses one powerful example that approaches the correlation between technology 

and censorship from a different angle.  Sami Omar Al-Hussayan, a Saudi Arabian Ph.D. 
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computer science student at the University of Idaho was arrested on February 26, 2003 because 

he had created a website and email listserv for the Islamic Assembly of North America on which 

other people were posting views that advocated jihad and suicide bombings.  Al-Hussayan does 

not hold those views himself, and the website included a range of views besides those posts, but 

because of his association with the website, he was arrested for possibly being affiliated with 

terrorists.  Due to the increased maximum penalties for conspiracy of terrorism set forth in the 

Patriot Act, Al-Hussayan was tried and faced 240 years in prison.  Fortunately he was found not 

guilty of “providing expert advice or assistance to terrorists.”  In this example, technology again 

provides a means for people to place themselves in danger of getting censored, or, as in the case 

of Al-Hussayan, arrested and facing jail time.35   

The Censorship school brings forward cases of censorship of dissent, which is extremely 

important to consider when free speech is in question.  Censorship is the most direct and obvious 

check on dissent and frequent public cases of censorship can contribute to a chilling effect on 

free speech.  There are a couple problems with the logic of the Censorship school however.  

First, they exaggerate the government’s inability to censor without technology, seeming to 

operate under the assumption that censorship was impossible before the days of the internet.  

They also disregard the capacity of citizens speaking freely to check the power of government.  

This capacity is in fact one of the reasons that speech is a protected civil liberty in America and 

should not be underestimated.   

Reflectionist: Technology is a Reflection of Society, Not a Neutral Tool 

Led by Langdon Winner, the Reflectionist school of thought argues that technology is too 

often described as a neutral tool, to be used by mankind for good or for evil.  To Reflectionists, 
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technology does not represent an opportunity to solve societal ills, whatever those are determined 

to be.  This school argues instead that technology reflects the society that invented it.  The logic 

is that technology starts out as a reflection of “the highest attributes of human intelligence, 

inventiveness, and concern.”36  After a certain point, however (“the point at which the efficacy of 

the technology becomes evident”), man becomes irresponsible with technology, creating and 

using technology without attending to the consequences or significance of their actions and the 

implications for society. 

The Reflectionist school of thought does not agree with the autonomous technology 

theory (that technology can and will eventually develop and operate outside of human control) in 

the most literal sense.  They instead contend that humans do not always perceive the full extent 

of the effects of technology.  There are several reasons that they do not perceive these effects.  

First of all, as in the example of Albert Speer and the Nazis, humans might not control 

technology because they were blinded by extreme nationalism.  Therefore, in the Nazi case, the 

actions of the party were not caused by the technology, as Speer tried to claim at the Nuremberg 

trial, rather the use to which technology was put was a manifestation of the extremist views of 

the party.37  This school holds that the government that uses technology is responsible for the 

consequences of the use, but the motivations for how the technology is used are not simply the 

availability of the technology.  In terms of this school of thought, the answer to the question of 

technology’s affect on free speech is that technology is not a neutral tool that was manipulated 

into allowing self-censorship to happen.  Nor did surveillance and censorship start because 

suddenly the government had the capability.  Rather, the societal factors and tendencies 

necessary for direct and self-censorship to happen were already present before and as technology 
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developed into its current state.  The combination of societal factors and technological reality 

resulted in the current state of American surveillance and self-censorship. 

In Winner’s contribution to Surveillance and Security, he makes the case for searching 

for counterterrorism measure alternatives to the surveillance of citizens.  Winner points to a 

parallel between the development of technology and societal values, citing examples that show 

how technological development has become more and more democratic over time.  He warns 

that if surveillance becomes a societal goal instead of privacy, then we are at risk for societal 

deconstruction.38  This is a Reflectionist standpoint because Winner advocates for the 

reformation of societal values, not technology.  As a Reflectionist, Winner believes that solving 

the problem of our societal trajectory will automatically solve the problem of technological 

development.  Winner writes:  

…the best strategy for an age in which terrorism has entered the 
picture is to attend to specific, very real circumstances of our 
vulnerability and correct them, taking steps that could, in fact, 
enhance rather than degrade our way of life.39  
 

This post-9/11 work is reacting directly against the government’s reliance on the catch-all 

argument of national security.  Winner advocates temperance and rationality as a defense policy, 

again, focusing on guiding the ideals of our society as a solution as opposed to outlawing certain 

technological practices.  As a Reflectionist, Winner wants the pluralism and collaboration of the 

American innovators who helped develop defense technologies to supersede the fear and mob-

mentality that a national crisis can instill in society.   

 The Reflectionist school has some valuable insights into the relationship between man 

and technology.  The values of society probably do affect how technology develops.  But I do 
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not think that it is a comprehensive enough argument to apply to all technological development.  

However it paints a picture that is too much only in black and white.  There are variances in the 

qualities of society, and they change over time.  Reflectionist theories do not account for the lag 

time between social shifts and the adaptation of technology.  More importantly, Reflectionist 

scholars fail to recognize the significance of the ambiguity of American surveillance.  

Reflectionists say that if society objects to surveillance, then surveillance will disappear from 

society.  But this scenario does not account for the fact that most Americans do not realize that 

they are being surveyed, at least not yet.  It also ignores the power dynamics at play in 

surveillance situations.  Just because the citizenry does not approve of the use of surveillance 

does not mean that the government will not find a way to continue to use it.   

Self-Censorship: Technology Leads to Self-Censorship 

 The school of thought supporting self-censorship has been the subject of much fewer 

scholarly works than the other schools of thought regarding technology and free speech.  Finding 

any explicit reference to self-censorship proved nearly impossible, as almost all references to 

censorship were referring exclusively to direct censorship.  There are a few sources to look to, 

however.  Glenn Loury and Paul M. Sniderman contend that people self-censor in order to avoid 

the social disapproval of others.  They point to an overly-heightened sensitivity to political 

correctness as the source of the disapproval.40  The social pressure to refrain from dissent can 

have powerful affects on individuals, in particular professors.  Technology factors into social 

pressure to self-censor because the increase of technology has created venues for social values to 

be expressed, hence vocalizing standards that might otherwise have only been implied.  A more 

coherent social code is the result, and the more coherent the social code the more pressure people 
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feel to adhere to it.  Sniderman addresses self-censorship as an obstacle to academic freedom, 

while Stephen Marmura has another perspective on self-censorship. 41   

Marmura writes about how the American public perceives the balance between national 

security and individual rights in terms of media coverage of surveillance, terrorism, security, and 

privacy.  Marmura concludes that the media has prompted Americans to see the sacrifice of 

individual rights for national security as a necessary evil.42  This can be considered a Self-

censorship school way of thinking because it is logical that citizens will refrain from exercising 

free speech if they feel they would be endangering their country by speaking.  In this scenario, 

the motivation to self-censor is not social pressure, but interest in the county’s welfare.  It is 

affected by technology because the increase in media awareness and consumption is a direct 

result of the rise of technology. 

The only source that was focused exclusively on self-censorship was by the philosopher 

John Horton.43  Horton discusses the lack of scholarship on self-censorship in his article Self-

Censorship.  Horton’s article defines self-censorship and draws distinctions between self-

censorship and self-control or reserve as well as direct censorship.  However, Horton’s work 

examines self-censorship from a philosophical standpoint.  Most of the work is focused on the 

morality of self-censorship, and no political examples are given.  Horton’s work is valuable 

because it helps to define what self-censorship is in an abstract sense, but does not make the 

political connections needed to answer the question of how technology factors into self-

censorship.  Essentially Horton’s contribution is that he has established that self-censorship is a 

phenomenon that exists and can be attributed to political causes.      
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 Loury, Sniderman, Marmura, and Horton all make logically sound arguments, but none 

of them address panopticism in their reasoning.  The only source that addresses the relationship 

between technology and self-censorship is Michel Foucault’s Discipline and Punish.  None of 

the recent scholars made the connection between self-censorship as a normalized behavior and 

Michel Foucault’s Panopticon model.  There is a significant gap in the field here.  What needs to 

be addressed is the fact that technology is used for both free speech and surveillance.  Both of 

these social phenomena co-exist in tandem.  But when surveillance becomes more powerful than 

free speech, punishment becomes more and more common.  At some point, citizens will begin to 

self-censor their free speech in order to avoid punishment.  This will show that self-censorship 

has become normalized.  
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Chapter 3: Self-Censorship in the Panopticon 

   In order to understand why self-censorship is a probable response to invasive 

surveillance; it is useful to examine the work of Michel Foucault.  In fact, Foucault’s arguments 

support and fail to support the proposed possibility in illuminating ways.  The primary example 

of support from Foucault is his examination and description of the Panopticon in Discipline and 

Punish.  Developed by Jeremy Bentham in the nineteenth century, the Panopticon is a model for 

any public building (but especially a prison) in which inspectors can see any and every part of 

the building at any time, but could not be seen themselves.  Additionally, those being inspected 

are not able to easily communicate with each other.  “The design was deliberate in its ambition to 

have the subjects watched, the watchers capable of seeing everything always, and the watched 

unaware when the watchers might not be watching.”44  This system of supervision enforces good 

behavior through a form of paranoia.  Awareness that one could be watched at any moment 

means one behaves like one is being watched at every moment.  The effects of constant 

surveillance and presumed constant surveillance are the same, so there is no practical difference 

between them.   

In a society in which surveillance is omnipresent, people feel like they are literally being 

watched.  This can mean physically with video cameras and CCTV (closed-circuit television) or 

virtually with key-stroke logs, internet wiretaps, and the recording of biometric personal data.  

Surveillance scholar David Lyon writes in The Electronic Eye: The Rise of Surveillance Society, 

“In modern societies people are increasingly watched, and their activities documented and 

classified with a view to creating populations that conform to social norms.”45  A surveillance 

                                                           
44 Ball and Webster, 6.  
45 David Lyon, The Electronic Eye: The Rise of Surveillance Society, (Minneapolis, MN: University of 
Minnesota Press, 1994), 26. 



30 
 

state is one in which it can safely be assumed that surveillance is a constant presence in the 

everyday lives of citizens.  The Panopticon is everywhere because surveillance technology is 

everywhere.   

Bentham’s Panopticon is not only an apt metaphor for a society inundated with 

technology-driven surveillance, but also for a political environment that encourages self-

censorship.  Foucault argues that the prison system has invaded other institutions in modern 

society, the result of which is a social process he calls “normalization”.  In the words of David 

Couzens Hoy, normalization can be defined as “the imposition of a model of well-ordering 

human activity on all aspects of social life.”46  Normalization is what makes prisoners, soldiers, 

and students follow the rules of their respective institutions without questioning them or resisting 

them on any moral grounds.  It is effectively what enables and defines discipline in social 

institutions.  Through normalization, those who resist or defy discipline are not merely anomalies 

of society, they are regarded and even ostracized as deviants, delinquents, and abnormal.  They 

are not objectively different; rather they are normatively evil in comparison with their “normal” 

(normalized) peers.  The constant surveillance of citizens in a surveillance society has powerful 

effects on their behavior, to the extent that the way citizens in a panoptic society behave creates 

new social norms.  In a surveillance society, examples of normalized behaviors would be 

submission to surveillance, disregarding invasions of privacy, and self-censorship.  These are the 

social norms that Lyon refers to.  Normalization of self-censorship means that dissent can be 

seen as not only a threat to the government, but a socially deviant behavior. 

The Panopticon is a pervasive system that affects individuals and their actions.  Foucault 

writes: “Although the universal juridicism of modern society seems to fix limits on the exercise 
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of power, its universally widespread panopticism enables it to operate, on the underside of the 

law, a machinery both immense and minute…”  Walzer writes: “…And the code by which this 

machinery operates is a scientific, not a legal code.  The function of discipline is to create useful 

subjects, men and women who conform to a standard, who are certifiably sane or healthy or 

docile or competent, not free agents who invent their own standards, who, in the language of 

rights, ‘give the law unto themselves.”47  What Walzer means by a “scientific code” is that the 

system operates in the most effective manner because it is also the most efficient manner, not 

because of an arbitrary law that defines how the system will operate.  It is the implicitness of the 

system that gives it its strength.  When the scientific code and the legal code become conflated, 

we have laws like the Patriot Act that explicitly give branches of government concrete powers 

and abilities over its citizens.  Foucault would tell us, though, that by the time the legal code 

reflects the realities of the scientific code, normalization has already taken effect.   

 Michel Foucault’s Discipline and Punish can be used to illuminate challenges to dissent 

through the development of new social norms.  According to Foucault, “In fact, power produces; 

it produces reality; it produces domains of objects and rituals of truth.”48  In other words, the 

norms we have are the norms we have because those in power embody the qualities we identify 

as “normal.”  Those who do not fit into what is normal are individualized.  Foucault describes 

individuality as a state that children, patients, madmen, and delinquents are in, whereas those in 

power form an anonymous, faceless group of those who are “normal.”49  In the normative 

society, acting abnormal not only means that you might be discriminated against due to 

intolerance or close-mindedness, but also that you are wrenching yourself out of the societal 
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inertia towards the norm.  Instead of fading into the assimilated majority, the non-normalized 

person must accept their individualized status as a deviant.   

Foucault writes, “Whenever one is dealing with a multiplicity of individuals on whom a 

task or a particular form of behavior must be imposed, the panoptic schema may be used.”50  

With regard to free speech, the form of behavior being imposed is self-censorship.  Or, rather, 

non-dissent, as the government does not encourage self-censorship for the sake of self-

censorship.  It is the result of self-censorship, a lack of dissent, that is the desired goal of the 

government.  When people feel pressured not to dissent, their resulting normalized behavior is 

self-censorship.  The normalization of self-censorship means that normative judgment will fall 

not on the content of speech, but on the act of speech itself.  “The crucial point of Foucault’s 

political theory is that discipline escapes the world of law and right – and then begins to 

‘colonize’ that world, replacing legal principles with principles of physical, psychological, and 

moral normality.”51  Social norms, with normative force, create a powerful chilling effect on free 

speech in a surveillance society.  This is why, in Foucault’s view, a Panoptic society is much 

more effective at squashing dissent then a government making examples of dissenters by 

exercising direct censorship on dissent and punishing dissenters.   

In order to better understand this assertion, Foucault’s logic of power needs to be 

examined.  Foucault denies any model for society in which power flows from top to bottom, 

bottom to top, or in any one specific and constant direction.  Instead, he purports a model in 

which power flows circuitously.  Since any one political actor has power being exerted on them, 

it is impossible to say that any one political actor or group of actors posses all the power.  The 

answer to the question, “Who has the power?” is “Everyone”, but the answer to the question 
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“Who is power acting on?” is also “Everyone.”  This is why, for Foucault, power can be 

described as “intentionality without a subject”, “…a phrase that sounds as if he were talking 

about purposefulness without purpose, or action without agency.”52  Foucault expresses this 

pluralist opinion in Power/Knowledge: Selected Interviews and Other Writings:  

Power is employed and exercised through a netlike organization… 
individuals circulate between its threads; they are always in a 
position of simultaneously undergoing and exercising power.  
They are not only its inert or consenting targets; they are always 
also the elements of its articulation.53 
 

Because power is not centralized in one political body or actor, Foucault holds that it must be 

considered objectively in each sociopolitical instance, point by point.  Therefore, for Foucault, 

the model of social political power in modern society is not an arrow pointing in one direction; it 

is an endless web of interactions.   

Foucault, in his intentionality-without-a-subject argument, downplays the application of 

Panopticism to authoritarian or totalitarian politics.  Because to Foucault power is exercised 

through individual acts and not as a part of a dominant political scheme, government agendas 

that activate normalization are not sufficiently addressed by Foucault.  Michael Walzer asserts 

that this is a weakness in Foucault’s argument.54  Maybe there is no broad conspiracy of nations 

seeking to inflict power dynamics on a global scale, but a national government acting in direct 

contact with its constituents is specific enough for the panoptic model to be employed because, 

as Walzer writes, “…it is the state that establishes the general framework within which all other 

disciplinary institutions operate.”55  It is not necessary to claim that the government holds all the 
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power in order to categorize the general conflict between surveillance and free speech as a point 

of power contention. 

The normalization of self-censorship can create a chilling effect on free speech more 

efficiently than using direct censorship.  The government would not be able to effectively use 

direct intervention to encourage an environment hostile to free speech because power does not 

flow solely from the government onto the people.  In Foucault’s genealogy of punishment, he 

describes a transition from the “old regime” in which “political interventions were dramatic but 

occasional” and the modern society.  In the modern society, we “…require (and get) a far more 

detailed control of individual behaviour.  This is a control that no single person or political elite 

or ruling party or class can establish and sustain from a single point: hence Foucault’s 

‘innumerable points’ and his endless networks in which, he says, we are all enmeshed.”56  It is 

impossible for the surveillance state to impose an absolute restriction on every individual’s 

speech.  Therefore it is far more efficient for them to erect these power networks that enforce “a 

far more detailed control of individual behavior,” in other words, the proliferation of self-

censorship.   

In Discipline and Punish, Michel Foucault describes the Panopticon as “a kind of 

laboratory of power.”57  The Panopticon operates effectively as such for several reasons.  It 

increases the number of those subjugated by power while decreasing the number of those in 

power, the power of the observer can be acted on at any time (giving them the power to choose 

when), it preemptively prevents crimes and deviance, and it acts directly on the prisoner without 

the need for physical contact or individual attention.58  When applied to dissent, the guard is the 
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government, the prisoners are the people, and they are being watched to prevent them from 

engaging in dissent.  Foucault describes the prisoner: “He is seen, but he does not see; he is the 

object of information, never a subject in communication.”59  The subjects are prevented from 

being subjects in communication in that they do not get to express their views to society.   

Walzer critiques Foucault for underestimating the difference between being in prison and 

being out of it in a carceral society.60  He says that Foucault’s description and prediction of the 

Panopticon and the proliferation of panopticism is his strongest work because of how much it has 

come true.   

For it is Foucault’s claim, and I think he is partly right, that the 
discipline of a prison, say, represents a continuation and 
intensification of what goes on in more ordinary places – and 
wouldn’t be possible if it didn’t.  So we all live to a time schedule, 
get up to an alarm, work to a rigid routine, live in the eye of 
authority, are periodically subject to examination and inspection.  
No one is entirely free from these new forms of social control.  It 
has to be added, however, that subjection to these new forms is not 
the same thing as being in prison: Foucault tends systematically to 
underestimate the difference, and his criticism, which I shall want 
to develop, goes to the heart of his politics.61 

 
Foucault’s work is therefore not seamless in this regard.  He was aware of this, however.  By 

realizing “that the background of social practices can never be completely articulated… Foucault 

thus rejects the holism essential to idealism, and opposes the traditional philosophical goal of 

constructing a total theory that can explain the entire social reality.”62  Hoy defends Foucault, 

saying that he did not actually think that society is normalized to the point that it perfectly 

resembles a prison, that he only presented this image in order to shock the reader out of 
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ambivalence.63  Keeping this criticism in mind, we will proceed to the specifics of how the 

surveillance society is different from prison.  

The Panopticon is an apt metaphor because it explains the behavior of people who 

believe that they could be observed at any moment by the government.  However it is a model 

for a prison, and the metaphor does not translate perfectly to society because of the fundamental 

differences between the raisons d’être of prisons and society.  In a surveillance state, one is 

denied of a few liberties, the liberty of speech being addressed specifically here, whereas in 

prison one is denied almost every liberty.  For example, in a prison, the effects of constant 

surveillance are a part of the punishment process.  This does not translate to society because in 

society surveillance is used as a preventative and disciplinary measure, not a punitive one.  That 

is not to say that constant surveillance is the only punitive measure employed in the Panopticon, 

nor punishment its only purpose.   

An important aspect of the Panopticon metaphor that does not quite translate to the 

surveillance state is that in the Panopticon, the prisoners are separated from each other.  Each 

prisoner monitors themselves in their behaviors.  This isolation could be translated to the social 

isolation dissenters experience when no one is willing to support, express agreement with, or 

even engage in a meaningful discourse about their views.  The result of a broad-reaching chilling 

effect on free speech is that people are unwilling to engage with dissenters.  They are unwilling 

to engage because they want to avoid association with the dissenter as well as the dissent itself.  

Threat of social isolation perpetuates the chilling effect on dissentful speech because without it 

dissenters could find support, empowering both their speech and dissent in general.  Instead, they 

are pressured into silence.   
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However, the pressure to self-censor does not only come from a fear of social isolation.  

In a surveillance state, the pressure to self-censor is much more directly related to a fear of 

discipline, and therefore more directly related to the surveillance itself.  This is where the 

metaphor breaks down a bit.  The separation of prisoners from each other in the Panopticon 

forcibly prevents communication between prisoners.  In a surveillance state, it is communication 

itself which is being monitored.  Communication is not impossible, nor is it restricted.  But the 

content of the communication is not free; it becomes restricted through self-censorship.  It is an 

efficient way for the government to prevent dissent, because we monitor ourselves.  Self-

monitoring does not just apply to individuals.  People monitor each other, encouraged by 

government public awareness campaigns like the “If You See Something, Say Something” 

campaign.64  A Panoptic state creates a chilling effect on free speech by rendering dissenters 

socially isolated, creating the threat of social isolation as a disincentive to dissent, directly 

targeting speech with surveillance, and encouraging people to monitor each other as well as 

themselves.  All of these actions are the based on communication, or the potential for 

communication between people.  Therefore, the Panopticon prison is a flawed metaphor.   

The Auburn Prison system is a real-life adaptation of the Panopticon model.  In the 

Auburn model, surveillance was used to enforce a rule of silence.  The prisoners were placed in 

individual cells during the night, but were in communal spaces during the day doing supervised 

activities, but always in silence.  Foucault presented the Auburn model as “a duplication of 

society itself.”  The point of the rule of silence was to impress upon the prisoners the importance 

of respecting laws: “Thus this operation of isolation, assembly without communication and law 

guaranteed by uninterrupted supervision, must rehabilitate the criminal as a social 

                                                           
64 “‘If You See Something, Say Something’ Campaign | Homeland Security.” Accessed February 27, 
2013. http://www.dhs.gov/if-you-see-something-say-something-campaign. 



38 
 

individual…”65  Foucault also examined the Philadelphia Cherry Hill prison as a real-life use of 

the Panopticon model.  The Philadelphia prison imposed complete isolation on its prisoners in 

the hopes of inspiring reform through forced reflection.  The Auburn system is a more accurate 

metaphor for a surveillance society than the Philadelphia system because it functions more like 

society in that prisoners have contact with each other.  The complete silence enforced within the 

prison is representative of the silence of dissent that a surveillance society promotes.    

Punishment in prison does not only consist of constant surveillance.  Surveillance in 

prisons is there for the protection of the guards, to provide evidence of misconduct, to stop 

escape attempts, etc.  However, it is a significant part of the prisoner’s experience in prison. Is 

this enough to categorize it as a punitive measure alone?  Probably not, because in this light it is 

more like a precautionary measure.  Yes, so is surveillance in a surveillance society, but the key 

difference is that the reason that prisoners merit the precautionary measure is because they have 

already been determined to be criminals.  When a government generates a surveillance society, it 

is treating its citizens like they have already committed a crime.  Whereas we see this practice as 

contrary to the American ideal that a defendant is innocent until proven guilty, for Foucault, we 

are merely in a transitory phase, the end of which being a society in which everyone is presumed 

guilty as a matter of course.  Walzer writes “For him [Foucault] morality and politics go 

together.  Guilt and innocence are the products of law just as normality and abnormality are the 

products of discipline.”66  Foucault would see the erosion of the preservation of innocence as 

normalization in process.   

This is not to say that the presumption of guilt is being normalized, rather self-censorship 

is a normality that arises out of being treated like one is guilty.  Here we see law forming 
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discipline.  The idea of law forming discipline leads to the questions “What are the laws?” and 

“What are we guilty of?”  The answers to these questions will be examined later.  Foucault says 

that non-juridical elements are being incorporated into the new penal system.  That judges are no 

longer the assigners of punishment, rather the arbiter of social values, goals, and morals upon 

and to the accused. “Today, criminal justice functions and justifies itself only by this perpetual 

reference to something other than itself, by this unceasing reinscription in non-juridical systems” 

(22).  In other words, the justice system promotes normalization.  In the case of judges trying 

cases related to free speech and privacy infringements justified by the Patriot Act, could the non-

juridical system be national security?  By supporting panopticization, judges are making the 

judicial system relevant to the government’s stated primary objective - national security    

Surveillance is justified by the assumption that a certain number of the population has 

something to hide and those who do not are willing to sacrifice any amount of discomfort they 

experience for the increased security that surveillance offers.  The fact that the Panopticon prison 

model has been used effectively to control the behavior of prisoners is evidence that people do 

react to being watched.  Foucault is criticized for not offering solid solutions on almost any 

concrete issue.  This is where we must depart from his theory.  Walzer writes on the discourse of 

prison revolts: “…they describe the brutality of the prison authorities or the inhumanity of prison 

conditions, and they complain of punishments that go far beyond those to which they were 

legally condemned.  They denounce official arbitrariness, harassment, favouritism, and so on.”67  

If Americans represent the prisoners and we want to avoid arbitrariness and harassment from our 

government, we need surveillance restrictions that are concretely defined.  But the demand for a 
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more secure nation has risen drastically since 9/11.  So is the government finding what it is 

looking for?  Does surveillance keep us safer?   
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Chapter 4: The Expansion of the Surveillance State in America 

The problem of defining what surveillance is accompanies the problem of translating the 

title of Discipline and Punish from its original French, Surveiller et punir.  Surveiller sounds like 

‘survey’, which might suffice.  The Oxford English Dictionary gives several definitions for 

‘survey’, the most relevant being “To look carefully into or through; to view in detail; to 

examine, inspect, scrutinize; to explore (a country),” and “To look at from, or as from, a height 

or commanding position; to take a broad, general, or comprehensive view of; to view or examine 

in its whole extent.”68  But these definitions lack an implication of perpetuity of observation.  

Surveillance is constant, or at least perceived to be constant.  The Oxford French-English 

Dictionary gets closer, translating ‘surveiller’, the infinitive of the verb, to “1. To watch; to keep 

watch on [building],” or “2. To supervise [work, pupils]; to monitor [progress].”69  A 

combination of these two translations seems most appropriate.  Alan Sheridan, the translator of 

Discipline and Punish, writes about this dilemma,  

Our noun ‘surveillance’ has an altogether too restricted and 
technical use.  Jeremy Bentham used the term ‘inspect’ – which 
Foucault translates as ‘surveiller’, - but the range of connotations 
does not correspond.  ‘Supervise’ is perhaps closest of all, but 
again the word has different associations.  ‘Observe’ is rather too 
neutral, though Foucault is aware of the aggression involved in any 
one-sided observation.  In the end Foucault himself suggested 
Discipline and Punish, which relates closely to the book’s 
structure.70 
 

Maybe “surveillance” had a too restricted and technical use for the title, but Sheridan used the 

word to describe an aspect of what Foucault calls “hierarchical observation.”  Foucault 
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introduces hierarchical observation:  “The exercise of discipline presupposes a mechanism that 

coerces by means of observation; an apparatus in which the techniques that make it possible to 

see induce effects of power, and in which, conversely, the means of coercion make those on 

whom they are applied clearly visible.”  Foucault goes on to explain and give examples of urban 

architectural development in which “general visibility” is the basis for “the spatial ‘nesting’ of 

hierarchical surveillance.  The principle was one of ‘embedding’ (‘encastrement’).”71   

To Foucault, surveillance, a “rather shameful art”, was a tool of hierarchical observation, 

a means for erecting “the perfect disciplinary apparatus” in which it would be “possible for a 

single gaze to see everything constantly.”72  He further explains how surveillance became 

hierarchized.  First because “clerks, supervisors and foremen” were given authority to supervise 

the means of production, a consequence of the division of labor and a history that gives 

surveillance a distinctly capitalist flavor in the eyes of Foucault, and second because the growth 

of parish schools left teachers the need to delegate surveillance to monitoring and observing 

“officers”.73   

 This is a useful, albeit brief genealogy of the hierarchization of surveillance.  However, 

Foucault places limits on surveillance that need to be transcended.  Surveillance today is more 

like the pervasive observation he describes.  The “technicality” of surveillance in our society is 

not a limiting factor, but a defining factor.  Surveillance is carried out through the use of 

technology the vast majority of the time, and deviant behaviors that draw focused surveillance 

are also often carried out through the use of technology.  Kirstie Ball and Frank Weber define 

surveillance in The Intensification of Surveillance: Crime, Terrorism and Warfare in the 
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Information Age: “Surveillance involves the observation, recording and categorization of 

information about people, processes and institutions.  It calls for the collection of information, its 

storage, examination, and – as a rule – its transmission.”74  Surveillance can be focused on 

transportation, communication, and economical maneuverings.  It can also be more direct, as in 

CCTV.  Examples of surveillance in everyday life include the observation of “rowdy behavior in 

the street”, inspecting bank accounts for signs of illicit financial movements, verifying the 

integrity of credit card holders, tagging released prisoners, monitoring automobile speed, 

tracking internet usage of suspected persons,  examination of transportation reservations, and 

satellite tracking of shipping.75   

 There are various competing theories that explain why surveillance proliferates.  Ball and 

Webster provide a literature review of three of these theories in The Intensification of 

Surveillance.  The three they focus on are Marxist theory, Orwellian theory, and instrumental 

rationality theory.  Marxists point to surveillance as a result of class struggles.  Orwellian 

scholars say that surveillance is an instrument of power, and that its proliferation parallels 

advanced levels of consolidation of power within the state.  Sociologist Max Weber says that as 

society becomes more rational, surveillance is a natural byproduct of the inevitable 

bureaucratization of society.76  It is not of huge importance that any one of these theories be 

decided on in this paper.  Each theory has strengths and weaknesses, as detailed by Ball and 

Webster.  But for this paper, it is less important to know the “why” of surveillance and more 

important to know the “how” and eventually the “what next”.  In other words, the specifics, the 

effects, and the results of surveillance are what we will examine for the rest of this section.     
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In the field of surveillance studies there are four generally agreed upon categories of 

surveillance.  The first is “categorical suspicion”.  Categorical suspicion is concerned with 

identifying threats to law and order.  It requires the “close observation and assessment of 

enemies within and without” and “encompasses all the policing dimensions of surveillance, and 

few dispute its necessity, though many are concerned about its boundaries and intrusions into the 

civil liberties of citizens.”77  The second type of surveillance is “categorical seduction”.  

Categorical seduction is used by retailers for targeted advertising purposes.  The third type of 

surveillance is “categorical care”, which is directed primarily at health and welfare services, and 

the fourth type is “categorical exposure”, which involves the surveillance of celebrities of any 

nature by the media, especially the tabloid press.78  All of these types of surveillance are relevant 

to Foucault and have the potential to affect free speech in various ways, but categorical suspicion 

will be the focus of this paper.     

Categorical suspicion surveillance is the kind of surveillance used by private companies 

to monitor its employees as well as the kind of surveillance used by governments to locate 

criminals.  Unless a criminal carries out their act of crime through the use of technology, for 

example a hacker, most categorical suspicion surveillance is used to socially profile potential 

criminals.  Using biometric technology and other data-mining, a suspect’s behaviors can be 

analyzed to indicate if they could be a threat.  This type of surveillance can vary widely in its 

invasiveness, but is typically unaccountable in that subjects do not know when they are being 

monitored.  If “ignorance is bliss” and “if you have nothing to hide, you have nothing to fear,” 
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then surveillance should be benign.  But, as David Lyon says, “surveillance is always 

ambiguous.”79   

Surveillance is particularly ambiguous in America.  Some of it is from the private sector, 

some of it is by the government, but we end up being accountable to all of it.  In a country like 

China, there is no question that one is being surveyed, so the risks of dissent are clear.  In 

America, on the other hand, there is still doubt surrounding the pervasiveness of surveillance.  

Often people who are sensitive to the amount of surveillance being exercised on them are 

considered paranoid or dismissed as a conspiracy theorist.  To be sure, there is a lot of 

misinformation and misunderstanding regarding surveillance in America.  But in truth, it is far 

more embedded than most people realize.  Requests from law enforcement agencies for cell 

phone information records are so common that cell phone providers keep large teams of lawyers, 

data technicians, phone “cloning specialists” and other staff in-house specifically to handle these 

“voluminous and systematic” demands.80  Surveillance has become a regular feature of American 

society.  

The establishment of what Lyon labels “tokens of trust” (for example ID numbers) make 

us complicit in surveillance of ourselves.  We voluntarily use tools like email and online banking 

that are subjected to surveillance.  However, the pervasiveness of surveillance is such that 

removing oneself from the reach of all surveillance would be inconvenient at best and socially 

crippling at worst.  In fact, placing oneself outside the scope of surveillance would require one to 

go to such lengths of circumventing society that the benefit of evading surveillance, i.e. 
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immunity to the normalization of self-censorship, would become nugatory.  Someone who does 

not function within society would not have the means, inclination, or necessary consciousness of 

the state of society to contribute or participate in meaningful ways like through exercising free 

speech.  While it is true that there are aspects of society that are not under surveillance currently, 

it is also true that almost every essential aspect (public, communicatory, financial) already is.  

The inescapability of surveillance in turn contributes to the overall shift towards greater 

intensification of surveillance. 

Privacy 

Surveillance is widespread in the United States today.  Specific surveillance of people 

and their activities is carried out by the companies that people use and work for.  It is carried out 

primarily by the private sector because most American business, financial, transportation, and 

communication institutions are controlled by the private sector.  Surveillance of their customers 

and clients is useful for private companies for a variety of reasons – it helps them with research 

and development, it makes their customer service more efficient, and it keeps their business 

secure.  One early example is International Reporting Information Systems (IRIS).  IRIS was a 

service created in the private sector, for the private sector, providing information on economic 

matters like commodity prices and investment trends as well as political matters like insurgency 

and political maneuverings.  It was started in the early 1980s by former United Kingdom prime 

minister Edward Heath, former head of the World Bank, Ford Motors, and Department of 

Defense Robert McNamara, and other high-level entrepreneurs and former statesmen with the 

intent of benefitting world economies by keeping the private sector informed.81   Another 

example of surveillance commonly employed by the private sector is the use of cookies.  
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Cookies are a virtual tool used by websites that store data about a visitor’s activity on the site in 

the visitor’s computer.  If the visitor goes back to that site, the data stored is transmitted between 

the visitor’s browser and the website servers.82  Marketplace websites like Amazon.com use 

cookies to make recommendations for users, while other websites use cookies to suggest text 

when filling in fields.  Cookies are an example of a technology that facilitates the browsing of 

websites for the user, but they also impose surveillance on the user.  

Apart from tacitly delegating the collection of information to the private sector, the 

government conducts its own surveillance.  A common example of government-conducted 

surveillance is wiretapping.  Wiretapping can be performed on landlines and cellular phones.  

When a landline is wiretapped, the typical approach is to place a bug on the inside of the 

telephone.  The bug uses the telephone’s microphone to receive audio information which is then 

broadcasted to the monitor through radio waves.  When a cell phone is tapped, the audio 

information is intercepted between the base stations that cell phones use to transmit calls.83  The 

technicalities of wiretapping and warrants have been one of the contentious elements of the 

Patriot Act.  Starting in 1968 with the passing of the Wiretap Act, wiretapping phone lines 

required a search warrant.  It was typically considered more difficult to obtain a warrant for a 

wiretap than physical searches because wiretapping imposed surveillance on anyone the subject 

communicated with as well as the subject.  Obtaining wiretap warrants can be time consuming 

and “legally burdensome.”  For example, wiretaps are subjected to the Wiretap Act’s 

exclusionary rule.  The exclusionary rule prevents evidence being used in criminal proceedings 

in the form of voice communication that has been obtained illegally (i.e. through a search that is 

determined to be “unreasonable”).  It is important note that emails and text messages, the tapping 
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of which also require a wiretap warrant, are not subject to the exclusionary rule.84  Because of the 

complicatedness of obtaining a warrant for a wiretap, federal and local law enforcement officials 

have depended more and more heavily on collecting cell phone information from providers.  In 

fact, warrants for wiretaps declined fourteen percent last year to 2,732.85 

However the government monitors more than communications.  Direct surveillance takes 

the form of collecting biometric data as well as monitoring spaces.  The FBI takes DNA samples 

from every person it arrests.  The sample is only destroyed if the suspect is not charged or is 

acquitted.  As for non-federal agencies, about forty states have DNA databases, one of which 

(California) stores profiles of cleared individuals permanently.86  There are more advanced 

technologies at play in surveillance, as well.  “Smart dust” devices, or “motes”, are tiny wireless 

microelectromechanical sensors (MEMS).  These devices are capable of detecting data including 

changes in light or vibrations and transmitting that data to other motes at distances of up to 1,000 

feet.87  Another example of government surveillance is the Terrorism Information Awareness 

project (TIA).  TIA is a Pentagon project that was announced in late 2002 in response to 9/11.  

TIA uses data mining used to find an electronic trail of terrorist suspects.  The idea behind the 

project is that all terrorists leave similar trails, so when observed over time along with facial 

recognition on CCTV and surveillance video at key locations (airports, monuments, public 

buildings) patterns can be found that indicate possible terrorist activities.  TIA is an example of 

preemptive surveillance because it attempts to find terrorists before they have acted.88   
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Governmental surveillance is also utilized for transportation.  The Federal Aviation 

Administration (FAA) depends greatly upon the Computerized Assisted Passenger Prescreening 

System (CAPPS).  CAPPS is an FAA computer program that uses an algorithm to score qualities 

in a passenger’s profile in order to select those who need additional security screening before 

boarding the airplane.  CAPPS is also responsible for selecting random passengers to be 

searched.89   

 Most of what entails surveillance today, both governmental and from the private sector, 

is the creation of records of activity and biometric information.  In fact, the U.S. government 

carries out comparatively little regular direct surveillance when you look at countries like the 

United Kingdom, where more than four million CCTV cameras are placed in public spaces (a 

ratio of about one camera for every fourteen inhabitants) and a national DNA database holds 

samples on nine percent of the population.90  Because most surveillance is not visible to 

Americans, and only some is carried out by the government, there is an uncertainty as to what 

exactly is public and private.  Surveillance scholar Torin Monahan writes,  

For most people, especially in the United States, surveillance is 
inherently ambiguous.  It is unclear where the cameras (or other 
information-gathering devices) are, who owns the equipment, who 
is watching, what the policies are for collecting and disposing of 
data, to what use data will be put, and what rights people have.91  

The ambiguity of the source and agenda of surveillance contributes to the panoptic effect.  

People don’t know who is watching them and when, so it is easy to see why they might assume 

that the government is watching them all the time.  
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Surveillance technology has reached a point where the border between public and private 

spheres is no longer significant.  If the government is monitoring a particular individual, they can 

just as easily access speech that the individual intended for a limited audience as it can speech 

intentionally made public.  Unless the individual has gone to great lengths to encrypt the speech 

if expressed over the internet, or conceal the speech by other means if not expressed virtually, the 

government can have access to it.   

As mentioned earlier, surveillance is often carried out by private companies on their 

customers, for example cell phone providers.  But that does not mean that the government cannot 

easily access that information.  And they do access it, frequently.  In 2012, cell phone carriers 

reported responding to 1.3 million demands for subscriber information from law enforcement 

agencies, a number that is in reality much lower than the actual number of cell phone-users 

affected by the requests.  In particular, one request can call for a cell tower “dump” in which all 

data for phone users near the tower within a specified period of time is turned over.  Just one 

dump can include thousands of users.  And this is a growing trend – law enforcement 

requisitions for cell phone information from private carriers have increased between twelve and 

sixteen percent over the past five years, last year reaching between 116 and 1,500 requests per 

day on average.  The information turned over includes anything from the caller’s location to 

actual text messages.  It is the text messages that are particularly important here, because they are 

a form of speech.  Obtaining warrants, subpoenas, or court orders for information on cell phone 

subscribers can be circumvented in many cases by claiming “emergency” status for the 

investigation.  The ease of access to consumer information has not always been passively 

accepted.  The use of the emergency loophole in non-emergency counterterrorism investigations 

by the FBI has caused them to receive criticism in past years.  In a 2006 lawsuit phone 
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companies that cooperated with the Bush administration when it monitored “suspicious 

international communications” without warrants were sued.  However, the courts and Congress 

ended up giving the companies immunity.92     

 The difference between public and private speech is no longer significant in regards to 

the risk of it being monitored.  That is not to say that it has no importance in this discussion.  The 

perception of privacy can affect how uninhibited dissenters feel when expressing dissent, which 

in turn can affect how dissenters utilize communication tools.  For example, one is more 

comfortable expressing dissent in a private email than on a website that can be viewed by 

anyone.  In fact, the different standards of what is appropriate between public speech and private 

speech embodies the early stages of the normalization of self-censorship.  In other words, self-

censorship is already often practiced by people when speaking in what they perceive to be a 

public forum.   

To the government, however, the separation of the public and private spheres is 

nonexistent in a legal sense.  This creates tension because in practice the government does not 

recognize a division that can be hugely significant for dissenters.  The dissolving of the 

boundaries between public and private spheres is also starting to be true in regards to direct 

surveillance.  The ability of the government to literally listen in on face-to-face conversations has 

become a reality.  “Audio surveillance” systems have been installed on public buses in San 

Francisco.  This technology makes it so that “transit officials can effectively send an invisible 

police officer to transcribe the individual conversations of every passenger riding on a public 
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bus.”93  Other public spaces, like stores could also be subjected to audio surveillance.  Almax 

SpA, the manufacturer of EyeSee, a store mannequin that has a hidden camera with facial-

recognition software, has announced that it is developing mannequins with microphones with 

word-recognition technology.94  EyeSees are used by stores to collect data that allows them to 

better serve their customers, but, as detailed above, information gathered by private enterprises is 

available and accessible to the government.  So speech that is intended to be kept private is no 

longer always private from the government.  Dissent in public as well as private forums can be 

held against the dissenter by the government.  However it is important to remember that the First 

Amendment protects speech that is meant for only a few people to hear as well as speech that is 

meant for as many people as possible to hear.   

 It is difficult to pinpoint exactly when surveillance as we know it started in the United 

States, mostly because there has always been secrecy surrounding government surveillance.  

Recently declassified reports reveal that satellite surveillance technology was being developed 

and implemented in tandem with the moon mission.  The President of the United States did not 

acknowledge that reconnaissance was operating through satellites in space until 1978, and the 

very existence of the National Reconnaissance Office (NRO), the agency in charge of aerial 

surveillance, was not confirmed by the government until 1992.  Robert McDonald gives the 

reason for the secrecy behind satellite surveillance: “…first to protect the source and method; 
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and second, in deference to the sensitivity that some countries might have to U.S. satellites 

orbiting over their territory.”95   

These are legitimate reasons, but it is also possible that surveillance is kept secret because 

it is not strictly legal, or at least not carried out in strictly legal ways.  During the 1977 trial of 

Christopher Boyce and Andrew Daulton Lee, it came out that the CIA was using surveillance for 

purposes other than those expressly permitted.  Boyce and Lee were American citizens who were 

on trial for selling secrets to the Soviet Union.  Boyce was working at TRW, a credit company, 

when he was able to obtain confidential CIA information because of a transmission error.  The 

office of TRW that Boyce worked for processed and distributed information collected by 

surveillance satellites for the CIA, reportedly for “domestic coverage for special purposes such 

as natural catastrophes and civil disturbances.”96  But during Boyce’s trial it came out that the 

CIA “used computer-enhanced photographs taken from satellites to determine the crowd sizes 

and activities of a number of antiwar demonstrations and urban riots in the United States.”  

Antiwar demonstrations and urban riots might be categorized as “civil disturbances”, but 

definitely not “natural disasters.”  In fact, a document prepared by the CIA describes the use of 

satellite surveillance as “possibly outside the CIA’s legislative charter.”97  Another example is 

the fact that cell phone providers, despite fielding over a million requests for phone-user 

information per year, never reported the actual number until Representative Edward J. Markey 

(D-MA), co-chairman of the Bipartisan Congressional Privacy Caucus, requested it.98   
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Whether surveillance has always been applied legally or not, the fact of the matter is that 

surveillance is a routine government tool now.  For evidence of this, we need only turn to the 

application form for the Peace Corps.  When applying to the Peace Corps, applicants are warned: 

Persons currently or formerly employed by the Central Intelligence 
Agency are permanently ineligible for Peace Corps Volunteer 
service… In addition, applicants may be disqualified for service 
because their background or history discloses a substantial 
connection with an intelligence activity or related work other than 
through employment. Even family relationships to an employee of 
an intelligence agency may be considered a disqualifying 
connection… Be advised for security reasons, you may only 
contact your family member concerning your Peace Corps 
application in person (i.e. not by email, phone, social networking, 
or any other means that is not in person). [Emphasis added] 

Clearly, if a government agency is warning applicants not to communicate about sensitive 

matters over email, phone, or social networking, then those communication methods are at risk 

of being monitored. 

Surveillance is not a new government tool.  Wacks writes, “Reports of the fragility of 

privacy have been sounded for at least a century.  But in the last decade they have assumed a 

more urgent form.”99  Surveillance has become increasingly systematic and embedded in 

everyday life, whereas it was formerly reserved as an investigative technique.  What makes this 

possible?  The development of surveillance technologies.  Ball and Webster write, “Indeed, 

[surveillance] is now conducted at unprecedented intensive and extensive levels while it is vastly 

more organized and technology-based than hitherto.”100  The effect of the development of 

technology on the use of surveillance is that it has increased its likelihood of being used as a 

default tool on a wide range of inspections, investigations, and inquiries, both reactive and 

preemptive.  Specifically, the computerization of the information that the government has on all 
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its citizens makes it extremely easy to access that information instantaneously.  This means that 

there is no disincentive to carry out “casual inspection”, a check on surveillance that existed 

before when a certain amount of manual labor and manpower was needed to extract specific data 

from files.101  That is not to say that the only thing preserving our civil liberties is inconvenience.  

Rather, when paired with a meaningful justification, the fact that surveillance operates so 

seamlessly in modern society means that it is unlikely that the government will refrain from 

employing it.   

When there is a powerful reason to impose surveillance, any reason that the government 

might have had to refrain from using surveillance disappears.  This one-way trajectory means 

that there is no reason that the government will cease to use surveillance and so most likely will 

increase the use of surveillance over time.  The U.S. government’s powerful justification for 

using surveillance is national security, a concern that came to the forefront of the nation’s 

consciousness after the attacks on September 11, 2001.  The vast majority of surveillance 

scholars agree that surveillance was in use before 9/11 and even that it was being used 

increasingly up that point, but that 9/11 was a game-changer.  Of course 9/11 was a game-

changer in a multitude of ways for a multitude of reasons, but in the case of the use of 

surveillance, “The destruction by terrorists of the Twin Towers in New York city has stimulated, 

and perhaps even more importantly, legitimated, the acceleration and expansion of surveillance 

trends.”102  9/11 did not independently cause an increased use of surveillance, instead it helped 

accelerate a shift that was already in process.  “9/11 precipitated an application of surveillance 

techniques the magnitude of which we have not hitherto witnessed…The attack on the Twin 
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Towers has accelerated surveillance, but its steady progress was well developed before then.”103  

Some scholars like Nancy D. Campbell point to the War on Drugs as a source of increased 

surveillance, particularly because it standardized the voluntary subjugation of the body to the 

state through the practice of drug tests.104  Monahan agrees that the increase of surveillance was 

already in progress before 9/11: 

 U.S. security agencies and industries were already moving toward 
the widespread application of biometric and other surveillance 
systems prior to 9/11.  The attacks, however, provided the impetus 
for rapidly deploying the systems with as little public scrutiny or 
debate as possible.105 
  

The spread of surveillance, if not triggered then accelerated by the events of 9/11, has 

manifested in several ways.  Monahan credits the attacks for causing surveillance to progress in a 

way that keeps it out of public notice while simultaneously always in public consciousness.  The 

panoptic effect makes surveillance anonymous but always present: “…the policy aftershocks of 

9/11- namely, the USA PATRIOT Act and Homeland Security Acts- have made public 

surveillance at once more secretive and pervasive…”106  The fact that surveillance could be 

affecting any given person at any given moment puts every American on the defensive, creating 

a social paradox in which the government apparently mistrusts its citizens while the citizens must 

try harder and harder to prove their trustworthiness to a government they are expected to trust.  

Donald Davis writes, “It is only the indiscriminate use of political surveillance which endangers 
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both the law abiding citizen and the lawbreaker and which poses significant constitutional 

problems.”107   

National security greatly depends on surveillance because the nature of our enemy in the 

War on Terror is inherently untraceable.  When an enemy is not tied to a particular land or 

country, they could be anywhere, including within our borders.  The lack of control over where, 

when, and how the War on Terror can be fought causes the government to overcompensate by 

controlling what they can: “If only everything can be observed, then, goes the reasoning, 

everything may be controlled.”108  This grasping for control explains how TIA is driven by what 

Ball and Webster term “a compulsion to surveille.”109  When the government cannot control 

where the enemy is, they control their own citizens because the enemy might be among them.  

But the unintended result of this is that the government treats its citizens as if they were enemies.  

Ball and Webster describe this effect: “…today we are witnessing a step change whereby there is 

a massive increase in surveillance, an expansion of those deemed deserving of scrutiny, and an 

integration of this with warfare itself.”110  This is the reason that surveillance is turned on 

American citizens – because in the eyes of the government, infringing on the privacy of 

innocents is preferable to allowing terrorists to operate within our society.  The end result, 

however, is that “…the surge of surveillance in recent years poses sharper threats to liberty than 

before.”111  

Surveillance can bring a certain level of convenience and security, but it can have other 

affects as well.  Most notably, surveillance can result in an invasion of privacy.  When scholars 
                                                           
107 Davis, Donald R. "Police Surveillance of Political Dissidents." In Surveillance, Dataveillance and 
Personal Freedoms: Use and Abust of Information Technololgy, by Staff of Columbia Human Rights 
Law Review, 113-154. Fair Lawn, New Jersey: R.E. Burdick, Inc., 1973, 115. 
108 Ball and Webster, 4. 
109 Ibid., 5. 
110 Ibid., 3. 
111 Ibid., 11. 



58 
 

argue that surveillance violates civil liberties, they are usually referring to the right to privacy.  

Most governments agree that privacy is a right.  Article Twelve of the Universal Declaration of 

Human Rights states that “No one shall be subjected to arbitrary interference with his privacy, 

family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the 

right to the protection of the law against such interference or attacks.”112  Although the word 

‘privacy’ is never mentioned in the Constitution or the Declaration of Independence, 

Amendment Four of the Bill of Rights does provide protection in this regard:  

The right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, 
shall not be violated; and no warrants shall issue, but upon 
probable cause, supported by oath or affirmation, and particularly 
describing the place to be searched, and the persons or things to be 
seized.113 
 

There is no concrete legal definition of what constitutes a violation of privacy.  In The Cross-

Cultural Study of Privacy: Problems and Prospects, Elia Zureik and L. Lynda Harling Stalker 

give broad parameters of what could qualify.  The trangsgression of one or more of four borders: 

natural borders, social borders, spatial and/or temporal borders, or ephemeral or transitory 

borders can mean a violation of privacy.  They also write that a privacy violation can happen 

when “personal information that was collected for one purpose is being used for another” or 

when “data are merged from various sources to construct or infer behavioural patterns of 

subjects.”114   
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Regardless of where the line on privacy violation is drawn, scholars agree that the U.S. 

government has been putting pressure on it since September 11, 2001.  Whether or not the 

pressure is justified is a question of some debate.  Following the attacks on September 11th, 

national security became the new public priority.  Lyon writes, “…The priority given to ‘national 

security’ is skewing older surveillance-and-privacy concerns in new ways, this time 

contextualizing them in a political realm of civil liberties and human rights.”115  The question of 

restrictions on civil liberties is in practice a question of the constitutionality of the Patriot Act.  

The USA PATRIOT Act, the full title of which is the Uniting and Strengthening America by 

Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, provides 

for increased investigative surveillance capability on the part of the government when 

investigating potential terrorists.  One example of the increased capabilities is Section 206 of the 

law which grants roving wiretap abilities.  This means that even if a surveillance subject obtains 

a different phone or computer or has relocated, the same court order authorizing their 

surveillance with the original phone or at the original location still applies.  Another example is 

the “Business Records” section that gives federal agents the ability to obtain relevant information 

(like library records) without a warrant or court order if the person is suspected of terrorist 

activity.  Since these investigations are classified, it is impossible to know just how frequently 

these capabilities are utilized.   

But the fact that they exist is still a contentious issue.  On May 26, 2011, President 

Barack Obama signed a bill that passed in the Senate by forty-nine votes and the House of 

Representatives by ninety-seven votes that renewed the provisions allowing increased 
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surveillance.116  Use of new technology like predator drones and Unmanned Aerial Vehicles 

(UAVs) by the government has refreshed the debate on Americans’ privacy rights.117  It is clear 

that surveillance, in its most direct sense, infringes at least somewhat on the civil liberty of 

privacy, and probably infringes on the civil liberty of free speech.  The question that scholars and 

policy-makers grapple with is whether or not this infringement is justified.  John Stuart Mills 

writes: 

…the sole end for which mankind are warranted, individually or 
collectively, in interfering with the liberty of action of any of their 
number, is self-protection.  That the only purpose for which power 
can be rightfully exercised over any member of a civilized 
community, against his will, is to prevent harm to others.118 

 Some scholars argue that ignoring privacy rights is not just unconstitutional, it is 

dangerous for society.  Ball and Webster argue that constant surveillance blurs the line between 

public and private spheres: “Who does not recognize the need for a private life, for the security 

of the opinion given in the intimacy of the home, for the difference between an off-the-cuff 

comment over a drink and one presented in an official setting?”119  Some even argue that 

surveillance threatens an individual’s autonomy because surveillance is never reciprocal.  

Furthermore, the information garnered is taken out of context, so conclusions drawn from it can 

be misleading. 120  It is true that observing a subject through surveillance will always provide an 

incomplete picture, but saying that surveillance is not reciprocal and leaving it at that is an 

incomplete analysis.  If surveillance is an instance of power being exercised upon ourselves, we 

seek power by exercising it on others.  Foucault writes,  
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It [disciplinary power] was also organized as a multiple, automatic 
and anonymous power; for although surveillance rests on 
individuals, its functioning is that of a network of relations from 
top to bottom, but also to a certain extent from bottom to top and 
laterally; this network ‘holds’ the whole together and traverses it in 
its entirety with effects of power that derive from one another: 
supervisors, perpetually supervised.  The power in the hierarchized 
surveillance of the disciplines is not possessed as a thing, or 
transferred as a property; it functions like a piece of machinery… 
This enable the disciplinary power to be both absolutely indiscreet, 
since it is everywhere and always alert… and absolutely ‘discreet’, 
for it functions permanently and largely in silence.121 
 

In this way, surveillance is not unreciprocated, it is circuitous.  Write Ball and Webster, “It is 

important to recognize this paradoxical character of surveillance: it intrudes and enables at one 

and the same time.”122  But we couldn’t avoid this paradox even if we wanted to.  One cannot 

function in society without allowing oneself to be surveyed.  What are the consequences of this?  

The normalization of behaviors that result from both being surveyed, and from surveying others.   
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Chapter 5: The Importance of Free Speech in America 

The United States has a long history of both protecting civil liberties and sacrificing them 

for national security.  While most civil liberties versus surveillance debates are centered around 

the question of privacy rights, there is another liberty at stake – free speech.  Abraham Lincoln, 

whose curtailment of the civil liberty of habeas corpus during the Civil War is a commonly-cited 

precedent for the restriction of civil liberties in wartime, also curtailed the right to free speech.  

In the U.S. Supreme Court case Ex parte Vallandigham, free speech during wartime was 

curtailed.  During the Civil War, Lincoln’s administration endorsed General Order Number 38 

which prohibited vocal support of the Confederacy in Ohio.  The order was issued by General 

Ambrose E. Burnside and was violated by Clement Vallandigham, a former Ohio Congressman.  

Vallandigham violated the order by giving a speech that explicitly and publicly supported the 

Confederacy and denounced the Union’s actions, saying that the Civil War was “wicked, cruel 

and unnecessary… and for the purpose of crushing our liberty… to free blacks and enslave 

whites.”  Vallandigham was arrested and tried by a military tribunal that found that his speech 

had gone “well beyond the protections of the First Amendment,” since it not only supported the 

Confederacy but inhibited efforts to recruit for the Union Army in Ohio.123  Vallandigham was 

convicted and banished to the Confederacy for the remainder of the war.   

The risk that free speech poses to national security has been an issue that the United 

States has always grappled with.  Glenn Sulmasy argues that the sacrifice of civil liberties is a 

reality that Americans are not always willing to accept:  

Although it is often uncomfortable to discuss such issues within 
American society today, the delicate balance between liberty and 
security does, in fact, tip toward security when the nation is at war.  
The reality is that certain infringements upon liberty often must 
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occur during armed conflict…This reality can be distasteful in 
progressive twenty-first-century culture, but it is an unintended 
consequence when a nation goes to war, even within a republic 
such as ours…However, this delicate balance between liberty and 
security must be achieved by the government.124 

 
The Vallandigham example is useful in that it contextualizes the recent threats to civil liberties in 

a centuries-long debate.  The rise of technology alone has not caused a chilling effect on free 

speech.  Rather, the rise of technology has enabled surveillance, which, when paired with the  

prioritization of national security by the U.S. government, exacerbates a tension that has always 

existed and most likely will continue to exist throughout future conflicts.    

What I would like to examine now is Sulmasy’s claim that the “delicate balance between 

liberty and security must be achieved by the government.”125  Wacks affirms that if national 

security interests are “’compelling’ or ‘substantial’, or where there is a ‘clear and present danger’ 

that the speech will cause significant harm to the public interest,” the U.S. Supreme Court will 

allow for restriction of free speech.126  But sometimes it is free speech that is defending the 

public interest.  In order to understand how this delicate balance is struck and why it is important 

to prevent the normalization of self-censorship, it will be useful to get into why free speech is 

important.  

Free speech is a liberty included in the Constitution.  Its American legal origin is from a 

list of proposed amendments to the Constitution from the minority faction of the Pennsylvania 

convention, most likely written by Samuel Bryan, and published in the Pennsylvania Packet and 
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Daily Advertiser on December 18, 1787.127  The Anti-Federalists were able to get the Bill of 

Rights included in the Constitution, most importantly including Amendment I which states  

Congress shall make no law respecting an establishment of 
religion, or prohibiting the free exercise thereof; or abridging the 
freedom of speech, or of the press; or the right of the people 
peaceably to assemble, and to petition the government for a redress 
of grievances.   
 

It should be noted that freedom of the press and general freedom of speech are essentially one 

and the same today.  The “press” can include any number of bloggers, podcasters, and video-

bloggers who are independently operational.  Thus is the democratic nature of the internet, and 

thus is the opportunity for normalization of self-censorship to affect a vast amount of the average 

citizen’s media intake.  

The freedom of speech has always been an American ideal.  The benefits of free speech 

are usually purported either through a consequentialist argument or through a rights-based 

argument.  Thomas Emerson’s four justifications of free speech from The System of Freedom of 

Expression are individual self-fulfillment, attainment of the truth, securing participation in 

decision-making from constituents, and providing the means of preserving a balance between 

societal change and stability.128  Individual self-fulfillment is an almost exclusively rights-based 

justification, whereas attainment of the truth, securing participation, and balancing change and 

stability are more community or society-oriented.  These constitute a consequentialist argument, 

which holds “…the promotion of truth to support free speech as facilitating or encouraging the 

unfettered exchange of ideas, the dissemination of information, and other means of enlarging 
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participation in self-government” as the goals of free speech.129  It may be true that free speech is 

more likely to be protected when it is considered an inalienable right of an individual, but in the 

context of the debate over surveillance affecting speech, claiming that freedom of speech is a 

human right and therefore inviolable is a bit of a discussion-ender.  It is more useful to examine 

the benefits of free speech as what is at stake in the case of overbearing surveillance.   

So what is at stake when free speech is in danger?  John Stuart Mill argues that the truth 

can only be found by allowing all ideas to engage and compete openly with one another.  He 

writes,  

Not the violent conflict between parts of the truth, but the quiet 
suppression of half of it, is the formidable evil; there is always 
hope when people are forced to listen to both sides; it is when they 
attend only to one that errors harden into prejudices, and truth itself 
ceases to have the effect of truth, by being exaggerated into 
falsehood.130 

 
Without free speech, truth cannot be known.  Truth, abstract as it may seem, must be attainable 

for self-government to function.  Alexander Meiklejohn writes:  

The principle of the freedom of speech springs from the necessities 
of the program of self-government.  It is not a Law of Nature of 
Reason in the abstract.  It is a deduction from the basic American 
agreement that public issues shall be decided by universal 
suffrage.131 

 
Without an understanding of the facts and different takes on the issues of government, self-

governance is ineffective, and a free exchange of ideas is necessary to achieve this 

understanding.  In Diaz v Oakland Tribune Inc., the California Court of Appeals decided that the 
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First Amendment was necessary “to keep the public informed so that they may make intelligent 

decisions on matters important to self-governing people.”132   

That is not to say that because we have free speech, all citizens are automatically well-

informed and versed in the issues.  In fact, many Americans aren’t.  One might be tempted to 

argue that since many Americans do not stay informed and do not vote, free speech is not useful 

or necessary for self-government.  But the fact that many Americans don’t take advantage of the 

free press is not a reason to take away the opportunity for them to.  In addition, in reality more 

Americans engage with the free press than don’t.  Seventy-one percent of Americans read a 

newspaper, watch the news on television, or listen to news on the radio, and fifty percent read or 

listen to the news through a digital platform (like online radio or news sites) on a given day.133  

In the 2012 general election, almost fifty-nine percent of eligible Americans voted.134 These 

numbers might not suggest a thriving participatory democracy, but they represent a significant 

enough portion of the public that acts as an audience to free speech to discount the use-it-or-lose-

it argument. 

 Plurality of opinion is the ideal that free speech works for.  What Spitz calls the “free 

play of conflicting opinions” and what Mill calls “the marketplace of ideas” is the competition 

between ideas expressed through speech, the idea being that the most true, most accurate, or 

most useful idea will emerge and will then be shaped into policy.  This intellectual survival-of-

the-fittest model encourages diversity of thought because without competition, any thought could 

become more powerful than it merits.  Spitz writes: 
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…this essential fact remains: that what every society esteems, and 
seeks to produce, is the tranquilized, and tranquilizing, man.  What 
is valued is harmony, congeniality; what is expected is a due 
measure of diffidence, even perhaps of obsequiousness; what is 
achieved, or at least intended, is the anonymous, not the 
autonomous, man.  And it was to oppose this pressure and this 
result, this very real ‘tyranny’ of majority opinion that stifles the 
mind and banishes creative or merely dissident ideas, that Mill 
entered his plea for diversity and freedom and individuality.135  
 

Authoritarian governments are so eager to squash dissent because they do not want the 

competition of ideas that it offers.  The competition is threatening first of all because when 

closely examined, the authoritarian government’s policies could (and probably would) be proved 

ineffective or inefficient, and second of all because if there is a vacuum of dissent, people will 

eventually forget that dissent is an option.  In other words, authoritarian governments do not 

want dissent reaching the ears of those to which it had not occurred to dissent.  The very 

existence of dissent makes its spread, if not imminent, at least possible, threatening the 

authoritarian government’s monopoly on political ideas.  And this is why authoritarian 

governments are known to fail, and also why Mill argues that censoring individual opinion is not 

just detrimental to the individual- it could be detrimental to society.  Albert William Levi writes:  

And this because opinion is not merely the possession of its owner, 
but a public property instrumental in either affording access to a 
new truth or providing for the revivication of an old…[Censorship] 
puts an end to that faith in social experimentalism which holds that 
mistakes within the realm of social policy can be rectified by 
experience and exposed within the arena of open public 
discussion.136   
 

In this light, limiting the right to free speech is not just an issue of infringing on civil liberties; 

rather it could result in serious failings on the part of the government to operate effectively.   
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Free speech as a means for individual self-fulfillment could also have implications for 

good self-governance.  Levi writes: 

And just as there must be freedom of self-determination for the 
inner life, so there must be freedom for public discussion and 
deliberation about outward acts.  Selves are largely formed and 
continually remade in the process of interacting with their fellows, 
and the very formation of responsible selves requires that they 
speak freely, respond to the words of others, develop the latent 
powers of their reason by testing the alternatives before them.137  

 
Here Levi argues that self-realization occurs through the exercise of civil liberties, in particular 

free speech.  Given that self-realization is, if not the same as self-fulfillment, at least congruent 

to it, participating in dialogue allowed by free speech is a way not only to stay informed but a 

way to become a “formed” and therefore valuable member of society.  Then why is it important 

to have self-realized people in a society? 

For however the self is a social emergent, growing out of a prior 
social environment, selfhood is axiologically prior to society, and 
society must respect the individuality in its own nature as the 
source of all values.  In a certain sense Mill recognized this.  ‘The 
worth of the State,’ he said, ‘in the long run is the worth of the 
individuals composing it.’138 

 
Levi uses Mill to argue that it is necessary to have a society composed of fully-formed selves for 

it to flourish.  In fact, it is not only society in general that needs formed individuals, but the State 

as well.  Both the consequentialist argument and the self-fulfillment argument support the case 

that self-government requires free speech.  

Surveillance and Free Speech 
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Surveillance poses a danger to free speech because it poses a danger to free thought.  The 

normalization of self-censorship indicates an attempt by the government to restrict speech and 

therefore opinion to a narrow scope of ideas and thought.   

But an essential feature of speech is that it is the expression of a 
mind.  A speech act is a mental act.  The attempt to govern actions 
by governing speech must, therefore, come to terms with the fact 
that speech is the means by which a mind seeks expression – not 
only self-expression as a private act, but communion and 
communication with others in the course of a common life in a 
public world.  Saying is both thinking and doing.139 
 

The restriction of speech causes the restriction of opinion because of the intertwined nature of 

the causal relationship between speech and thought.  John Stuart Mill writes: 

This, then, is the appropriate region of human liberty.  It 
comprises, first, the inward domain of consciousness; demanding 
liberty of conscience in the most comprehensive sense; liberty of 
thought and feeling; absolute freedom of opinion and sentiment on 
all subjects, practical or speculative, scientific, moral, or 
theological.  The liberty of expressing and publishing opinions 
may seem to fall under a different principle, since it belongs to that 
part of the conduct of an individual which concerns other people; 
but, being almost of as much importance as the liberty of thought 
itself, and resting in great part on the same reasons, is practically 
inseparable from it.140 
 

Levi extends Mill’s meaning to definitively claim that “…it is difficult to distinguish sharply 

between the formation of opinion and its expression or publication.  Therefore, in a certain sense 

freedom of speech is as much a concern of the inner life as is freedom of thought.”141  If speech 

is not spoken, the thought behind it is both repressed by the thinker and never heard and 

considered by any other member of society.  In other words, if certain opinions are not 

expressed, not only will they never spread, they eventually they will not even be thought of.  
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Intentional or not, the effort on the part of the government to encourage self-censorship is an 

assault on free consciousness and therefore free speech.   

One important impact of surveillance on free speech is that surveillance removes the 

possibility of anonymous speech.  Wacks writes, “Anonymity is an important democratic value.  

Even in a pre-electronic age, it facilitates participation in the political process which an 

individual may otherwise wish to spurn.”142  In the 1995 U.S. Supreme Court ruling for McIntyre 

v. Ohio Elections Commission, it was held that anonymous speech is protected by the First 

Amendment.143  Anonymous speech is rampant on the internet.  Even when users do not try to 

protect their anonymity, there is little chance that the readers and speakers will ever meet in 

person, providing a measure of disconnection that facilitates uninhibited dialogue, for better or 

for worse.  When speakers do not feel accountable to their words, they are less likely to censor 

themselves.  The negative side of this is that many viewpoints expressed on the internet are not 

well-formulated or supported by evidence.  But, given John Stuart Mill’s truth theory, every 

possible viewpoint must be expressed openly in order for the most accurate to emerge.  Even 

speech expressed with little regard for the consequences or content could contain a valuable 

perspective.  However, the removal of anonymity from speech could lead many speakers to 

censor themselves, thus stifling important potential dialogues.  Anonymity allows a diversity of 

viewpoints to be expressed, and surveillance endangers that anonymity.   

Academic freedom in the aftermath of 9/11 

Academic freedom falls under the category of freedom of expression.  It can be exercised 

in many different ways, for example preventing “improper legislative proscription of the 

curriculum”, protecting the right of students to form groups on campus, to hear outside speakers, 
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and to demonstrate on campus.144  “Where the faculty member is fulfilling the university role as 

critic of society, discoverer of new knowledge, and facilitator of social change, the university’s 

right of regulation would be at a minimum.”145  Academic freedom is of particular importance to 

American society because preventing those whose job it is to have ideas from participating in the 

free marketplace of ideas would be the epitome of shooting oneself in the foot.  In addition, 

preventing freedom of thought within the university would prevent it from educating effectively.  

“In fact, as the Supreme Court has frequently declared, freedom of expression is particularly 

necessary I the academic context if the university is to perform its function.”146  The relationship 

of the university with the marketplace of ideas forms a reciprocal system in which exercise of 

freedom of speech enriches the university as well as society in general.   

Ultimately any system of freedom of expression depends upon the 
existence of an educated, independent, mature citizenry.  
Consequently realization of the objectives of the First Amendment 
requires educational institutions that produce graduates who are 
trained in handling ideas, judging facts and argument, thinking 
independently, and generally participating effectively in the 
marketplace of ideas.147 
 

The First Amendment applies to academic freedom in a way that affirmative for both 

institutions.  In order to have a citizenry qualified to speak and listen, “…the First Amendment 

could be said to require the kind of educational institutions that are capable of producing such 

results.  The First Amendment could also be said to guarantee, in addition to a right to speak, a 

right to know.”148  In the end, though, academic freedom falls under the protections of the First 

Amendment because faculty members are not only teachers and scholars with privileges and 

resources, but citizens with rights.   
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This does not mean that university faculty are immune to any restrictions on their speech 

whatsoever.  A faculty member should ensure that his students are aware that he expresses his 

own views, and not those of the university.  However, as an endorsed employee of the university, 

he should also make sure that the content of his speech can be held up to professional standards.  

As Voltaire said, “With great power comes great responsibility.”  A faculty member of a 

university is like a technocrat of knowledge – they are expected to have a better understanding of 

their field, and so should be all the more careful in presenting that understanding to others, 

especially their inherently impressionable students.149  

In the aftermath of the September 11th attacks, there were multiple instances of 

challenges to academic freedom.  Academic speech following 9/11 is a useful case study of 

potential self-censorship for several reasons.  The fact that the speech is academic makes it a 

good case to examine.  First of all, academic speech is more public than most other speech.  It is 

directed to a roomful of students, all of whom are there for the specific purpose of listening to 

the faculty member.  Second of all, academic speech is more scrutinized than most speech, both 

because it is public and because, as mentioned earlier, it is held to a higher standard of accuracy 

because of its inherent purpose.  Additionally, the fact that the speech occurred in the aftermath 

of a national tragedy, especially one that preceded a war, makes it a good case study.  Because 

tragedy on such a broad scale usually unites the sentiments of a nation, dissent is all the more 

noticeable.  Criticism of the government starkly contrasts with the rhetoric of standing united 

against a common enemy.  Instances of academic dissent following 9/11 are very telling about 

the potential for the normalization of the deviancy of dissent. 
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There are several factors at play in each example of academic dissent.  First of all, what 

form did the dissent take?  In the case of University of New Mexico Professor Richard Berthold, 

it was an off-color joke that, because of the circumstances, was extremely offensive.  Berthold 

joked to his students, “Anyone who can blow up the Pentagon gets my vote,” in class the same 

afternoon of the attack.  Berthold apologized within a few days, saying he had been “a jerk” and 

that the joke had been “stupid.”  When given his punishment (an official reprimand in his file, 

removal from teaching freshmen courses, and subjection to a post-tenure review), he said that it 

was “an appropriate response to the callousness and stupidity I demonstrated on September 

11th.”150  A slightly more serious form of dissent was the remarkable insensitivity to the 

situation shown by Kenneth Hearlson, a non-tenured teacher at Orange Coast Community 

College.  Hearlson said to Muslim students a week after the attacks, “You must at times feel as 

though you drove two planes into the World Trade Center.”151  And, thirdly, there is the blatant 

and unapologetic dissent of people like Ward Churchill, who posted an essay to a website shortly 

after the attacks that severely criticized U.S. foreign policy, and even said that the attacks were 

justified.  Churchill reconfirmed his views when the post came to light in late 2005, saying in an 

interview, “One of the things I’ve suggested is that it may be that more 9/11s are necessary.”152   

The type or level of dissent might affect the punishment given, the reaction of the public, 

and the position of the dissenter in society following the incident.  There are several examples 

that support that the type of dissent is taken into account when the university is deciding on 

punishment.  In the case of Berthold, who received a comparably light punishment, the 

university’s provost said that he had “failed to act responsibly”, not that his remark had any 

                                                           
150 O'Neil, 79-80. 
151 Ibid., 81. 
152 Ibid., 83. 



74 
 

malicious intent or extremely detrimental result.  Another example is Hearlson, who also did not 

express vehement dissent, and also was not dismissed.  Hearlson did believe that the letter of 

reprimand placed in his file was overly harsh, however.  The fact that he was punished all, given 

that his remark actually express sympathy towards his Muslim students, is most likely due to the 

fact that at first the students in his class reported that he had accused the Muslim students of 

being terrorists, whereas the subsequent investigation found that in fact it had been a 

misunderstanding.  A misunderstanding due to Hearlson’s insensitivity and negligence, but a 

misunderstanding nonetheless.  Regardless, the degree of his dissent was taken into account 

when determining the severity of his punishment.  A third example of the level of dissent 

affecting the severity of the punishment is in the case of Robert Jensen, a journalism professor at 

the University of Texas-Austin.  Jensen wrote an op-ed for the Houston Chronicle that 

controversially equated actions of the U.S. government with those of the 9/11 terrorists.  The 

president of the university, Larry Faulkner, did not make any official moves to punish Jensen, 

but did write a response piece in the Chronicle the next day, calling Jensen a “fountainhead of 

undiluted foolishness.”153  In Jensen’s case, Faulkner made sure to distance himself and the 

university from the views put forth by Jensen, but the original op-ed piece was not enough to 

merit personnel punishment. 

The type of dissent can also affect the aftermath of the incident for the dissenter.  In the 

case of Hearlson, the fact that his insensitivity led to a misunderstanding between him and his 

students that ended with him being officially reprimanded was unacceptable to him.  He 

expressed that it was like “a judge telling a just-acquitted defendant, ‘I’m going to punish you, 
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even though you’re found innocent.’”154  Another case in which the type of dissent factored into 

the aftermath took place at City College, a CUNY campus.  At the end of September, 2011 a 

City College faculty group sponsored a teach-in on U.S. foreign policy issues.  The faculty 

members were critical of U.S. foreign policy, one saying that “American colonialism” had 

caused the attacks.  The context of this dissent within an official university-sponsored setting 

made preserving academic freedom all the more important for the vice-chairman of the board of 

trustees, Benno Schmidt.  Schmidt staved off any official reprimand from the board for the 

faculty involved in the teach-in.  This speech, academic in nature and not acutely polemical, did 

provoke public disapproval but did not pose a threat or present a liability to the university if not 

silenced.155   

Even is a dissenter is not explicitly punished for their dissent, the level of controversiality 

of their dissent can affect the aftermath of the incident for the dissenter.  One case in which the 

type of dissent may have affected the end result of the controversy for the dissenter, but in the 

opposite way from the City College faculty, is the case of Ward Churchill.  Churchill’s posted 

essay severely criticized U.S. foreign policy and lauded the actions of the terrorists as 

manifestations of “the courage of their convictions.”  He also called the victims of the attack 

“little Eichmanns” and implied that the attacks were merited.  As mentioned earlier, Churchill 

reconfirmed his views when the posted essay was brought to the attention of the public in 2005.  

The University of Colorado was unable to dismiss Churchill for his views, but they investigated 

his scholarship until they found concrete grounds for dismissal elsewhere, based on plagiarism 

claims.  The University’s Privilege and Tenure Committee only recommended suspending 

Churchill for one year based on his “research malfeasance”, but because of the urgings of the 

                                                           
154 Ibid., 81. 
155 Ibid. 



76 
 

University System’s President, Hank Brown (a former U.S. Senator), the Regents saw fit to 

dismiss him entirely.  Churchill’s lawyer claimed that the dismissal was unjustified since the 

research misconduct did not merit it and because were it not for the 9/11 essay controversy it 

would not have come to light at all.156  Brown denied this claim, but considering the disparity 

between the Tenure Committee’s recommendation and the incentive to dismiss Churchill 

because of his reputation as a dissenter, it is likely that the extremity of Churchill’s speech 

played a role in his dismissal.  In this case, even if they type or level of controversiality of 

dissent was not taken into account in the direct punishment, it did affect the overall end outcome 

for the dissenter.   

Often a result of dissent is that the dissenter brings a stigma upon themselves for which it 

is difficult both to pinpoint how it manifests and to neutralize.  One notable example of the long-

lasting effects of dissent is the case of Tariq Ramadan.  Ramadan is a Swiss citizen, Islamic 

scholar, and would-be endowed chair at the University of Notre Dame.  In 2004, when Ramadan 

attempted to move to the United States after being assured by U.S. officials that his work visa 

was in order, his visa was revoked by the Department of Homeland Security.  The only 

explanations offered at the time were references to a statute authorizing reviews or delays when 

someone might be a threat to national security.  The media speculated that the reason could be 

Ramadan’s history of criticizing U.S. foreign policy and Israel, or that his grandfather had 

cofounded a group that was once labeled “terrorist”.  Two years after Ramadan’s visa was 

revoked, the American Association of University Professors along with several other groups 

challenged the constitutionality of the cited statute by contesting it in court.  The State 

Department responded to the case by explaining why Ramadan’s visa had been revoked: he had 

                                                           
156 Ibid., 84. 



77 
 

donated to French and Swiss organizations that had been accused of supporting Hamas.  The 

statute referred to the “ideological exclusion” provision of the Patriot Act, a provision that 

allowed for the denial of entry of visitors with “uncongenial views.”157  In 2010, however, then-

Secretary of State Hilary Clinton signed an order that authorized Ramadan and another professor 

who was kept out on grounds of ideological exclusion, Adam Habib to enter the country.158  It 

took the efforts of multiple national organizations, two lawsuits, and a change in administration 

for Ramadan’s visa to be approved.  Ramadan’s family history of ideological non-conformity as 

well as his current beliefs made him enough of a threat that he was barred from the US for six 

years.  The type or level of controversiality can affect the punishment the dissenter receives from 

their institution, but if no punishment is warranted, it can still affect their career.  In the case of 

Ramadan, the fact that he could be associated with any dissent at all was enough to affect his 

social trajectory.   

A second factor in cases of academic dissent after 9/11 is the reaction of the public.  It 

might be useful to examine the reaction of the public following instances of dissent after 9/11 

because it indicates exactly how unsettling dissent can be to society, as well as illuminate how 

resilient standards of academic free speech are.  It would follow that the type of speech might 

correlate to the level of outrage in the public.  However, upon inspection of the cases, this does 

not seem to be true.  Berthold, who made the insensitive joke, Hearlson, who made an example 

of his Muslim students, and Churchill, who said that more 9/11s were needed, all were subject to 

public outcry.  Berthold and Churchill, who represent the opposite ends of the spectrum of 

dissent, both received death threats.  All three were subject to off-campus calls for dismissal.  
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Nor does the amount of time after 9/11 that the dissent occurred seem to have an effect on the 

public outcry.  Berthold’s dissent occurred the afternoon of the September 11, 2001, and 

Churchill’s essay did not come to light until 2005, on the eve of a scheduled lecture at Hamilton 

College.  This shows that dissent can be powerful, even when not in an extreme form, and even 

when temporally separated from the moment of agitation.  

The public’s reaction might have an effect on the aftermath for the dissenter, however.  It 

is possible that Hank Brown, the president of the University of Colorado would not have urged 

the Regents to dismiss Churchill if the public outcry was so extreme.  University administrators 

have to weigh the benefits of having a reputation for upholding academic freedom against the 

costs of being associated with the controversial views expressed by people like Churchill.  

Regardless of whether or not Brown agreed with Churchill, he must have been aware of and 

considering the reaction of the public to Churchill’s presence on campus as a tenured professor.  

This explains why it was such a priority for Brown to have Churchill dismissed, despite the fact 

that he could not be dismissed as a direct result of his dissent.  Berthold, perhaps fearing a 

similar piggy-backing consequence for himself, retired early from the University of New Mexico 

in the face of sexual harassment charges at the end of the year.  Another case in which public 

reaction played a role was the case of Sami Al Arian, a computer science professor at the 

University of South Florida.  Al Arian elicited strong public disproval in the form of angry calls 

and e-mails from alumni, public officials, and concerned parents and neighbors asking for his 

dismissal when he made his anti-Israel views known during an appearance on The O’Reilly 

Factor.  The university put Al Arian on paid leave for the semester and barred him from campus 
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as a direct result of the public outcry.159  The reaction of the public can have an effect on how 

both the university’s administrators and the dissenter act in the aftermath of the dissent. 

In July 2006 a state law went into effect in Ohio that mandates that all state employees, 

including faculty and staff at public universities and community colleges, undergo a survey in 

order to become loyalty-certified, a process that “bears a striking resemblance to the disclaimer-

type oaths of the 1950s.”  The questions include such inquiries as “have you ever solicited any 

individual for membership in an organization on the U.S. Department of State Terrorist 

Exclusion List?”  The applicant must also testify that he or she has never “committed an act that 

you knew, or should have known, ‘affords material support or resources’ to any such 

organization.”  There are six questions total, and according to the law failure to respond could be 

interpreted as an indication that the applicant does have terrorist affiliations.160  As for the 

effectiveness of this measure at preventing terrorists from infiltrating the Ohio state government, 

O’Neil writes, “Moreover, the practical efficacy of such security measures is highly doubtful; a 

genuine terrorist would probably be least deterred by such a requirement, convinced that risking 

a perjury charge for falsely representing his loyalty would be the least of his problems.”161  

Despite the arbitrariness of denouncing connection to any one of the fifty-two current Designated 

Foreign Terrorist Organizations or eight Delisted Foreign Terrorist Organizations, the invasion 

of privacy that answering such a questionnaire entails, or how much the law smacks of 

McCarthyism, there has been no public objection to it, either by state government employees or 

other citizens.162  This is typical of the attitude that Americans have adopted towards 

surveillance.  In 2011, only thirty-two percent of Americans said that they had heard “a lot” or 
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“some” about the Patriot Act.  Of that thirty-two percent, forty-nine percent think it is “a 

necessary tool” and forty-one percent “say it goes too far and poses a threat to civil liberties.”163  

The ambivalence towards this measure is worrying.  It is a basic tenet of academic freedom that 

faculty members should not be penalized for membership of political organizations, even if the 

organizations are dissentful ones.  Emerson writes, “Nor would the university be justified in 

making inquiry of its faculty members into areas of expression, or penalizing a faculty member 

for refusing to answer government inquiries into expression.”164  This example shows that public 

outcry is generally biased towards the side of disproving deviancy. 

It might be that another important factor in what happens to dissenters in cases of 

academic speech is whether or not the faculty member in question has tenure.  In the case of 

Churchill, the board of regents stated to the press that “the law requires a process to fire a 

professor.”  Therefore, in order to circumvent tenure, the administration issued an extensive 

examination that allowed them to unearth Churchill’s research misconduct.  Another telling case 

is that of September 11th revisionist William Woodward, a psychology professor at the 

University of New Hampshire, who openly claimed that the U.S. government was involved in a 

conspiracy that included the attacks.  Despite these extreme views and the fact that his dismissal 

was requested by state legislators and officials because of them, dismissing Woodward was 

never even on the table for the University administration.  Woodward was also a securely 

tenured member of the faculty who had taught at the University of New Hampshire for thirty-

five years.165  On the other hand, there are instances of non-tenured professors being protected 

under academic freedom arguments.  Kevin Barrett, who “not only lacked tenure but even a 
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regular professional appointment,” was a political scientist at the University of Wisconsin-

Madison who in 2006 made his views public that “9/11 was an inside job.”166  The provost of the 

university made a statement separating Barrett’s views from the university’s and ordered a 

review that determined that Barrett was sticking to the syllabus, at least in class.  The tenure 

status of the dissenter does not seem to have an effect on their punishment in every case. 

 Examining and comparing these instances of academic dissent tell us several things.  

Although the specifics of the situation, like the type of dissent or the tenure status of the 

professor might have an effect on what happens to the dissenter, more often it is more important 

that they dissented at all.  Often when logistics like tenure status prevent dissenters from being 

fired, they still suffer social consequences.  As said above, public outcry occurs no matter what 

the form of dissent or how long after 9/11 it happens.  But the undiscriminating public still has 

an effect on decisions made by university administration when deciding how to address these 

situations.  When professors are protected because of academic freedom, it is in spite of public 

reaction.  This shows that in conditions in which national unity is expected, dissent is not only 

unwelcome but considered a deviant behavior.   

 Can examples of academic dissent be used to draw implications for the rest of American 

society?  In an academic setting, there are different priorities and different consequences.  A 

university president or board of trustees will not act in the same way that a government body 

would.  A university president or board cannot punish in the same way as the government and 

might not punish in the same situations.  For example, there is no such thing as tenure outside of 

the university.  Yes, a dissenter could be an esteemed member of society in other respects, but 

few institutions support the same kind of legally secure position as that of the tenured professor.  
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In order to recreate the same power relationships as in the academic dissent examples, the 

dissenter would have to be a U.S. government employee or official.  Of course this kind of 

instance of dissent is completely possible, but the nature of normalization means that it can 

extend beyond its institution of origin.  But these inconsistencies address the details of the 

situations.  The effect of dissent condemning someone to deviancy transcends institution.   

Instances of academic dissent can be applicable to society in general, and there are cases 

that illustrate this overlap.  The case of Sami Al Arian, the University of South Florida professor 

who expressed his anti-Israel views on The O’Reilly Factor is one such case.  At the beginning 

of the school year following Al Arian’s television appearance, USF filed suit in federal court in 

search of a ruling that would permit Al Arian’s tenured appointment to be terminated.  The judge 

threw out the case, saying that it should be decided within the university.  However, the 

following February, Al Arian was indicted for providing funds and other material support to 

Middle Eastern terrorist organizations.  When Al Arian’s case went to trial, he was acquitted of 

the most serious of the charges but the jury remained deadlocked on the others.  After three years 

of uncertainty over whether or not the case would be reopened, Al Arian agreed to plead guilty 

and accept deportation.  This case illustrates the fact that the issues that face school 

administrators and government law enforcement are sometimes, if not always exactly the same, 

at least partially connected.  Sometimes, as with the case of Tariq Ramadan, the university is not 

even involved in the repercussions for dissent.  In fact, the fact that Ramadan’s dissent was 

academic is only circumstantial.  His dissent caused him to be barred from entering the United 

States, a consequence administered without reference to, and in spite of, the university that had 
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hired him.  In the end, the social implications are the same for academic dissent and non-

academic dissent.167   

So what are these implications?  First of all, that it is the responsibility of the speaker to 

conform to current societal standards.  When professors dissented after 9/11, the reaction was 

that the professor should be fired for their actions, not the provost of the university or whoever 

hired the professor.  This shows that Americans still have belief in individual autonomy, even in 

institutional settings.  The autonomy of the individual to think and speak are supported by these 

examples of dissent, but the privilege to do so is called into question.  When reading about the 

various anecdotes or post-9/11 dissent, the reaction of the reader is typically either “How could 

that professor say that?” (like in the cases of Berthold or Hearlson) or “How could that professor 

think that?” (like in the case of Churchill).  For the former, this is how social pressure contributes 

to the normalization of self-censorship.  The question implies that it is feasible that the professor 

would have the reaction to the events of 9/11 that they did, but that revealing this reaction to the 

public is anything from unprofessional to seditious.  The latter question, “How could that 

professor think that?” indicates the expectation of ideological unity.  This expectation is 

understandable in the face of a national tragedy like 9/11, but also indicative that dissent is 

already something that is merely tolerated in our society, and not embraced.   

 Ideological dissent being considered a deviant behavior is not a new phenomenon.  The 

McCarthy Era left hundreds of people, especially academics, socially ostracized because of their 

supposed deviancy.  There are many parallels between the Senator Joe McCarthy’s manic search 

for Communists in the State Department and the Department of Homeland Security’s search for 

terrorists and supporters of terrorism in America.  In Academic Freedom in the Wired World: 

                                                           
167 Ibid., 88. 



84 
 

Political Extremism, Corporate Power, and the University, Robert O’Neil illustrates how the fact 

that many more dissenters after 9/11 were defended by their universities than during the 

McCarthy era should be taken as a sign that academic freedom is important to Americans, but 

taken with a hefty grain of salt.  Academic dissenters were persecuted during the McCarthy era 

in a way “that led to the destruction of careers, the ruin of academic lives, and the widening of 

distrust within an already fearful climate.”168  But there are important differences between the 

red scare and the terrorist scare.   

One is that evidence of Communist sympathies was usually derived from political 

affiliations.  Someone was suspect if they belonged to a union or club that might have 

Communist connections.  In the post-9/11 era, however, isolated instances of dissent suffice.  

O’Neil writes that objection to dissent post-9/11 “…focused solely on a single transgression, 

seldom generalizing from the catalytic incident much less suggesting anything like a conspiracy 

among professor opposed to the war in Iraq or other controversial policies of the Bush 

administration.”169  Yes, there are cases like those of Al Arian and Ramadan in which the 

dissenter was punished for their political connections.  In Al Arian’s case, his action of 

financially supporting terrorist groups spoke much louder to the U.S. government than his anti-

Israel words on The O’Reilly Factor.  But there are also cases like Berthold, where just one 

careless remark was enough to prompt media outcry.  Even more significant is the case of 

Churchill.  Churchill’s dissentful essay did not come to light until four years after he wrote it.  

His views did not change over those four years, and he was unapologetic in the face of criticism, 

but it is clear that he did not want to publicize them because he let his essay languish in internet-

obscurity until it was brought forth right before his Hamilton College lecture.  Churchill was the 
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victim of the peer-driven surveillance that is enabled by technology like the internet.  When 

everything one has ever published is available with the click of a mouse, accountability over time 

is exponentially increased.  The accountability-due-to-surveillance factor is an important 

difference between the McCarthy era and the present. 

 Another significant difference is the lack of a Joe McCarthy figure in the present era.  

There is no single government figure spearheading the campaign against terrorists.  President 

George W. Bush does not fit the bill because, though he issued the rallying cry, he immediately 

delegated the task of finding terrorists to the department he created, the Department of Homeland 

Security.  The fact that it is a faceless government body that enforces this campaign is hugely 

significant to the panoptic effect on American society.  When a social shift lacks a single leader, 

it might move more slowly, but it is far more likely to be accepted and subsequently normalized.  

McCarthyism moved very quickly – Senator McCarthy made his famous Wheeling speech on 

February 9, 1950.  Within a month the Senate Subcommittee of the Foreign Relations Committee 

began hearings on the charges brought forth in the Wheeling speech.  Within a matter of weeks 

McCarthy was preeminent enough to merit the coinage of the term ‘McCarthyism’.  It took less 

than five years for McCarthy to reach his peak, overstep constitutional and conventional 

boundaries, and subsequently be censured by his peers.170  McCarthyism made a big splash 

because it was the manifestation of anti-communist sentiments that were already latent but 

building in American society.  It inevitably fizzled because of the disruptive and unsettling 

nature of McCarthy’s tactics.   

The censure of Joe McCarthy ended the state-sanctioned, unconstitutionally invasive 

investigations that characterized McCarthyism, both symbolically and in practice.  But there is 
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no Joe McCarthy today.  When there is no one figure to censure, the issue of checking a 

movement becomes infinitely more complicated.  As mentioned above, President Bush is not a 

candidate, both because he did not explicitly enact restrictions on free speech himself and 

because the proliferation of surveillance has continued despite him no longer being in office.  It 

is even difficult to point to the Department of Homeland Security as the leader in the 

proliferation of surveillance and subsequent normalization of self-censorship because it is not 

always the government who is surveying, and legal action is not always a factor in self-

censorship situations.  One cannot even identify one political party as the leader behind the 

proliferation, because individuals on both sides of the aisle have both supported and criticized 

the use of surveillance.  O’Neil writes that dissent today does not align with any particular 

ideology; that in fact attacks on academic free speech “come from varied and even opposite 

perspectives.”171  So if the question during the McCarthy era was, “Who can I trust?,” the 

question now is “Why should I trust anyone?”.     

Tolerance of surveillance is a social phenomenon that does not have a concrete source but 

manifest in concrete ways, i.e. the normalization of self-censorship.  There is no individual or 

government body to credit with its spread.  Instead, as purported by Foucault, power is exercised 

in circuitous patterns, as intentionality without subject.  There is no one figurehead who is 

pushing this effect on American society; instead each American carries it out subconsciously in 

everyday social interactions.  This contributes to the strength of the effect in the long-term.  The 

normalization process means that behaviors (like tolerance of surveillance and self-censorship) 

become incorporated into our social fabric.  Normalization is a more potent force than revolution 

because conventions endure more than social movements.   
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 When McCarthy subcommittee hearing transcripts were released in the spring of 2003, 

Wisconsin senator Russ Feingold, the only senator to vote against the Patriot Act, commented, 

“What I’m hearing from constituents, shat I’m hearing from Muslim Americans, Arab 

Americans, Southasian and others suggests a climate of fear toward our government that is 

unprecedented, at least in my memory.”172  O’Neil takes this pessimistic view to task, citing 

contrasting sentiments from other senators and the proliferation and increased vigilance of 

watchdog groups as reasons why we are not in danger of a resurgence of McCarthyism.  He 

writes:  

It is also true that in the early twenty-first century an out-spoken 
champion of free speech and civil liberties incurs far less risk in 
speaking out boldly, or in taking to court one’s grievance against 
government, than such a person would have faced in the 1950s, 
where a climate of fear surrounded and inhibited even the most 
courageous of civil libertarians.173 

 
This is probably true.  The McCarthy era is noted for its paralytic effects on lawmakers and 

public dissenters.  But again, there is more danger in the slow creep of normalization than the 

sweeping change of McCarthyism.  Because normalization is more gradual, less tangible, and 

more comprehensive, it is less detectable and therefore more likely to go unchecked.   

Normalization by its very nature escapes notice and criticism.  But the stealth nature of 

normalization should not be used as an excuse to allow civil liberties to be neglected without 

serious consideration.  It is all too easy to fall into the trap of disregarding normalization both 

because of its undetectability and because of the apparent futility in fighting it.  Foucault says 

that it is impossible to objectively view and make observations about society because the 

observer is himself a part of society- that he can never operate outside of the grid of 
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intelligibility.174  This is an example of Fredric Jameson’s “’winner loses logic” critique of 

Foucault.  The winner loses logic is the paradox that occurs when a system or model is presented 

so effectively and vigorously that it causes the reader to feel powerless, thus rendering them 

“paralyzed, and the impulses of negation and revolt, not to speak of those of social 

transformation, are increasingly perceived as vain and trivial in the face of the model itself.”175  

Succumbing to winner loses logic is a danger of analyzing the effect of surveillance on free 

speech through a Foucauldian lens.  But Foucault did not purport submission to normalization, 

and neither does this author.  Walzer writes: “We need men and women, what Foucault calls 

‘general intellectuals’, who tell us when state power is corrupted or systematically misused, who 

cry out that something is rotten, and who reiterate the regulative principles with which we might 

set things right.”176  Academic freedom and all free speech are important enough to society and 

self-governance that the normalization of self-censorship be examined in more than just a 

theoretical analysis.    
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Chapter 6: Conclusion: Normalized Self-Censorship 
 

Other societies with intense surveillance have experienced the normalization of self-

censorship already.  Wacks writes: 

During the darkest years of repression in apartheid South Africa, 
for example, the telephones of anti-government activists were 
routinely tapped by the security services.  One’s conversations 
were therefore conducted with circumspection and trepidation.  
This inevitably rendered dialogue stilted and unnatural.  It is this 
requirement to adapt or adjust one’s behavior in public (in the case 
of CCTV) or in private (on the telephone, in one’s home, or online) 
that is the disquieting result of a state that fails properly to regulate 
the exercise of surveillance. 177 
 

The existence of surveillance in our society has many benefits.  Technology has advanced the 

functions and abilities of surveillance to unprecedented heights.  One of the aspects of the new-

and-improved surveillance, however, is its tracelessness.  One of the goals of surveillance is to 

observe unobserved.  But, eventually, the possibility of surveillance going completely undetected 

will vanish.  In fact, most people are aware that they are being taped when in public spaces and 

that their email is not completely private.  And this is for good reason.  Surveillance technology 

has been used increasingly over the past few decades, and especially since 9/11.  Legislation like 

the Patriot Act has made this possible.  A healthy debate has existed since the passing of the 

Patriot Act over its constitutionality, a debate which is just the latest chapter in the civil liberties 

versus surveillance debate.  The civil liberty most point to as being sacrificed is the right to 

privacy.  But the right to free speech is also endangered by unchecked surveillance.  

Governments can use surveillance to directly censor dissent, and there is little incentive for them 

to stop.  But, unchecked, this trend could lead to dangerous results.   
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The panopticization of American society will create a chilling effect on free speech.  

Overbearing surveillance will result in the normalization of self-censorship, because when you 

know you might be being watched, you behave in a manner conducive to observation.  The 

normalization of self-censorship will occur when surveillance enters people’s social 

consciousness.  We know that surveillance exists in American society, but has this key step taken 

place yet?  Has surveillance entered people’s social consciousness?  I’m afraid the most exact 

answer that I can give is that it has, to some extent.  Surveillance in American society is 

pervasive enough that we notice it’s most obvious features, but it is not intrusive enough to 

garner more response than a blasé annoyance, if that.  For example, people may grumble that 

airport security checks are uncomfortably invasive, but they still submit to them.  Pinpointing 

when surveillance has entered people’s social consciousness is a slippery topic, because once 

surveillance is completely pervasive, as Foucault explains, it will be normalized to the point that 

it will disappear from our consciousness.  This is the nature of normalization – that once it 

reaches the absolute stage, we, as members of society ourselves will also be subjected to it and 

therefore unable to identify it.  However, it will leave behind the behaviors it engenders, i.e. self-

censorship.   

The normalization of self-censorship is a very real possibility for America.  Columbia 

University Law School professor Kent Greenwalt said in a report on surveillance to Congress: 

If there is increase surveillance and disclosure and it is not offset 
by greater tolerance, the casualties of modern society are likely to 
increase as fewer misfits and past wrongdoers are able to find jobs 
and fruitful associations.  The knowledge that one cannot discard 
one’s past, that advancement in society depends heavily on a good 
record, will create considerable pressure for conformist actions.  
Many people will try harder than they do now to keep their records 
clean, avoid controversial or ‘deviant’ actions, whatever their 
private views and inclinations.  Diversity and social vitality is 
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almost certain to suffer, and in the long run independent private 
thoughts will be reduced.178 
 

Now that we have established the fact that the normalization of self-censorship is a possibility 

for America down the path it is currently on, the next pressing question is whether it is in fact 

occurring already.  It is difficult to determine what people are not saying, especially since, when 

complete, the normalization of self-censorship will result in citizens who are not even aware of 

what they are not saying.  What is needed is a rigorous and sweeping study investigating the 

levels of consciousness of dissenters’ awareness of surveillance.  Are they aware of the 

surveillance on them?  Are they troubled by it?  Would they express themselves more freely if it 

were not present?  Unfortunately, the means of executing such a study are beyond the means of 

this author.  But the need is there, and pressing.  The normalization of self-censorship can and, 

unchecked, will have a detrimental effect on our society, our democracy, and our civil liberties.   
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